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U.S. Department of Justice 



Federal Bureau of Investigation 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


[MR. /MRS. /MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 


ALL IHFORHATrON CONTAINED 

HEREIN IS ONCLASSiriED 

DATE 06-07-2007 BY 6S179/PMH/K3R/RW 

1076786 


DEAR [MR. /MRS. /MS.] [LAST NAME] : 


Under the authority of Executive Order 12333, dated 
December 4, 1991, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended) , you are hereby directed 
to provide the Federal Bureau of Investigation (FBI) the names, 
addresses, and length of service and electronic communications 
transactional records, to include existing transact ion /act ivity 
logs and all electronic mail (e-mail) header information (not to 
include message- content and/or subject fields), for the below- 
listed [Q-mail/lP] address holder(s): 

[E-mail/lP ADDRESS or ADDRESSES] 

[ON A SPECIFIC DATE] 

or 

[FOR THE PERIOD FROM [SPECIFIC DATE] TO (SPECIFIC DATE] 
or [PRESENT] ] 

Please see the attachment following this letter for 
the types of information that you might consider to be a 
electronic communications transactional record . 


If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 

While fulfilling your obligations under this letter, 
please do not disable, suspend, lock, cancel or interrupt service 
to the above-described subscriber (s) or accounts. A service 
interruption or degradation may alert the subscriber (s) /account 


users(s) that investigative action is being taken. If you are not 
able to fulfill your obligations under this letter without 
alerting the subscriber/account user, please contact the FBI 
prior to proceeding. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the Constitution of the United States. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the KS1>. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) , then inclu<te 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal , counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 13 U.S.C. § 2709(c) (4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 


[Include the following language in all NSLs , } 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
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right to cha 1 lenge the nondisclosure requirement , if set forth 
above . 


In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OP 
ORIGIN] , ^depending on whether service is personal or through a 
delivery service] . Due to security considerations, you should 
neither send the records through routine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 


Sincerely, 


[ADI C/ SAC NAHE] 

[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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(Kcv 08 - 28 - 2000 ) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 00/00/2007 

To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 

t COUNTERTERRORISM/ Attn: [UNIT] 

COUNTERIMTELL I GEHCE/CYBER] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 

(if using personal service) [Squad] [X] 


From; [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact; [CASE AGENT, telephone number (000)000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[AS AC NAME] 

[CDC NAME] 

[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE: INITIALS] 

Casa ID #: (^ [CASE FILE HUMBER] (Pending) 

[SUBJECT] 

[AKA [ALIAS] (IF APPLICABLE) 

[FCI/IT - FOREIGN POWER] 

[OO: OFFICE OF ORIGIN] 

Synopsis: (U) (NSLETR) Approves the issuance of an Electronic 

Communication Privacy Act (ECPA) National Security Letter (NSL) for 
electronic communications transactional records; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 


Title; 


(U) 



DECLASSIFIED BY 65179/DTffl/KSP/RW 
ON 06-07-2007 

1076786 



;EC! 


(U) 

(U) 


(U) 


m 


<U) 


To; 

Re; 


^DfLlVERING DIVISION] From: 

[CASE FILE KUMBER, 00/00/2007] 




[DRAFTING DIVISION] 


K 



[FULL/FRELIHIHARY] Investigation Instituted: (S) [00/00/2007] 


Reference: 




[CASE FILE HUMBER SERIAL XXX] 


Enclosure(s) : (U) Enclosed for DELIVERING DIVISION or OFFICE OP 

ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an MSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE, [if available)], [COMPANY 
NAME], [CC»<PANY ADDRESS - HO P.O. BOX], [CITY, STATE - NO ZIP CODE if 
using personal service], requesting the names, addresses, lengths of 
service, and electronic transactional records for the [e-mail/IPJ 
address holder(s) listed. 

Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 

INTBRNATIONAI^TERRORISM3 investigation of subject, a [U.S. 

PERSON /HOH-U . S . PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of the 
justification for opening and maintaining the investigation on the 
subject. Barebones facts will not suffice and will cause the request 
to be rejected for legal insufficiency]. These electronic 
communications transactional records are being requested to [Fully 
state the relevance of the requested records to the investigation] . 


This electronic communication documents the [APPROVING 
proval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on [NUMBER OF] [e-mail/IP 
address(es)] from [ISP #1]; [HUMBER OF] [e-mail/IP address(es)] from 
[ISP #2] , etc. [In the case of multiple addresses to the same ISP, if 
you know how many different persons attach to those addresses, please 
state. Provide the USP status of all the persona about whom the 
requests are seeking information, including the subject of the 
investigation . In other words, do your best to give as much 
information as you can , for congressional reporting purposes . ] 



(U> Arrangements should be made with the electronic 
communications service provider to provide the records [personally to 
an employee of the DELIVERING division OR through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 

business days of receipt of this request. The electronic 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 
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rEci 


To; tOmiVERING DIVISION] From: IDRAETING DIVISION] 

(U) Re: [CASE FILE NUMBER, 00/00/2007] 

[Certification and Activation of the Nondisclosure Requlr«aent : There 
is no longer an automatic prohibition that prevents the recipient of a 
National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts that 
justify the nondisclosure requirement. Option 2 is to be used in all 
cases where Option 1 is not used.] 


DISCLOSURE PROVISIONS 


[Option 1 - Invoking Nondisclosure Reqpiirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

(S) Brief statement of the facts justifying my certification 
in this case: 


[Opfion 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs . ] 

( U ) Information received from an electronic communications 

service provider may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and, with respect to dissemination 
to an agency of the United States , only if such information is 
clearly relevant to the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 

[CASE AGENT, telephone number (000) 000-0000] . 
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To; 

Re: 



[DELIVERIIiG DIVISION} 


From: IDRAFTIWG DIVISION] 


[CASE FILE NUMBER, 00/00/2007] 


LEAD ( 3 ) : 


Set Lead 1: (Action) 


GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 


r PELIVERING DIVISION - if uaino personal aerviee l 
T AT CITY. STATE ! 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the electronic communication service 
provider, [DELIVERING DIVISION] is requested to submit results to 

[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable] . 

♦♦ 


Set Lead 2: (Info) 


r COUNERTERRORI SM/ COUNTERINTELLI GENCE / CYBER l 


AT WASHINGTON. DC 


(U) At [Unit] Read and Clear. 


Set Lead 3 : (Action) 
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II.S. Department of Justice 



Federal Bureau of Investigation 


Washington. D. C. 20535-0001 

[DRAFTING DIVISIONI 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


[MR. /MRS. /MS.] [COMPLETE NAME OF POC] 
[TITLE, IP AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR . /MRS . /MS . ] [LAST NAME] : 


ALL IMFOPMATION CONTAINED 

HEPYIN IS UNCLASSIFIED 

DATE 06-07-2007 BY 65179/DMH/KSR/RM 

1076786 


Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended), you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI) 
the name, address, length of service, and local and long distance 
toll billing records associated with the following : 

[NAME, IF KNOWN] 


[ADDRESS, IF KNOWN] 


[TELEPHONE NUMBER(S) , IF KNOWN (000) 000-000]: 

[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE(S)] 

or [FRCM4 [SPECIFIC DATE] to [[SPECIFIC DATE] 
or [PRESENT]] 

Please see the attachment following this letter for 
the types of information that you might consider to be a toll 
billing record. 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 


clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the Constitution of the United States . 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 [Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL. ) 

In accordance with 18 U.S.C. § 2709(c) (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by_ this letter may endanger the 
national security of the United States, interfere with a 
criminal , counterterrorism, or counterintelligence investigation , 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person . Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c) (3) , you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c) (4), if the FBI 
aslts for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter . 


[Include the following language in all HSLs . ] 

In accordance with 18 U.S.C. § 3511(a) and (b) (1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement, if one is set 
forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 
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You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVBRIHG 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure facsimile] within [xxxx] business days 
of receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [ [DELIVERING DIVISION] OR [OFFICE OP 
ORIGIN] , ^depending on whether service is personal or through a 
delivery service] . Due to security considerations, you should 
neither send the records through rout ine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation . 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours , 


[JU3IC/SAC NAME] 

[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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(Ot;26/l9<>8) 


(U) 

(U) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 00/00/2007 

To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 

COUNTERINTEU.I GEHCE / CYBER] 

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 

[DELIVERING DIVISION] Attn; SSA [SQUAD SUPERVISOR) 

(if using personal service) [Squad] [X] 

From ; [ DRAFTING D IVI SION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE] 

[SAC NAME] 

[ASAC NAME] 

[COC NAME] 

[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Caae ID [CASE FILE NUMBER] (Pending) 

Title; /V/) [SUBJECT] 

/\ [AKA] [ALIAS IF APPLICABLE] 

[IT/FCI - FOREIGN POWER]; 

[OO: OFFICE OF ORIGIN] 

Synopsis: (U) (NSLTTR) Approves the issuance of an Electronic 

Communication Privacy Act (ECPA) National Security Letter 
(NSL)for toll billing records; provides reporting data; and, if 


DECLASSIFIED BT S5175/MIH/KSP,/RTiI 
OH 06-07-2007 


1076786 


s 


IT 




To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

(U) Re: [CASE FILE NUMBER, 00/00/2007] 


(U) 

(U) 

(U) 



necessary, transmits the N3L for delivery to the wire 
communications service provider. 



[FULL/PRELIMINARY] Investigation Instituted [00/00/2007] 
Reference: file number Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 

ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006] , 
addressed to [COMPANY POC NAME] , [TITLE (if available) ] , [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service] , requesting the name, address, 
length of service and local and long distance toll billing 
records for the phone number (sj listed. 

Details A [FULL/PRELIMINARY] [INTERNATIONAL 

TERRORISM/ FO^IGN COUNTERINTELLIGENCE] investigation of subject, 
a [USPER/NOH-USPER] , was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
on the siibject; barebones facts will not suffice amd will causa 
the request to be rejected for legal insufficiency] . These toll 
billing records are being requested to [Fully state the relevance 
of the requested records to the Investigation] . 


(U) This electronic communication documents the 

[APPROVING OE^CIAL' s] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
local and long distance toll billing records for [HUMBER OF] 
telephone number (s) from [telephone company #1]; [NUMBER OF) 
telephone number (s) from [telephone ccanpany #2], etc. [In the 
case of multiple phone numbers to the same telephone company, if 
you know how many different persons attach to those phone 
numbers, please state. Provide the USP status of all the persons 
about whom the requests are seeking information, including the 
subject of the investigation, In other words, do your best to 



2 


SJ 


To: [DELIVERIKG DIVISION] From: [DRAFTING DIVISION] 

Re: [CASE PILE NUMBER, 00/00/2007] 

give as much Information as you can, for congressional reporting 
purposes . ] 


(U) Arrangements should be made with the wire 
communications service provider to provide the records 
[personally to an eo^loyee of the DELIVERING DIVISION OR through 
use of a delivery service or secure fax to OFFICE OF ORIGIN] 
within [NUMBER OF] business days of receipt of this request. The 
wire communications service provider should neither send the 
records through routine mail service nor utilize' the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

(Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.} 

[Option 1 - Invoking Hondi a closure Requirement] 

(U) In accordance with 13 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

Brief statement of the facts justifying my 

certification in this case; 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 
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To: [DELIVERING DIVISION] f 

Re: ^ ^ [CASE FILE NUMBER, 00/00/2007] 



From: (DRAFTING DIVISION] 


\ 


[Include the next 2 paragraphs in all ECs . ] 


(U) Information received from a wire communication 


service provider may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection and, with respect to- 
dissemination to an agency of the United States, only if such 
information is clearly relevant to the authorized 
responsibilities of .such agency . 

(U) Any questions regarding the above can be directed 

to [CASE AGENT, telephone number (000) 000-0000] . 



To: 

Re: 



[DELIVERING DIVISION] 
S/ [CASE FILE NUMBER, 


00/00/2007] 


From: [DRAFTING DIVISION] 


LEAD 


Set Lead 1 : 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U ) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

f COTJNTERTERRORISM/COUNTERINTELLIGENCE/CYBER ] 

AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 

Set Lead 3 ; 

r PELIVERIHG DIVISION " if using personal service ! 

T AT rCITY, STATE ! 

(U) Deliver the attached NSL as indicated above. 

Upon receipt of information from the wire communications service 
provider, [DELIVERING DIVISION] is requested to submit results to 

the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable] . 
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Department of Justice 



Federal Bureau oflnvestigation 


Waihingion, D, C 20535*000 J 

[DRAFTING DIVISION] 

[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 

[MONTH, DAY, YEAR] 

ALL IWFORHATION CONTAINED 

[MR. /MRS . /MS, J [Complete name] herein is UWCIASSIFIED 

[TITLE, IF AVAILABLE] DATE 06-0T-20O? BY $5179/DHH/K3R/RW 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 1076786 
[CITY, STATE - NO ZIP CODE] 

Dear [MR . /MRS . /MS . ] [LAST NAME] : 

Under the authority of Executive Order 12333, dated 
December <3, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended) , you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI) 
the name, address, and length of service with respect to the 
following telephone number(s) : 

[provide either or both - 1) person <s) to whom the 
telephone number (s) is/was registered and/or 2) the 
telephone number (s)] 


[NAME OP PERSON (S)] 

[TELEPHONE NUMBER (S) (000) 000-000)]: 

[RELEVANT TIME PERIOD] : [OH SPECIFIC DATE] 

or [FROM [SPECIFIC DATE] to 

[SPECIFIC DATE] or [PRESENT] ] 

If the time period noted above is to the "present, " 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 


1MR./MRS./MS1 (COMPLETE NAMES) 


investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the constitution of the United States. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the HSL. If the supporting EC for this NSL included 
Option 1 (Invoicing the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.} 

In accordance with 18 U.S.C, § 2709(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c) (1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c) (3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else . 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 


[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), 
you have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with IS U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 
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[MR./MRS./MS] [COMPLETE NAMES] 


You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] , _depending on whether service is personal or through a 
delivery service] . Due to security considerations, you should 
neither send the records through routine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly 

appreciated. 


Sincerely yours, 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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FEDERAL. BUREAU OF INVESTIGATION 


(U) 

<U) 


Precedence: ROUTINE Date: 00/00/2007 

To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn ; [UNIT] 

COUNTERINTELLIGENCE / CYBER] 


[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 

(DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 

(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number <000) OOO-OOOO] 


Approved By: [ADIC NAME (IF APPLICABLE] 

[SAC NAME] 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 


declassified by 65179/DHH/KSR/RU 

OK 06-07-2007 

1076786 


Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Caae ID #: [CASE FILE NDMBER] (Pending) 

Title: V) (SUBJECT] 

^ [AKA] [ALIAS IF APPLICABLE] 

[IT/FCl - FOREIGN POWER]; 

[00: OFFICE OF ORIGIN] 


Synopsis: (U) (NSLTTR) Approves the issuance of an Electronic 

Communication Privacy Act (ECPA) National Security Letter 
(NSL)for toll billing records; provides reporting data; and, if 


SECRET 


s: 




To: 
Re : 


[DELIVERING DIVISION] 


From: [DRAFTING DIVISION] 


X' 


[CASE FILE NUMBER, 00/00/2007] 


necessary, transmits the NSL for delivery to the wire 
communications service provider. 



Reference: [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 

ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
length of service and local and long distance toll billing 
records for the phone number (s) listed. 


TERRORISM/ FOREIGN COUNTERINTELLIGENCE] investigation of subject, 
a [USPER/NON-USPER] , was authorized in accordance with the 
Attorney General Guidelines because [Give a full ejq>lanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency] . These toll 
billing records are being requested to [Fully state the relevance 
of the requested records to the investigation] . 

X This electronic communication documents the 
[APPROVING official's] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
local and long distance toll billing records for [NUMBER OF] 
telephone number (s) from [telephone company #1]; [NUMBER OF] 
telephone number (s) from [telephone conpany #2], etc. [In the 
case of multiple phone numbers to the same telephone compauiy, if 
you know how many different persons attach to those phono 
numbers, please state. Provide the USP status of all the persons 
about whom the requests are seeking information, including the 
subject of the investigation. In other words, do your best to 



A [FULL/PRELIMINARY] [INTERNATIONAL 
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(H) 


To: 
Re : 


[MLIVERIHG DIVISION] From: 

[CASE FILE NUMBER, 00/00/2007] 


(DRAFTING DIVISION] 


give as much Information as you can, for congressional reporting 
purposes . ] 


(U) Arrangements should be made with the wire 
communications service provider to provide the records 

[personally to an employee of the DELIVERING DIVISION OR through 
use of a delivery service or secure fax to OFFICE OF ORIGIN] 
within [NUMBER OF] business days of receipt of this request. The 
wire communications service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information , To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used. ] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence inves.tigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to Invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 
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s: 




To: [DELIVERING DIVISION] From; 

[CASE FILE NUMBER, 00/00/2007] 


[DRAFTING DIVISION] 


[Include the next 2 paragraphs in all ECs.] 

(U) Information received from a wire communication 
service provider may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection and, with respect to 
dissemination to an agency of the United States, only if such 
information is clearly relevant to the authorized 
responsibilities of such agency . 

(U) Any questions regarding the above can be directed 

to [CASE AGENT, telephone number (000) 000-0000] . 
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[DELIVERING DIVISION] 


From: [DRAFTING DIVISION] 


[CASE FILE NUMBER, 00/00/2007} 


LEAD (s) : 

Set Lead 1: 

GENERAL COUHSEL 

AT WASHINGTON. DC 

(U)” NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 


Set Lead 3 : 

[ DELIVERING DIVISION - if uaina personal service ! 

T AT [CITY. STATE 1 

(U) Deliver the attached NSL as indicated above. 

Upon receipt of information from the wire communications service 
provider, [DELIVERING DIVISION] is requested to submit results to 

the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, ,if applicable] . 


♦♦ 


r cOUNTERTERRORISM/COUNTERIHTELLlGENCE/CYBER I 


AT WASHINGTON. DC 


(U) At [Unit] Read and Clear 
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(Rev. 01-31-2003) 


b6 

b7C 

b2 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 
To: Counterterrorism 

Counterintelligence 

Cyber 

All Field Offices 


Date: 04/11/2006 

Attn; AD, DAD 

AD, DAD 

Acting AD, DAD 

ADIC 

SAC 

CDC 


From: Office of the General Counsel 

National Security Law Branch LX-1 Room 3S100 

Contact; I 


Approved By; Caproni Valerie E 
Hulon Willie T 
RgrP7.nav Timnf hv n 


Drafted By: 


Case ID #; 319X-HQ'A148n20-OGC 

Title: LEGAL ADVICE AND OPINIONS; 

FBI POLICY RE REIMBURSEMENT OF COSTS TO RECIPIENTS 
OF NATIONAL SECURITY LETTERS 

Synopsis: Provides guidance to the field as to the establishment 

within the FBI of a uniform policy with respect to reimbursement 
of costs to recipients of National Security Letters (NSLs) for 
the production of information responsive to NSLs. This guidance 
provides that where the authorizing statute requires 
reimbursement, clearly we will continue our practice of paying. 
Where the authorizing statute does not reference any form of 
reimbursement, then the FBI will not pay for the information. 


ALL IWFOPHATION CONTAIHEb 

HEPZIW IS UHCLASSrriED 

DATX 06-07*2007 BY 65179/15 HH/K3R/RW 

1076786 


Details ; 


Four statutes that provide for the issuance of National 
Security Letters vary in their provision for reimbursement of 
costs to recipients of NSLs for production of information 
responsive to NSLs. The Electronic Communications Privacy Act 
(ECPA), 18 U.S.C. § 2709, does not provide for reimbursement of 
costs; thus, there is no legal obligation to pay for toll 
biliing/subscriber records or electronic communication 
transactional records to which the statute applies. The Right to 
Financial Privacy Act (RFPA) , 12 U.S.C. § 3415, requires 


To; Counterterrorism From: Office of the General Counsel 

Re: 319X-HQ-A1487720-OGC 04/11/2006 


reimbursement of costs for information obtained from financial 
institutions to which NSLs are issued under Section 
3414 (a) t5) (A) ; Title 12, Code of Federal Regulations (CFR) , Part 
219, and Appendix A, provides a reimbursement of costs schedule.’ 
The Fair Credit Reporting Act (FCRA), 15 U.S.C. § 1681u, requires 
reimbursement of costs for financial institution listings and 
consumer identifying information obtained from credit reporting 
companies but' no reimbursement schedule has been promulgated.^ 

Its counterpart, FCRA, Section 1681v, enacted as part of the 2001 
USA Patriot Act, providing for full credit reports in 
international terrorism cases, does not authorize reimbursement 
of costs. 

Variations in Cost Reimbursement Policy Among FBI Field Offices 

The differences in the payment provisions of the NSL 
statutes have caused field offices to adopt varying policies as 
to whether they pay bills that are submitted by NSLs recipients. 
When bills are submitted by RFPA NSL recipients, the rules are 
clear. Field offices must and do pay for such NSLs based on the 
reimbursement of costs schedule set out in the CFR. When bills 
are submitted by ECPA NSL recipients, where reimbursement is not 
required, some field offices pay the bills as submitted, others 
negotiate the amount of the charge, and others flatly refuse to 
pay. As to credit reporting companies responding to 1681v NSLs,^ 
at least one such company submits bills which, to date, we have 
paid. With respect to credit reporting companies responding to 
1681u NSLs, at least two have a policy of submitting bills, which 
we pay or intend to pay. While there is no fee schedule 


RFPA, Section 3415 provides that "a Government entity shall pay to the 
financial institution assembling or providing financial records pertaining to 
a customer and in accordance with procedures established by this chapter a fee 
for reimbursement of costs as reasonably necessary and which have been 
directly incurred in searching for, reproducing, or transporting books, 
papers, records, or other data required ro requested to be produced. The 
Board of Governors of the Federal Reserve System shall, by regulation, 
establish the rates and conditions under which such payment shall be made. 
Under 12 C.F.R. §219.3, Appendix A, a fee schedule has been adopted, under 
which photocopying is reimbursable at $.25 per page and searching is 
reimbursable at $11 per hour for clerical staff. 

^ FCRA, Section 16Blu(e) provides that "(tjhe Federal Bureau of 
Investigation shall, subject to the availability of appropriations, pay to the 
consumer reporting agency assembling or providing report or information in 
accordance with procedures established under this section a fee for 
reimbursement for such costs as are reasonably necessary and which have been 
directly incurred in searching, reproducing, or transporting books, papers, 
records, or other data required or requested to be produced under this 
section. " 

* The three major credit reporting companies are Experien, Transunion, 
and Equifax. 


To: Counterterrorism From; Office of the General Counsel 

Re; 319X-HQ-A1487720-OGC 04/11/2006 


established, the fees that are or will be charged by credit 
reporting companies for 1681u requests are approximately ten 
dollars, which appears reasonable, as well as in line with the 
hourly rate set by the RFPA schedule.'’ 

The Problem to be Addressed by this Guidance 

Having canvassed FBI field offices as to whether they would 
like to see the FBI adopt a uniform policy with respect to 
reimbursement of costs of HSL recipients, the Office of the 
General Counsel (OGC) has determined that field offices do in 
fact want a uniform policy. That is the genesis of this 
guidance. However, since this is an operational issue and not a 
legal issue, OGC has also obtained the concurrence of the FBI's 
Counterterrorism Division, Counterintelligence Division, and 
Cyber Division that a uniform policy is desirable. Thus, this 
guidance is intended to create a uniform policy as to 
reimbursement of costs of NSL recipients, the creation of which 
uniform policy is particularly crucial with respect to those 
statutes which do not provide for compensation, such as ECPA and 
FCRA Section 1681v. 

Reimbursement of Costs Incurred bv ECPA NSL recipients 


The FBI hereby adopts the policy that, since it has no legal 
obligation to reimburse costs incurred by an NSL recipient in 
producing information sought by an ECPA NSL, that it will not pay 
bills that are submitted by ECPA NSL recipients for such 
information. Its position is supported by the fact that the ECPA 
specifically provides for certain instances in which compensation 
to recipients of legal process is available. Those enumerated 
provisions do not include Section 2709.^ Further, since certain 
NSL statutes do contain reimbursement provisions, it is clear 
that when Congress so intended, it did in fact enact such a 
provision. While there is not necessarily any obvious rationale 
to the determination of which NSL statutes contain reimbursement 
provisions, the fact is that Congress has had opportunities to 
remedy what may have been an oversight, in pcpa nmui ..anH 

has not done so. 


Transunion currently charges ten dollars for 1681u requests, but does 
not charge for 16Blv requests. Experien currently charges $ 9.20 per report- 

^ Title 18, Section 2706(a) of ECPA provides for a reimbursement fee for 
obtaining "the contents of communications, records, or other information under 
section 2702, 2703, or 270'?,** except the provision does not apply, per section 
2706(c), "with respect to records or other information maintained by a 
communications common carrier that relate to telephone toll records and 
telephone listings obtained under section 2703 of this title. The court may, 
however, order a payment as described in subsection fa) if the court 
determines the information required is unusually voluminous in nature or 
otherwise caused an undue burden on the provider," 


To; Counterterrorism From: Office of the General Counsel 

Re: 319X-HQ-A1^87720-OGC 0^/11/2006 


Further, to the extent that bills for reimbursement 
submitted by carriers in the past have been paid by field 
offices, they presumably have been done so on the theory that 
payment will encourage cooperation and responsiveness to an NSL 
request. Inasmuch as the NSL statutes were revised by the USA 
PATRIOT Act Improvement and Reauthorization Act of 2005 to 
provide for an enforcement mechanism, there is less of a need for 
the FBI to seek voluntary cooperation of carriers by providing 
payment to which the carriers are not legally entitled. 

Enclosed is a model letter that field offices may want to 
use in response to requests for payment. These letters may 
assume particular importance when addressed to carriers who to 
date have received reimbursement and suddenly find themselves cut 
off from reimbursement under the new FBI policy. 

Reimbursement o£ Costs Incurred by FCRA. Section 1681v MSL 
Recipients 


At the current time. Transunion does not charge for 1681v 
NSL requests. 

Reimbursement of Costs Incurred by FCRA Section 1681u NSL 
Recipients 

While FCRA Section 1681u provides for compensation for NSLs, 
there has yet to be promulgated a schedule of such fees. Inasmuch 
as a separate fee schedule has not been adopted, it is logical 
that the fee schedule adopted for RFPA NSLs be the basis of 




J 


, there 

sncuia also oe tiexibiiity in howl 

1 offices handle 


such bills. We recommend that they coordinate with one another 


To; Counterterrorism From: Office of the General Counsel 
Re: 319X-HQ-A1487720-OGC O'l/n/2006 


b2 

bVE 


SO that the compensation is uniform, ai=Tw=.rai.t n linp 

with the RFPA fee ^ch£Ldiile^_L _ 1_ 


Conclusion 


OGC recognizes that field offices are likely to need further 
guidance when faced with particular scenarios. There may be 
Situations in which lack of compensation is unduly harsh in light 
of the burden placed on the carrier by an NSL request. Such 
situations may be addressed on a case-by-case basis.® 

To the extent that there are repercussions with respect to 
the compliance with NSLs, we do now have in place an enforcement 
mechanism for NSLs via the recently enacted USA PATRIOT Act 
Improvement and Reauthorization Act of 2005. That statutory 
authority should serve to ameliorate the possible adverse 
consequences that might ensue at the onset of this new policy. 

Any que,stions about the issues set forth above sh ould he 
addressed to field office Chief Division Counsel or to I I 

in the National Security Law Branch ((571)280- 


LEAD (s) : 

Set Lead 1: (Adm) 

ALL RECEIVING OFFICES 

Distribute to all supervisory personnel involved in 
the investigation of counterintelligence, counterterrorism, and 
cyber cases. 


1 - Ms. Caproni 
1 - Mr, Hulon 
b6 1 - Mr ■ Bereznav 

bic 1 -| 

1 - 

♦♦ 


This flexibility is conceptually analogous to the provision of ECFA, 
Section 2706, which authorizes court-ordered compensation when a criminal 
legal process seeking telephone records is especially burdensome. See 
footnote 5. 


SUGGESTED FOEW LETTER TO NSL RECIPIEHT 

ALL IWFORMATIOM COJJTAIKED 
HEREIN IS UNCLASSIFIED 

[Name and address of NSL recipient] date 06 - 07-2007 by cSI7S/dhh/ksr/rw 

1073946 

RE: Cost Reimbursement for National Security Letter 

Invoice No: (if relevant) 

Invoice Dated: (if relevant) 


Dear (POC) , 


This letter references the above invoice directed to 
this office in which you request payment for producing records to 
the FBI in response to a Na tional Security Letter (NSL) issued on 
(Date of Issuance] , 

The federal statute under which the NSL to your company 
was issued, (Electronic Communications Privacy Act (ECPA) , 18 
U.S.C. § 2709, or Fair Credit Reporting Act, 15 U.S.C. § 168 Iv], 

does not authorize cost reimbursement. [FOR ECPA: While certain 
other methods of legal process are subject to cost reimbursement 
under ECPA, Section 2706, the enumerated list of provisions does 
not include Section 2709.] [For FCRA: While certain other 
methods of legal process are subject to cost reimbursement under 
FCRA, including Section 1681u, there is no such comparable 
provision for cost reimbursement for Section 1681v.] Therefore, 
absent a specific provision providing for cost reimbursement, no 
entity or person is entitled to reimbursement for complying with 
federal legal process. Hurtado v. United States . 410 U,S. 578 
(1973) , 

Therefore, it is the FBI's position that cost 
reimbursement for NSL compliance is not specifically authorized 
under {ECPA Section 2709 or FCRA Section 1681v] . 

[TO BE USED FOR RECIPIENTS WHO HAVE BEEN REIMBURSED IN 
THE PAST: We recognize that in the past, your company may have 
been rei.mbursed for compliance with NSLs. However, the FBI has 
reevaluated its position in that regard and determined that in 
order to assure fair and equal treatment of all NSL recipients, a 
uniform posture is required as to the appropriateness of 
reimbursing recipients of NSLs for their compliance in the 
absence of statutory authorization for such reimbursement. 

FBI has decided that payment is not appropriate in these 
circumstances . ] 


The 


Plea'S© feel free to contact the undersigned should you 
wish to discuss this further. This office greatly appreciates 
your timely compliance with NSL requests, which assists us in 
fulfilling our investigative responsibilities and efforts to 
further the national security interests of this country. 


Sincerely yours. 


[NAME OF SAC or SSA] 

[ Position] 

[Name of Field Office] 
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U.S. Department of iustice 



Federal Bureau of Investigation 


Washington, D C. :053S-0(HH 

[DRAFTING DIVISION) 
[STREET ADDRESS] 

[CITY, STATE, ZOP CODE] 

{MONTH DAY, YEAR] 


{MR. /MRS/MS. 1 [CCMPLETE POC NAME] 
[TITLE, IF AVAILABLE] 

[COMPANY NAME] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR . /MRS . /MS . ] [LAST NAME]: 


ALL IHFOPIIATION COHTAIIJED 

HEKEIH IS UNCLASSIFIED 

DATE 06-07-2007 BY 6Sn9/DHH/KSP./RU 

1076786 


Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 

(U.S.C.), Section 3414(a) (5), you are hereby directed to produce 
to the Federal Bureau of Investigation (FBI) all financial 
records pertaining to the customer (s) and/or accounts listed 
below : 


NAME(S) [if available] 

ACCOUNT HUMBER (s) : [if available] 

SOCIAL SECURITY NUMBER(S) : [if available] 

DATE(S) OF BIRTH: [if available] 

[FOR PERIOD FROM INCEPTION TO PRESENT] 
or 

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT]] 

Please see the attachment following this letter for the 
types of information that your financial institution might 
consider to be a financial record* 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 


[MR. /MRS. /MS,/ COMPLETE NAME] 


In accordance with Title 12, U.S.C. Section 
3414 <a) (S) (A), I certify that these records are sought for 
foreign counterintelligence investigation purposes to protect 
against international terrorism or clandestine intelligence 
activities, and that such an investigation of a United States 
person is not conducted solely on the basis of activities 
protected by the first Amendment to the Constitution of the 
United States. 

In accordance with Title--12', U.S.C. , Section 3403(b), I 
certify that the FBI has complied with all applicable provisions 
of the Right to Financial Privacy Act. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the MSL. If the supporting EC for this HSL included 
Option 1 [Invoking the Hondisclosure Requiranent) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 12 U.S.C. § 3414 (a) (5) (D) , I 
certify that a disclosure of the fact that the FBI has sought or 
obtained access to the information sought by this letter may 
endanger the national security of the United States, interfere 
with a criminal , counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger 
the life or physical safety of a person. Accordingly, 12 U.S.C. 

§ 3414(a) (5) (D) prohibits you, or any officer, employee, or agent 
of yours, from disclosing this letter, other than to those to 
whom disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 12 U.S.C. § 34 14 (a ) ( 5 ) ( D) (ill ) , you 
are directed to notify any persons to whom you have disclosed 
this letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iv) , if 
the FBI as)cs for the information, you should identify any person 
to whom such disclosure has been made or to whom such disclosure 
will be made. In no instance will you be required to identify 
any attorney to whom disclosure was made or will be made in order 
to obtain legal advice or legal assistance with respect to this 
letter . 

[Include the following language in all HSLs . ] 
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[MR. /MRS. /MS./ COMPLETE NAME] 


In accordance with 18 U.S.C. § 3511(a) and (b) (1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 


In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 


b2 

b7E 


The FBI does not intend to suggest, bv the servic e of 
the NSL upon_ von r financ ial ins tit ut ion J I 


forth 


above prohibits 
I Further, 

Tne FBI requests 
or contact prior to takinq 
expected that information | 


j the non-disclosure i^ov^sion set 
the disclosure of the fact of i~.h j 5 ^ 
should you decide to consider ] 

you please notify the below point 


that 

such 


action , inasmuch as it is 


You are directed to provide records responsive to 
this letter [parsonalXy to a representative of the [DELIVERING 
DIVISION] _0R through use of a delivery service to the [OFFICE OF 
ORISIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 


Any questions you have regarding this letter should 
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] , _depending on whether service is personal or through a 
delivery service or fax] . Due to security considerations, you 
should neither send the records through routine mail service nor 
disclose the substance of this letter in any telephone 
conversation. 

Your cooperation in this matter is greatly 

appreciated . 
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sincerely 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN 
CHARGE/ 

SPECIAL AGENT IN CHARGE] 
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(R*v 01 -J I -2003) 


FEDERAU BUREAU OF INVESTIGATION 


Precftdence : ROUT I NE 

To: General Counsel 


Date: 00/00/2007 

Attn: Julie Thomas 

Deputy General Counsel, NSLB 


[COUNTERTERRORISM/ Attn : [UNIT] 

COUNTERINTBLLIGENCB/CY&ER] 


[REQUESTING OFFICE] Attn; S5A [SQUAD SUPERVISOR] 

5 A [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[SQUAD] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 

(if using personal service) [SQU^] [X] 

Prom; [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASS AGENT, telephone number (000) 000-0000] 


Approved By: [ADIC NAME, IF APPLICABLE] 

[SAC NAME] 

[AS^ NAME] 

[CDC NAME] 

[SSA NAME] 


(U) 


Drafted By: [LAST, FIRST MIDDLE: INITIALS] 

Case ID’ [CASE FILE NUMBER] (Pending) 


DECLASS! rrEC BY oSi79/l>lIH/KSR/RW 
OH 06-0,7-2007 


(U) Title: 



[SUBJECT] 

[AKA] [ALIAS, IF APPLICABLE] 
[IT/FCI - FOREIGN POWER] 

[OO: OFFICE OP ORIGIN] 


1076786 


Synopsis: (U) (NSLFR) Approves the issuance of an Right to Financial 

Privacy Act (RFPA) National Security Letter (NSL) for financial 
records; provides reporting data; and, if necessary, transmits the NSL 
for delivery to the financial institution. 



SECRET 


m 

{U) 

(U) 


<U) 


(U) 


To: 
Re : 


[CTD/CD] 

[CASE file number, 


From: 

00/00/2007] 


IDRAPTING DIVISION] 


CFULL/PRELIMINARY] Investigation Instituted: 00/00/2007 


Reference: 




[CASE FILE NUMBER SERIAL XXX] 


Enclosure<s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 

ORIGIN, depending on whether service is personal or through restricted 
delivery service] is an NSL dated [00/00/2006] , addressed to (COMPANY 
POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY ADDRESS - 
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service], 
requesting financial records of the customer li.^ed. 

Details: A [FULL/PRELIHINARY] [FOREIGN COUNTERINTELLIGENCE/ 

INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON- 
U.S. PERSON], was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification for 
opening and maintaining the investigation on the subject; barebones 
facts will not suffice and will cause the request to be rejected for 
legal insufficiency] . These financial records are being requested to 
[Fully state the relevance of the requested records to the 
investigation] . 




This electronic communication documents the [APPROVING 
official's] approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks financial records 

for [NUMBER OF] [individual (s) /account (s) ] from [financial institution 
#1]; [NUMBER OF] [individual (s) /accounts] from [financial institution 
#2], etc. [In the case of multiple accounts to the same financial 
institution, if you know how many different persons attach to those 
accounts, please state. Provide the USP status of all the persons 
about whom the requests are seeking information, including the subject 
of the investigation. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the financial 
institution to provide the records [personally to an employee of the 
DELIVERING DIVISION OR through use of a delivery service or secure fax 
to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt of 
this request. The financial institution should neither send the , 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 


DISCLOSURE PROVISIONS 


(Option 1 - Invoking Nondisclosure Requirement] 
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(U) 


<U) 



To: .[CTD/CD] From: (DRAPTIHG DIVISION] 

Re; [CASE FILE NUMBER, 00/00/2007] 

(U) In accordance with 12 U,S.C. § 3414(a) (5) (D), I, the 
senior official approving this EC, certify that a disclosure of the 
fact that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic relations, 
or endanger the life or physical safety of a person. 


, , , X 

in this case: 


Brief statement of the facts 


justifying my certification 


[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have determined 
that the facts of this case do not warrant activation of the 
nondisclosure requirements under the applicable National Security 
Letter statute. 


[Include the next 2 paragraphs in all BCs.] 

(U) Information received from a financial institution may 
be disseminated in accordance with the Attorney General Guidelines for 
FBI National Security Investigations and Foreign Intelligence 
Collection, and, with respect to dissemination to an agency of the 
United States, only if such information is clearly relevant to the 
authorized responsibilities of such agency. 


(U) Any questions regarding the above can be directed to 

[CASE AGENT, telephone number (000) 000-0000]. 



3 


(U) 


To: 
Re : • 



[CTD/CD] From: 

[CASE FILE NUMBER, 00/00/2007] 


[DRAFTING DIVISION] 


LEAD(s) ; 


Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs, 


Set Lead 2: (Info) 

r COONTERTERRORISM/COUNTERINTELLIGENCE/CYBER I 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 


Set Lead 3: (Action) 

r DELIVERING DIVISION - if using personal service 1 
F AT CITY. STATE ! 

(U) Deliver the attached WSL as indicated above. Upon 
receipt of information from the financial institution, [DELIVERING 
DIVISION] is requested to submit results to [DRAFTING DIVISION] and 
[OFFICE OP ORIGIN, if applicable] . 
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FEDERAL BUREAU OF INVESTIGATION 


b6 

hlC 

b2 


Precedence: ROUTINE 

To: All Divisions 


From: Office of the General Counsel 

Branch 

Contact : 


Date: 03/9/2006 

Attn: ADIC, AD, DAD, SAC, CDC 
National Security Law 


improved By: Mueller Robert S III 

Drafted By: 


Case ID # : 


319X-HQ-A1487720-OGC Serial 210 


AIL IMFORMATIOH COHTAIMED 

HEKEIH IS OTCLASSIFIED 

DATE i;36-07-2Ci07 BY 6517?/IiMH/K3R/RW 

1076786 


Title: NATIONAL SECURITY LETTERS 

DELEGATION OF SIGNATURE AUTHORITY 

DELEGATION OF NON-DISCLOSURE CERTIFICATION AUTHORITY 

DELEGATION OF NON-DISCLOSURE RECERTIFICATION AUTHORITY 

Synopsis : Delegates signature authority for National Security 

Letters under the Electronic Communications Privacy Act , 18 
U.S.C.S 2709, the Fair Credit Reporting Act, 15 U.S.C. §§ 1681u 
and 1681v, and the Right to Financial Privacy Act, 12 U.S.C. § 
3414(a)(5). Also delegates authority for certification of the 
necessity for non-disclosure of such national security letters 
and recertification of the necessity for non-disclosure of such 
national security letters under the afore-mentioned statutes. 

Details: The USA Patriot Improvement and Reauthorization Act of 

2005 (USAPA IRA) was enacted into law on March 9, 2006. It 
provides for procedural changes in the issuance of national 
security letters (NSLs) . It provides that in order for the FBI to 
require that the recipient not disclose the fact of the request, 
the FBI must certify that certain harm may come were the request 
to be disclosed. If challenged more than one year later, the FBI 
must recertify that certain harm may come were the request to be 
disclosed. Further, the USAPA IRA provides that the NSL 
recipient may also challenge the receipt of the NSL itself. On 
the ocher hand, the FBI now has explicit enforcement authority 
and contempt penalties that attach to unlawful noncompliance with 
the NSL. 


Specif ically, the USAPA IRA provides, with respect to 
each of the NSL statutes set forth above, that a non-disclosure 
requirement attaches to the NSL "[i]f the Director of the Federal 
Bureau of Investigation, or his designee in a position not lower 
than Deputy Assistant Director at Bureau headquarters or a 
Special Agent in Charge in a Bureau field office designated by 


To: All Divisions From: OGC 

Re: , 03/9/2006 


the Director, certifies that otherwise there may result a danger 
to the national security of the United States, interference with 
a criminal, counterterrorism, or counterintelligence 
investigation, interference with diplomatic relations, or danger 
to the life or physical safety of a person." Once such a 
certification is made, if unchallenged, neither the recipient "or 
officer, employee, or agent of [such recipient] shall disclose to 
any person (other than those to whom disclosure is necessary to 
comply with the request or an attorney to obtain legal advice or 
legal assistance with respect to the request) " that the FBI has 
sought or obtained access to the records.^ — 

There is a second non-disclosure certif ication provided 
by the USAPA IRA. If there is a challenge to the non-disclosure 
provision one year or more after the request is made, the 
Director or his designee, as defined above, may terminate the 
nondisclosure requirement or recertify that disclosure may result 
in the harm enumerated above. ^ 

Thus, via this EC, I am delegating the authority to 
make the initial non-disclosure certification and any necessary 
subsequent non-disclosure recertification. However, in order to 
assure consistency between the persons to whom the non-disclosure 
certifications are delegated and the persons to whom signature 
authority is delegated, I am also revisiting the issue of the 
personnel to whom signature authority for NSLs has been 
delegated. 


Since the enactment of the 2001 USA Patriot Act, which 
expanded the scope and availability of national security letters, 
I have issued several Electronic Communications delegating 
signature authority for such investigative tools. In light of 
the reorganization of the FBI, and specifically, the creation of 
the National Security Branch, it has become necessary to revise 


The language in the USPAP IRA with respect to each of the NSL statutes is 
identical, accounting for the different recipients, except that the language in 
the 1661v NSL statute applies to government agencies which conduct international 
terrorism investigations, rather than only the FBI, and the designee provision 
simply states that the government agency head or his designee may certify the 
danger that would arise from disclosure. It does not otherwise place any 
restrictions on the agency head's designee. However, for purposes of consistency, 
the non-disclosure certification delegation for 1681v will be made at the same 
level as the non-disclosure certification delegations for the other NSL statutes. 

^ There is also a provision under which, if a challenge to the non- 
disclosure provision is filed within one year of the request, a certification by 
the Director of the FBI will be treated as conclusive unless the court finds that 
the certification was made in bad faith. 
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To: All Divisions From: OGC 

Re: , 03/9/2006 


those delegations in order to assure that all persons with legal 
authority to sign NSLs have in fact been delegated such 
authority. Moreover, it also makes sense to have all such 
delegations consolidated into one document. 

Thus, the following delegations are being made for 
purposes of providing signature authority for NSLs and also 
providing the authority to initially certify as to the necessity 
for non-disclosure of the NSL request and the authority to 
recertify if the non-disclosure provision is challenged one year 
or more after the request. Most of the signature delegations 
already are in effect, while those that are created by this EC 
will be so noted. Nonetheless, this EC provides an exhaustive 
list of all of those FBI persons with NSL signature authority and 
non-disclosure certification and non-disclosure recertification 
authority.-* 

Thus, as now permitted by ECPA, the FCPA, and the RFPA, 
I hereby delegate certification signature authority, non- 
disclosure certification authority and non-disclosure 
recertification authority for NSLs to the following FBI 
Officials : 

1 . The Deputy Director; 

2. The Executive Assistant Director for 

the National Security Branch;“ 

3. The Assistant Executive Assistant Director for 
the National Security Branch; 


^ This EC consolidates, and to the extent set forth below, revises, the 
delegations that took effect pursuant to the following ECs: 66F-HQ-R1255972, 

Serial 15, 66F-HQ-A1255972, Serial 31; 66F-HQ-A125 5972, Serial 33; and 66F-HQ- 
A1255972, Serial 35. The EC, 66F-HQ-A1255972, Serial 33, providing for delegation 
of signature authority to The Senior Counsel for National Security Affairs is 
hereby rescinded, as that position no longer exists. Those portions of 66F-HQ- 
A1255972, Serials 31 and 35, which delegate signature authority to the Executive 
Assistant Director for Counterterrorism/Counterintelligence, are hereby rescinded, 
as that position no longer exists. 

4 

The delegations of signature authority to the Executive Assistant Director 
and the Assistant Executive Assistant Director for the National Security Branch 
are new delegations/ as those positions have just recently been created. 
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Re 


All Divisions From: OGC 

, 03 / 9/2006 


4p The Assistant Directors and all Deputy 

Assistant Directors of the Counterterrorism, 
Counterintelligence,^ and Cyber Divisions;^ 

5. The General Counsel and Deputy General Counsel for 

the National Security Law Branch;^ 

6, The Assistant Director in Charge, and all SACs of 

the New York, Washington D>C., and Los 
Angeles field offices; and 

~ 7, The SACs in all other field divisions* 

The NSLB is hereby authorized to issuance guidance with 
respect to the revision of the national security letter statutes, 
as well as the other changes encompassed by the USAPA IRA, One 
point should be made here, however* The signature authority, the 
initial non--disclosure certification authority, and the non- 
disclosure recertification authority are separate authorities. 
Because an NSL warrants signature does not necessarily mean that 
it warrants inclusion of a non-disclosure provision , Because an 
NSL once warranted a non-disclosure provision does not mean that 
one year later, it continues to warrant a non-disclosure 
provision* Such certifications should not and may not be made in 
a perfunctory manner. There must be an assessment by the 
individual who signs the NSL that there is a genuine need for 
non-disclosure because one of the enumerated dangers may arise 
from disclosure. 


The Counterintelligence Division was denoted in its previous signature 
delegation by its prior incarnation, as the National Security Division, See 66F- 
HQ-A1255972, Serial 15* This delegation brings its designation terminology up to 
date* 


While Counterintelligence Division and Cyber Division personnel are being 
given signature and non-disclosure certi f icat ion and recertif ication authority for 
all NSLs, it is expected that they would rarely exercise that authority in the 
case of 1681v NSLs (which signature authority they have not had to date), which 
are limited to use in international terrorism investigations . It is possible, 
although not likely to be a frequent occurrence, that a counterintelligence or 
Cyber case may have an international terrorism aspect to it that would justify the 
issuance of a 1681v NSL. 

^The Deputy General Counsel for the National Security Law Branch was denoted 
in its previous signature delegation by its prior incarnation, as Deputy General 
Counsel for National Security Affairs. See 66F-HQ''A1255972, Serials 15, 31. This 
delegation brings its designation terminology up to date. 
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To: All Divisions From: OGC 

Re: , 03/9/2006 


LEAD: 

Sat Lead 1 : (adm) 

ALL RECEIVING OFFICES 


Disseminate to personnel involved in Cl, IT, and 
Cyber operations and to other personnel as appropriate. 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY Date: 03/09/2007 

To: All Divisions Attn: ADs 

DADS 

SACS 

ADICs 

ASACs 

CDCs 


Prom: Records Management 

RPAS/5334 

Contact: Debbie O' Clair, 

Approved By: Hoot on William L 

Caproni Valerie E 

Drafted By; OClair Debra Anne 

Case ID #: 319W-HQ-A1487699'RMD 


ALL IMFOEHATIOM CONTATNEt 

HEREIH IS ITJCLASSIFIED 

PATE 06-06-2007 BY 65179/tMH/KSR/RW 

1076786 


Title; PROCEDURAL AND OPERATIONAL ISSUANCES - 
RECORDS MANAGEMENT DIVISION (RMD) 


Synopsis; Provides immediate interim guidance related to records 
management of National Security Letters (NSL) . 

Details: The below guidance is provided as an immediate interim 

solution to the proper recording of NSLs , 

Original signed NSLs are to be sent to the recipient* 
Record copies of the NSLs are to be uploaded in the investigative 
case file using one of the following new document types: 

NSLTSI fNSL Telephone Subscriber Information) 

NSLTTR (NSL Telephone Toll Records) 

NSLESI (NSL Email Subscriber Information) 

NSLETR (NSL Email Transactional Records) 

NSLFR (NSL Financial Records, RFPA Section 3414(a)(5)) 

NSLFIL (NSL Financial Institutional Listings, FCRA 1681u{a)) 
NSLCIl (NSL Consumer Identifying Information, FCRA 1681u(b)) 
NSLFCR (NSL Full Credit Report, FCRA 1661v) 

Effective Monday, March 12 , 2007 , modifications to the 
Automated Case Support (ACS) will have been completed to allow 
the entry of the above document types when uploading NSLs within 
ACS* Offices are to advise and assist those employees who upload 
NSLs in identifying the appropriate document type for each NSL* 
Offices are also to advise employees to use the originating 


TO: All Divisions From: Records Management 

Re : 319W-HQ-A14 876 99-RMD, 03/09/2007 


(issuing) office of the KSL in the "From" field when uploading 
the NSL to ACS, For example if the Tampa Field Office SAC signs 
off issuing an HSL for a Miami Field Office investigative case, 
the ^'From" field in ACS should indicate Tampa even though the 
Office of Origin is Miami. 

In addition, reporting capability will be available 
within the next several weeks which will allow offices to 
generate reports of NSLs created by office, within a specified 
date range to facilitate statistical reporting , 

It should be noted this is an interim immediate 
solution. Records Management Division (RMD) will host a working 
group of Headquarters and field personnel on Wednesday, March 14, 
2007, to develop a permanent solution which minimizes human error 
and provides the necessary statistical reporting required , 

Offices are invited to nominate names of conversant and well- 
informed participants to attend this working group or participate 
via video teleconference to RMD Assistant Section Chief, Debbie 
0* Clair (via email) , It is not mandatory to nominate an 
employee, and to ensure the working group is maintained at a 
reasonable number, not every nominated employee may be selected, 
but RMD seeks to ensure that the most affected stakeholders in 
this issue, the field offices, are represented in devising a 
resolution to this issue that is satisfactory to all. 
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To: All Divisions From: Records Management 

Re: 319W-HQ'A1487699-RMD, 03/09/2007 


LEAD{s) ; 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 


Implement use of new NSL document types within ACS, 
assist and advise NSL records personnel in using the appropriate 
NSL document type for each document and to use issuing office of 
the NSL in the’^'^From“ field in ACS* 


♦4 
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FEDERAL BUREAU OF INVESTIGATION 


b6 

b7C 

b2 


Precedence: PRIORITY 


Date: 04/07/2006 


To: All Divisions 


From; Office of th e General Co unsel 

Contact: | I (202) 324- 


Approved By: Caproni Valerie E 

Thomas Julie F 


Drafted By: 

Case ID #; 319X-HQ-A1487720-OGC 


All IWFORHATION CClNTAlKED 

HEREIH IS UWCLAS3IFIED 

DATE 06-06-2007 BY 6S179/DHH/KSR/RW 

1076786 


Title: (U) USA PATRIOT ACT RENEWAL - NEW LEGISLATIVE CHANGES TO 

FCI/IT LEGAL AUTHORITIES. 


Synopsis: <U) Summarizes recent changes to national security 

legal authorities as a result of the "USA PATRIOT 
Improvement and Reauthorization Act of 2005 (Public Law 
109-177) and the "USA PATRIOT Act Additional 
Reauthorizing Amendments Act of 2006" (Public Law 109- 
178), and describes the preliminary implementation 
procedures . 


Details : The President signed the “USA PATRIOT Improvement and Reauthorization Act 

of 2005" (USA PATRIOT IRA) and the “USA PATRIOT Act Additional Reauthorizing 
Amendments Act of 2006" on March 9, 2006. The USAPA IRA makes permanent many of the 
sunseting provisions of the US.A PATRIOT Act.' Additionally, both laws make significant 
changes to many national security legal authorities, including National Security Letters (NSLs) 
and certain FlSA-related provisions, and impose new reporting requirements. Moreover, the 
new laws make changes in several substantive criminal laws, some of which may have 
implications in national security investigations. 


The National Securi^ Law Branch of the Office of General Counsel is issuing 
preliminary guidance on those portions of the two laws relating to national security operations. 
The following summarizes authorities contained in sections of the bills, to include a summary of 
potential changes in FBI operational procedures. Recipients should note that this is only initial 
guidance; more detailed explanations and procedures may follow in subsequent communications. 


' The USA PATRIOT Act refers to the “Uniting and Strengthening America by 
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001,” which 
was signed into law on October 26, 2001 . 


To: All Divisions From: Office of the General Counsel 

Re: 319X-HQ-A1487720-OGC, 04/07/2006 


The USA PATRIOT Act Improvement and Reauthorization Act of 2005 is 
organized into the seven titles. Title I, which carries the same title as the overall bill, contains 
the significant changes to the FBI’s national security tools.^ Titles H through VII contain several 
other Acts and miscellaneous provisions: 

• Title I - USA PATRIOT Improvement and Reauthorization Act 

Title 1 makes most of the original sunset provisions of the original USA 
PATRIOT Act permanent, though it creates new sunsets for the authorities in 
section 206 (FISA roving authority) and section 215 (FISA access to business 
records) of the USA PATRIOT Act, and section 6001 (Lone Wolf provision) of 
the Intelligence Refonn and Terrorism Prevention Act of 2004. It also extends the 
duration of several FISA tools. Additionally, it makes significant changes to the 
National Security Letter statutes. Finally, the USAPA IRA requires new 
Congressional reporting of the use of national security tools. 

• Title II - Terrorist Death Penalty Enhancement 

This portion of the USAPA IRA entitled the ‘Terrorist Death Penalty 
Enhancement Act of 2005" makes adjustments to the death penalty procedures for 
federal cases, including certain air piracy cases, 

• Title III ' Reducing Crime and Terrorism at America’s Seaports Act of 2005 

This Title amends certain criminal statutes to strengthen maritime and seaport 
safety. 

• Title IV • Combating Terrorism Financing Act of 2005 

This Title increases the penalties for terrorism financing, and adds new terrorism- 
related provisions to the specified unlawful activities that serve as money 
laundering predicates (including operating an illegal money transmitting business, 
such as the common “hawala” network). 

• Title V - Miscellaneous Provisions 

As recommended by the WMD Commission, this Title creates a National Security 
Division within the U.S. Department of Justice, which is to be led by an Assistant 
Attorney Genera! for National Security. 


^ Congress drafted the USA PATRIOT Act Additional Reauthorizing Amendments Act 
of 2006 after the USA PATRIOT Improvement and Reauthorization Act of 2005. Congress used 
the USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006 to make additional 
adjustments to the nondisclosure provisions of FISA Business Records and National Security 
Letters contained in the USA PATRIOT IRA, and to add the “Privacy Protections for Library 
Patrons.” 
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To: All Divisions From: Office of the General Counsel 

Re: 319X-HQ-A1^87720*OGC, 04/07/2006 


• Title VI - Secret Service Authorization and Technical Modification Act of 
2005 

As the Title suggests, it modifies certain authorities of the Secret Service. 

• Title VI! - Combat Methamphetamine Epidemic Act of 2006 

This Title creates regulations for the control of precursor chemicals and enhances 
the criminal penalties for methamphetamine production. 

TITLE I - USA PATRIOT IMPROVEMENT and REAUTHORIZATION 
ACT of 2005. _ 

This EC %vill not address the new sections of the USAPA IRA in sequence; 
instead, the sections wilt be organized by national security tools. 

SUNSET PROVISIONS 

See, 102. USA PATRIOT Act Sunset Provisions. 

Section 102 repeals section 224 of the USA PATRIOT Act, making most of the 
original sunset provisions permanent. This section adopts a new 4-year sunset (December 31, 
2009) for sections 206 (roving authority) and 215 (business records) of the USA PATRIOT Act. 
The now permanent provisions of the USA PATRIOT Act are the following: 


USA PATRIOT Act 
2001 Provision 

Description of Provision ■ 

Sections 201 & 202 

Expanded Title 111 predicates. 

Section 203(b) & (d) 

Information sharing of foreign intelligence obtained in Title III and 
criminal investigations. 

Section 204 

Clarification of Intelligence Exceptions from Limitations on 
Interception and Disclosure of Wire, Oral and Electronic 
Communications. 

Section 207 

Extended duration of certain FISAs. 

Section 209 

Seizure of voice mail with a search warrant. 

Section 212 

Emergency disclosures of e-mail and records by ISPs. 

Section 214 

FISA pen/trap authority. 

Section 217 

Interception of computer trespasser communications. 

Section 218 

Change in the probable cause (“significant purpose”) standard of 
FISA. 

Section 220 

Nationwide search warrants for electronic evidence* 
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To; All Divisions From: Office of the General Counsel 

Re; 319X-HQ-A1^87720-OGC, 04/07/2006 


Section 223 

Civil liability for certain unauthorized disclosures. 

Section 225 

Immunity for compliance with FISA wiretap. 


Procedural Changes : None at this time. If necessary, additional guidance may be 
issued in the future. 


Provision 

New Sunset Date 

FISA Roving Authority 

December 3 1 , 2009 

FISA Business Records Authority 

December 3 1 , 2009 


Sec. 103. Extension of Sunset Relating to Individual Terrorists as Agents of a Foreign 
Power. 


Section 6001(b) of the Intelligence Reform and Terrorism Prevention Act of 2004 
(IRTPA) addressed the “lone wolF’ terrorist by broadening the definition of the “agent of a 
foreign power” for any person other than a United States person to include a person who 
“engages in international terrorism or activities in preparation thereof.” The USAPA IRA 
extends the sunset of this provision 4 years (until December 31, 2009). 

Procedural Chanaes : None at this time. If necessary, additional guidance may be 
issued in the future. 


Provision ' 

New Sunset Date/ ■ ■ 

FISA “Lone Wolf’ 

December 31, 2009 


FISA DURATION CHANGES 

Sec. 105. Duration of FISA Surveillance on Non-United States Persons under Section 
207 of the USA PATRIOT Act. 

Section 105 extends the duration of both initiations and renewals of electronic 
surveillance (FISA § 105(e)), physical search (FISA § 304(d)), and pen register/trap and trace 
surveillance (FISA § 402(e)) for agents of a foreign power who are not U.S. persons. 

Procedural Changes Related to the New FISA Durations : DOJ Office of 
Intelligence Policy and Review will implement these changes to the FISA process. The new 
durations for non-United States persons are reflected in the chart below. Overall, the new 
durations should translate into considerable savings in FBI and OIPR resources. 
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To; All Divisions From: Office of the General Counsel 

Re: 319X~HQ-A1^87720-OGC, 04/07/2006 


FISA Technique 

Non-USP Initiations 

Non-USP Renewals 

Electronic Surveillance 

120 days 

I year 

Physical Search 

1 20 days 

1 year 

Pen register/trap and trace 

1 year 

1 year 


The initiations and renewals for United States persons will remain the same. 


FISA Technique 

USP Initiations 

USP Renewals 

Electronic Surveillance 

90 days 

90 days 

Phy.sica! Search 

90 days 

90 days 

Pen register/trap and trace 

90 days 

90 days 


FISA BUSINESS RECORD CHANGES ^ 

Sec, 106, Access to Certain Business Records Under Section 215 of the USA PATRIOT 

Act, 

Section 106 makes the following changes to Sections 501 and 502 of the Foreign 
Intelligence Surveillance Act (FISA) regarding access to 215 Business Records. 

Procedural Changes Related to FISA Business Records : FISA Business Records, 
which have been the subject of much debate, have been modified to contain more safeguards to 
protect civil liberties and privacy. These safeguards include special procedures and approvals for 
certain types of tangible things (i.e., library records), a directive to develop “minimization 
procedures,” the recipient’s right to seek judicial review of an order, and a recipient’s right to 
disclose an order for the purpose of obtaining legal advice or for assistance in complying with the 
order. The following charts summarize significant provisions in the new law. 


Scope of FISA Business • This authority may be used to obtain “any tangible things 
Records authority^ ' . (including books, records, papers, documents, and other 

items).” "niis authority is broad, similar in scope to a criminal 
grand jury subpoena. 

. • This authority requires additional procedures for certain special 

categories of records (see below). 


^ The changes included in this section also include the changes made by section 3 and 4 
of the “USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006.” 
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To: All Divisions From: Office of the General Counsel 

Re: 319X-HQ-A1487720-OGC, 04/07/2006 


Special Categories of 
Tangible Things 

Congress designated particular categories of records for special 
procedures and approvals. The FBI will adjust procedures to 
account for the special designation. 

• Special Categories: 

Library circulation records, library patron lists, book sales 
records, book customer lists, firearms sales records, tax return 
records, educational records, and medical record containing 
information that would identify a person. 

• Approval Level for 
special categories: 

The Director of the FBI may delegate the authority to either - 

• the Deputy Director of the FBI; or 

• the Executive Assistant Director (EAD) for National 
Security (or any successor position). 

No further delegation is allowed. 

• Congressional Oversight 
of special categories: 

Attorney General must provide annual report (April) to the 
House Judiciary Committee (HJC), the House Permanent Select 
Committee on Intelligence (HPSCl), the Senate Judiciary 
Committee (SJC), and the Senate Select Committee on 
Intelligence (SSCl). 

• Number of FISA business record orders granted, modified, or 
denied for the special categories of tangible things. 


FJSA Business Record 
Standard- Relevance: 

The FBTs facts must show that there are “reasonable grounds to 
believe that the tangible things sought are relevant to an 
authorized investigation.'' 

• Presumptive Relevance 
Test; 

The tangible things are presumptively relevant if the facts show 
they pertain to - 

“(i) a foreign power or an agent of a foreign power; 

(ii) the activities of a suspected agent of a foreign power who is 
the subject of such authorized investigation; or 

(iii) an individual in contact with, or known to, a suspected agent 
of a foreign power who is the subject of such authorized 
investigations...” 


FISA Business Record 
Order: 

* The order must describe the tangible things with sufficient 
particularity to permit them to be fairly identified. 

* Date for return - the order will contain a date on which the 
tangible things must be provided. 

• Recipient must have a reasonable period of time to produce. 

• The Order may only require production of tangible things that 
would be available with a grand jury subpoena or a District 
Court order (in other words, privileges under the law will apply 
to Business Record orders). 
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FISA Business Record 
Non-Disclosure Provision; 

No person shall disclose the fact that the FBI has sought tangible 
things. 

• Exceptions to non- 
disclosure: 

A recipient may disclose a FISA Business Record Order to - 

(1) persons to whom disclosure is necessary to comply; 

(2) an attorney to obtain legal advice or assistance with respect to 
the production; 

(3) a person as permitted by the FBI Director (or designee). 

• Extension of 
nondisclosure to others: 

• If the recipient discloses to another person (see exceptions 
above), the recipient shall notify the person of the nondisclosure 
requirement, 

• The person to whom disclosure is made shall be subject to the 
nondisclosure requirement. 

• The FBI director (or designee) may ask the recipient to identify 
the other persons to whom disclosure of the Business Record 
order will be made (except that the recipient does not have to 
identify the attorney). 


Judicial Challenge of FISA 
Business Record authority: 

The recipient of a FISA Business Record order may challenge 
the legality of the order in the Foreign Intelligence Surveillance 
Court. 

• Challenging the order; 

1 

• Recipient may move to modify or set aside the order. 

• FISC may grant the motion only if the order does not meet the 
requirements of FISA or is otherwise unlawful. 
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» Challenging the non- 
disclosure provision; 

• Not less than 1 year after the order, the recipient may move to 
modify or set aside the nondisclosure order, 

• FISC may grant such a motion only if there is no reason to 
believe that disclosure may endanger the national security of the 
U.S., interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of any person. 

• The FISC will treat as conclusive a certification by the 

Attorney General, Deputy Attorney General, an Assistant 
Attorney General, or the Director of the FBI that a disclosure 
may endanger the national security of the U,S. or interfere with 
diplomatic relations. 

• Security: 

• Filings shall be under seal 

'Chief Justice of the U.S., In consultation with the AG and the 
DNI, wilt establish security measures. 


Minimization Procedures 
for FISA Business 
Records; 

Within 1 80 days of enactment, the Attorney General shall adopt 
specific minimization procedures governing the retention and 
dissemination of FISA Business Record information. 

•U.S. Person information: 

The minimization procedures should minimize the retention, and 
prohibit the dissemination, of nonpublidy available information 
concerning unconsenting U.S. persons consistent with the U.S. 
intelligence community need to obtain, produce and disseminate 
foreign intelligence information. 

• Evidence of a crime: 

The procedures should allow for the retention and dissemination 
of information that is evidence of a crime. 


Procedural Changes Related to Congressional Oversight of FISA Business 
Records : The new law beefs up the Congressional reporting requirements for the FISA Business 
Record authority, OIPR will have the responsibility for reporting the FISA Business Record 
statistics to Congress. 


Reporting Cycle: 

Anomey General will report on an annual basis (April of each 
year). 

Congressional 

Committees; 

•House Permanent Select Committee on Intelligence 
•House Judiciary Committee 
•Senate Select Committee on Intelligence 
•Senate Judiciary Committee 


8 


To: All Divisions From: Office of the General Counsel 

Re; 319X-HQ-A1487120-OGC, 04/07/2006 


Reporting Categories: 

(1) Total number of applications for FISA Business Records. 

(2) Total number of orders granted, modified, or denied. 

(3) Total number of orders granted, modified, or denied for the 
special categories of tangible things. 

• Library circulation records, library patron lists, book sales 
records, or book customer lists. 

• Firearms sales records. 

•Tax return records. 

•Educational records. 

• Medical records containing information that would identify a 
person. 

Additional unclassified 
report: 

Annually (April of each year), the Attorney General shall make 
an unclassified report on the total number of FISA Business 
Records applications, and the total number of orders granted, 
modified, or denied. 


See. 106A Audit on Access to Certain Business Records for Foreign Intelligence 

Purposes. 

Section I06A directs the Inspector General of the Department of Justice to 
perform a comprehensive audit of the effectiveness and use, including improper or illegal use, of 
the FISA Business Records authority, The audit will take place in two phases, covering the years 
of 2002 to 2006. 

Procedural Chances Related to the Audit of FISA Business Records : The 
Inspector General’s Office of the Department of Justice (DOJ IG) started the audit process in 
January 2006, in anticipation of the new USA PATRIOT improvement and Reauthorization Act. 
It will be incumbent upon the FBI to cooperate with the DOJ IG to complete the two-phased 
audit. Per established procedures, the FBI’s Inspection Division will be the primary point of 
contact for the DOJ IG. Additional guidance may be published as the audit process continues. 


Scope of Audit; 

The IG will perform a comprehensive audit of the effectiveness 
and use, including any impropier or illegal use, of the 
investigative authority. 

Timing of Audit; ' 

For 2002, 2003, and 2004, the audit should be completed within 
one year of enactment (March 9, 2007). 

For 2005 and 2006, the audit should be completed by December 
31,2007. 

Report results to Congress; 

The IG shall submit the audit reports to - 

• House Judiciary Committee. 

• House Permanent Select Committee on Intelligence. 

• Senate Judiciary Committee. 

• Senate Select Committee on Intelligence, 
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Examine effectiveness of 
the tool: 

Audit will look at the following for effectiveness - 

• Categories of records obtained, 

• The importance to the FBI and the IC of the information 
obtained. 

• The manner in which the information is collected, retained, 
Mtalyzed, and disseminated by the FBI (this will include an 
examination of the access to “raw data” provided by the FBI to 
other agencies of the Federal, State, local, or tribal governments, 

. or private sector agencies). 

• The minimization procedures adopted by the AG. 

• Whether, and how often, the FBI used information to produce 
analytical intelligence products for the FBI, the IC, or other 
Federal, Slate, local, or tribal government agencies. 

• Whether, and how often, the FBI provided the information to 
law enforcement authorities for criminal proceedings. 

Examine the process: 

The audit process will look at the following: 

• How often the FBI requested DOJ to submit an application and 
the request was not submitted to the court (including the basis 
for the decision). 

• Whether the court granted, modified, or denied the application, 

• The justification for the failure of the AG to issue 
implementing procedures governing the requests in a timely 
fashion, including whether the delay harmed national security. 

• Whether bureaucratic or procedural impediments prevent the 
FBI from fully using the authority. 


FISA ROVING SURVEILLANCE CHANGES 


Sec. 108. Multipoint Electronic Surveillance Under Section 206 of the USA PATRJOT 

Act. 

This section modifies FISA sections 104(a) and 105(c), to clarify the amount of 
detail the FBI must provide to obtain a FISA roving surveillance order. 

Procedural Changes Related to FISA Roving Surveillance : 

The application must now include a description of the “specific” target when the 
target is identified by description rather than by name. The section also adds a return 
requirement on the FBI in national security investigations. This is consistent with Congress’ 
intent to provide an extra layer of judicial review and to prevent the potential abuse of Ais 
investigative authority. 

01 PR will implement the new requirements for the FISA roving surveillance. 

01 PR and FBI OGC may develop more specific guidance on the new process for obtaining this 
authority in the future. 
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Standard for roving 
surveillance: 

• The FISC must find the possibility of the target thwarting 
surveillance based upon specific facts. 

• The order must describe the specific target in detail when 
authorizing a roving surveillance for a target whose identity is 
not known. 


Return requirement: 

•Presumed 10 day notice - the FBI (applicant) must provide 
notice to the court within 1 0 days unless the court finds good 
cause to justiiy a longer period of up to 60 days. 

The FBI must inform the court: 

• The nature and location of new facility. 

• The facts and circumstances relied upon by applicant. 

• Any new minimization procedures. 

• The total number of electronic surveillances that have been or 
are being conducted under the roving authority. 


Consistent with Congress’ intent to provide more oversight, the reporting 
requirements for FISA roving surveillance have been changed. 

Procedural Changes Related to FISA Roving Surveillance Congressional 
Oversight : OIPR will maintain responsibility for reporting on the FISA roving surveillance. 


Reporting cycle; 

The Attorney General will report on a semi-annual basis. 

Congressional 

Committees: 

• House Permanent Select Committee on Intelligence 

• Senate Select Committee on Intelligence 

• Senate Judiciary Committee 

Reporting categories: 

• Total number of applications made for orders and extensions. 

• Each criminal case In which information has been authorized 
for use at trial, during the period covered by such report. 

• Total number of emergency employments and total number of 
subsequent orders approving or denying surveillance. 


FISA OVERSIGHT CHANGES 


In section 109 of the USA PATRIOT Act Improvement and Reauthorization Act, 
Congress has implemented additional reporting requirements for the use of FISA physical search 
authority and FISA pen registers and trap and trace authority. This section modifies the reporting 
requirements in FISA sections 306 and 406(b). 
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Congressional Reporting on FISA Physical Search authority: 


Reporting cycle: 

Attorney General will report on a semiannual basis. 

Congressional 

Committees: 

* House Permanent Select Committee on Intelligence 

• House Judiciary Committee 

• Senate Select Comminee on Intelligence 

* Senate Judiciary Committee 

Reporting categories: 

Report the following regarding emergency physical searches - 

• Total number of applications. 

• Total number of orders granted, modified, or .denied. 

• Number of physical searches involving the residences, offices, 
or personal property of U.S. persons, and the number of 
occasions the AG provided notice. 

• Total number of emergency authorizations, and total number of 
subsequent orders approving or denying the physical searches. 


Congressional Reporting on FISA Pen Register and Trap and Trace authority: 


Reporting cycle: 

Attorney General will report on a semiannual basis. 

Congressional 

Committees: 

• House Permanent Select Committee on Intelligence 

• House Judiciary Committee 

• Senate Select Committee on Intelligence 

• Senate Judiciary Committee 

Reporting categories: 

Report the following regarding pen registers/trap and trace - 

* Total number of applications. 

• Total number of orders granted, modified, or denied. 

» Total number of emergency authorizations, and total number 
subsequent orders approving or denying the pen registers/trap 
and trace. 


Procedural Changes Related to Enhanced Congressional Oversight : If necessary, 
OIPR and FBI OGC will publish guidance in response to the new provisions. OIPR will retain 
responsibility for reporting to Congress on FISA related activities. 

FISA PEN REGISTER/TRAP AND TRACE CHANGES 

Sec. 128. PATRIOT Section 214; Authority for Disclosure of Additional Information 
in Connection with Orders for Pen Register and Trap and Trace Authority 
under FISA. 

Congress modified the FISA pen register and trap and trace devices authority to 
give the FBI access to more information through this authority. The pertinent portion of the new 
statute describing the information available to the FBI is reproduced here (highlights added): 

FISA § 402 [50 U.S.C. § ] 842]. Pen registers and trap and trace devices for 
foreign intelligence and international terrorism investigations. 
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(C) shall direct that, upon the request of the applicant, the provider of a wire or 
electronic service shall disclose to the Federal officer using the pen register or trap 
and trace device covered by the order - 

(i) in the case of the customer or subscriber using the service covered by the 
order (for the period specified by the order) - 

(I) the name of the customer or subscriber; 

(II) the address of the customer or subscriber; 

(III) the telephone or instrument number, or other subscriber 
number or identifier, of the customer or subscriber, including 
any temporarily assigned network address or associated 
routing or transmission information; 

(IV) the length of the provision of service by such provider to the 
customer or subscriber and the types of services utilized by the 
customer or subscriber; 

(V) in the case of a provider of local or long distance telephone 
service, any local or long distance telephone records of the 
customer or subscriber; 

(VI) if applicable, any records reflecting period of usage (or 
sessions) by the customer or subscriber; and 

(VII) any mechanisms and sources of payment for such service, 
including the number of any credit card or bank account utilized 
for payment for such service; and 

(ii) if available, with respect to any customer or subscriber of incoming or 
outgoing communications to or from the service covered by the order - 

(I) the name of such customer or subscriber; 

(II) the address of such customer or subscriber; 

(III) the telephone or instrument number, or other subscriber 
number or identifier, of such customer or subscriber, including 
any temporarily assigned network address or associated 
routing or transmission information; and 

(IV) the length of the provision of service by such provider to 
such customer or subscriber and the types of services utilized by 
such customer or subscriber. 
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The chart below summarizes the information available through the new 
adjustments to the FISA tool. 


Customer/subscriber using the 
service covered; 

Information available through PR/TT: 

• Name of the customer or subscriber. 

• Address of the customer or subscriber. 

• Telephone or instrument number, or other subscriber 
number or identifier, of the customer or subscriber, including 
any temporarily assigned network address or associated 
routing or transmission information, 

• Length of service, 

• Types of service. 

• Any local or long distance telephone records of the 
customer/subscriber. 

• Records reflecting period of usage. 

• Mechanisms/sources of payment, including the number of 
any credit card or bank account used. 

Customer/ subscriber of 
incoming or outgoing 
communications to/from the 
service covered: 

Information available through PR/TT: 

• Name of customer/subscriber. 

• Address of customer/subscriber. 

• Telephone or instrument number, or other subscriber 
number or identifier, ... including any temporarily assigned 
network address or associated routing or transmission 
information. 

• Length of service. 

• Types of service. 


The chart below summarizes the Congressional reporting requirements for the use 
of the FISA pen register and trap and trace authority 


Reporting cycle; 

Attorney Genera! shall report on a semiannual basis. 

Congressional 

Committees: 

• House Permanent Select Committee on Intelligence 

• House Judiciary Committee 

• Senate Select Committee on Intelligence 

• Senate Judiciary Committee 

Reporting categories: 

Use of pen registers and trap and trace. 


Procedural Changes Related to Pen Reeisters/Trap and Trace : OIPR will retain 
the reporting responsibilities for the FISA pen register/trap and trace authority. 

The FBI will now be able to obtain subscriber information (including billing 
information) with a FISA pen register/trap and trace, without having to couple the request with a 
FISA Business Record request. This provision should make this investigative tool more useful to 
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the FBI. 01 PR has already made the changes to its pen register/trap and trace format to take 
advantage of the new provision. 


EMERGENCY DISCLOSURES 

Sec. 107 Enhanced Oversight of Good-Faith Emergency Disclosures Under Section 
212 of the USA PATRIOT Act 

The emergency disclosure provision, codified at 18 U.S.C. § 2702(b)(8) & (c)(4), 
provides law enforcement with the ability to gain quick access to e-mail content and records 
under emergency conditions. The USA PATRIOT Act created the emergency disclosure 
provision which explicitly permits, but does not require, a service provider (most often an ISP) to 
voluntarily disclose to law enforcement information, including e-mail content, in emergencies 
involving a risk of death or serious physical injury. Such disclosures are outside of the 
compulsory process - subpoena, court order, and search warrant - that is generally required 
before law enforcement can obtain such information from a service provider. See, 1 8 U.S.C. § 
2703. 


Section 107 makes changes to the emergency disclosure provision of 18 U.S.C. 
Section 2702, including the requirement for more Congressional reporting, to deal with the 
concern that this authority was not subject to sufficient Congressional, judicial or public 
oversight. 


Procedural Changes Related to Good-Faith Emergency Disclosures : The Attorney 
General must now report annually to Congress on the number of accounts subject to disclosure, 
and the Attorney General must report the basis for the voluntary disclosures in investigations that 
are closed without filing criminal charges. 

The FBI will need to track the use of this investigative authority for reporting 
purposes. The FBI will publish additional guidance on this issue as necessary. 


Voluntary disclosure by 
provider: 

If the provider^ in good faith, believes that an emergency 
involving danger of death or serious physical injury to any 
person requires disclosure ufithout delay. 

Reporting cycle: 

Attorney General shall report on an annual basis. 

Congressional 

(Committees: 

• House Judiciary Committee 

• Senate Judiciary Committee 

Reporting categories; 

• Number of accounts from which voluntary disclosures were 
received. 

• Summary of the basis for disclosure where the investigation 
was closed without criminal charges. 
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NATIONAL SECURITY LETTERS" 


Sec. tlS. Judicial Review of National Security Letters. 

• Title 1 8, Chapter 223 of the United States Code (Witnesses and Evidence) is 
amended to include a new section 3511 which provides for the judicial review ofNSLs, 

Procedural Changes Related to the Judicial Review ofNSLs : This new section modifies 
the NSL authorities under the Electronic Communications Privacy Act (ECPA)(18 U.S.C, § 
2709). the Fair Credit Reporting Act (FCRA)( 15 U.S.C. § 168luand 15 U.S.C. §.1681v),and 
the Right to Financial Privacy Act (RFPA)(12 U.S.C. § 3414), to make it clear that the recipient 

may seek the help of an attorney, and may challenge the legality of an NSL order and its non- 

disclosure provision in Federal District Court. A Federal District Court can modify or set aside 
an NSL if it is unreasonable, oppressive, or otherwise unlawful. It continues to be important for 
the FBI to serve NSLs only if the information sought falls within the statutory categories, and 
which are not overly broad or oppressive. 

Future practice will give the FBI an idea of how many NSL challenges can be expected in 
a calendar year. If Federal grand jury practice is any indication, the number ofNSLs challenged 
on a yearly basis should be small. Regardless, the FBI Field Office will need to work with local 
Assistant United States Attorneys when a recipient challenges the legality of an NSL or the non- 
disclosure provision. Additionally, FBI Field Offices should immediately notify FBI OGC if 
they receive notice of any challenge to an NSL or the NSL’s nondisclosure provision. The 
following chart breaks down the new provisions (including jurisdictional issues). 

The new law also gives the U.S. government a mechanism to address the situation where 
a recipient fails to comply with the NSL, which has been missing from the investigative too! in 
the past. Again, this procedure will require the assistance of a local United States Attorney’s 
Office. 


Judicial review of NSL 
(Recipient may challenge 
the request): . 


• Jurisdiction; In the U.S. District in which the recipient resides 
or does business. 


• Recipient may ask court to set aside or modify request, 

• Court will grant the recipient’s motion if the NSL is 
unreasonable, oppressive, or otherwise unlawful. 


“ The changes listed in this section also include the changes made by sections 4 and 5 of 
the “USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006.” 
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Judicial review of NSL 
nondisclosure provision 
(Recipient may challenge 
the nondisclosure 
provision): 


• Jurisdiction: In the U.S. District in which the recipient resides 
or does business. 


• Fiied within one year of NSL request - 

• Court may modily/scl aside the non-disclosure if... “no reason 
to believe that disclosure may endanger the national security of 
the U.S., interfere with criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of any person.” 

• Certification/Authority level: Court will treat as conclusive 
the certification by the_Attomey General, Deputy Attorney 
General, an Assistant Attorney General, or the Director of the 
FBI that disclosure may endanger the national security of the 
United States or interfere with diplomatic relations (unless made 
in bad faith). 

• Filed one year or more after the NSL - 

• Within 90 days of recipient’s petition, designated government 
officials must either terminate the nondisclosure requirement or 
recertify that the disclosure “may result in a danger to the 
national security of the U,S,, interference with a criminal, 
counterterrorism, or counterintelligence investigation, 
interference with diplomatic relations, or danger to the life or 
physical safety of any person.” 

• Termination/Recertification Authority level: Jlie Attorney 
General, Deputy Attorney General, an Assistant Attorney 
General, or the Director of the FBI, or his designee in a position 
not lower than Deputy Assistant Director at FBI headquarters or 
a SAC in an FBI field office designated by the Director shall 
either terminate the nondisclosure requirement or recertify that 
disclosure “may result in a danger to the national security of the 
U.S., interference with a criming, counterterrorism, or 
counterintelligence investigation, interference with diplomatic 
relations, or danger to the life or physical safety of any person.” 

• Conclusive: Certification by the AG, DAG, an Assistant 
Attorney General, or the Director of the FBI that disclosure may 
endanger the national security of the United States or interfere 
with diplomatic relations shall be treated as conclusive (unless 
made in bad faith). 
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Failure to Comply; 

• The Attorney Genera! may invoke the aid of a Federal District 
Court. 

• Jurisdiction: U.S. District in which the investigation is carried 
on, or the person or entity resides or does business or may be 
found. 

• Court may compel by ordering person/entity to comply. 

• Failure to obey is punishable by contempt. 


Court Proceedings & 
Security: 

• Court must close hearings to the extent necessary to prevent an 
unauthorized disclosure of NSL. 

• Petitions, filings, records, orders, and subpoenas must be kept 
under seal to the extent and as long as necessary to prevent 
unauthorized disclosure. 

• At government’s request, ex parte and in camera review of 
government’s submissions which may contain classified 
material. 

Sec. 116. Confidentiality of National Security Letters. 

Section 1 16 makes changes to the National Security Letter authorities contained in the 
Electronic Communications Privacy Act(ECPA) (18 U.S.C. § 2709), the Right to Financial 
Privacy Act (RFPA)(i2 U.S.C. § 3414), and the Fair Credit Reporting Act (FCRA) (15 U.S.C. §§ 
1681u and I681v). 

For example, Congress used this section to clarity the application of NSLs [18 U.S.C. § 
2709 ' telephone loll and transactional records] to libraries. A library is subject to an NSL only 
if it falls within the definition of a wire or communications provider. 

Libraries and 18 U.S.C. § 
2709 (telephone toll and 
transactional records); ^ 

A library is not a wire or electronic communications service 
provider unless the library is providing the services defined in 18 
U.S.C. § 2510(1 5)(electronic communication service). 


Additionally, this section is used to statutorily establish the NSL nondisclosure 
requirements and the exceptions to the nondisclosure requirement available to a recipient. 

Procedural Changes Related to National Security Letters Confidentiality : To avoid 
overstepping this authority, the FBI should not issue an NSL to a library unless the library is 
acting as an internet service provider and not merely providing internet access to its customers 
through some other Internet service provider (e.g, AOL). If you have any questions regarding the 
application of this provision to a particular library, please direct your questions to FBI OGC 
NSLB. 


The other significant changes to NSLs regarding confidentiality are common to all NSLs 
used by the FBI. In order to activate the nondisclosure requirement, the NSLs must contain a 
certification from the Director of the FBI, or a Special Agent in Charge in an FBI field office. 
This new legislation allows designation of this certification to the SACs in field offices 
•’designated by the Director.” This language reflects Congress’ intention that the delegation not 
occur automatically, but that the Director must choose which offices needed, and were property 


18 


To: All Divisions From: Office of the General Counsel 

Re: 319X-HQ-A1487720-OGC, 04/07/2006 


prepared to exercise, the delegated authority. The Director has made delegations to FBI Field 
Offices in a separate communication. Field Offices with delegated authority will receive 
instructions on the process of preparing and issuing NSLs (instructions and updated forms will be 
posted on the FBI OGC National Security Law Branch website). The remaining changes are 
summarized in the chart below. FBI OGC NSLB will publish additional guidance on this 
authority as necessary. 


Nondisclosure activated by 
FBI Certification; 

• FBI certification: There may result a danger to the national 
security of the United Stales, interference with a criminal, 
counterterrorism, or counterintelligence investigation, 
interference with diplomatic relations, or danger to the life or 
physical safety of any person, if a recipient discloses that the FBI 
has sought or obtain^ access to information or records under 
NSL statutes. 

• Authority level: Director of the FBI, or his designee in a 
position not lower than DAD at FBI headquarters, or a Special 
Agent in Charge in a Bureau field office designated by the 
Director, 

Exceptions - Recipient 
may disclose NSL request; 

* Recipient may disclose to persons necessary to comply with 
NSL request. 

• Attorney: Recipient may disclose to an attorney to obtain legal 
advice or legal assistance regarding any NSL request. 

Notice: 

• The NSL shall notify the recipient of the nondisclosure 
requirement. 

• Recipient disclosing NSL to an individual necessary to comply 
or, to an attorney, shall inform them of the applicable 
nondisclosure requirement. 

FBI request for identity of 
persons to whom recipient 
plans to disclose NSL: 

• Only activated at the request of the FBI Director or Director’s 
designee. 

• Recipient of NSL shall identify the persons to whom disclosure 
will be made or was made. 

• EXCEPT : Nothing requires the person to identify an attorney 
to whom disclosure was made or will be made to obtain legal 
advice or legal assistance. 


Sec. 1 17. Violations of Nondisclosure Provisions of National Security Letters. 

This section makes it a federal crime for an individual to knowingly and with the intent to 
obstruct an investigation or judicial proceeding violate the nondisclosure provision of an NSL. 

Procedural Changes Related to Violations of National Security Letter Non-disclosure : 
None at this point. 
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Obstruction of an 
Investigation (18 U.S.C. § 

• Individual must have been notified of the nondisclosure 
provision. 

1510); 

* Individual must knowingly and with the intent to obstruct an 
investigation or judicial proceeding violate the nondisclosure 
provision. 

• Punishable by up to five years imprisonment, a fine, or both. 

Sec. 118. Reports on National Security Letters, 

Section 1 18 of the USA PATRIOT Improvement and Reauthorization Act of 2005 
outlines a new reporting scheme for National Security Letters, 

Procedural Chanees Related to National Securitv Letter ReDOrtine: TTiis section now 

requires that NSL statistics be reported to the House and Senate Judiciary Committees, in 
addition to the House Permanent Select Committee on Intelligence and the Senate Select 
Committee on Intelligence, Additionally, Congress has directed that the NSL requests made 
pursuant to the 1 5 U,S,C. § 1681 v [Fair Credit Reporting Act] be reported semi-annual ly to the 
House Committee on Financial Services and the Senate Committee on Banking, Housing and 
Urban Affairs, in addition to the House and Senate intelligence committees. These provisions 
are consistent with Congress’ desire for more oversight of the national security investigative 
tools. Finally, Congress has directed that the Attorney General provide an unclassified report 
annually (April) which will report the aggregate numbers of NSL requests concerning different 
U.S, persons. With the unclassified report. Congress intends for the public to have a better view 
of the material Congress sees in conducting its oversight responsibilities. 

The FBI OGC’s National Security Law Branch and 01 PR will provide future guidance on 
the FBI’s role in the reporting of NSLs, 

Current NSL Reports: 

• AG reports on a semi-annual basis. 

• Reports will now also be made to the House Judiciary 
Committee, the House Permanent .Select Committee on 
Intelligence, the Senate Judiciary Committee, and the Senate 
Select Committee on intelligence. 


Enhanced Oversight ofl5 
U.S.C. § !681v NSLs (for 
credit agency consumer 
records): 

* AG reports on a semi-annual basis. 

• Reports will now also be made to the House Judiciary 
Committee, the House Committee on Financial Services, the 
House Permanent Select Committee on Intelligence, the Senate 
Judiciary' Comminee, the Senate Housing and Urban Affairs 
Committee, and the Senate Select Committee on Intelligence. 
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To: All Divisions From: Office of the General Counsel 

Re: 319X-HQ-A1487720-OGC, 04/07/2006 


Aggregate Report of NSL 
requests: 


• AG reports annually (April). 

• Total number of NSL (excluding NSL’s for subscriber 
information) requests for information concerning different U.S. 
persons. 

• Unclassified report. 


Sec. 1 19. Enhanced Oversight of National Security Letters. 

Consistent with Congress’ theme of more oversight, Congress has directed that the 
Inspector General of the Department of Justice shall perform an audit of the effectiveness and 
use, including any improper or illegal use, of national security letters issued by the Department of 
Justice. 


Procedural Changes Related to the Audit of National Security Letters : This DOJ IG audit 
of the use of NSLs, which began in January of 2006, will require the cooperation of the FBI. 
Congress’ goal in this audit is to obtain detail on the specific functions and characteristics of 
NSLs and an analysis of the necessity of this national security investigative tool. As with DOJ 
IG’s audit of the FISA Business Record authority, the FBI’s Inspection Division will be the 
primary point of contact for the DOJ IG (per established procedures). The FBI OGC NSLB may 
issue additional guidance as the audit process continues. 


Requirements of DOJ IG 
Audit; 

Comprehensive audit of - 

• Use of NSLs for 2003 through 2006. 

• Description of noteworthy facts/circumstances, including any 
improper or illegal use of NSLs. 

Timing of Audit: 

* For 2003 and 2004, must be completed not later than one year 
after enactment (March 9, 2007), 

• For 2005 and 2006, must be completed not later than December 
31,2007. 

Congressional 

Committees: 

• House Judiciary Committee and House Permanent Select 
Committee on Intelligence, 

• Senate Judiciary Committee and Senate Select Committee on 
Intelligence. 
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To: All Divisions From: Office of the General Counsel 

Re; 319X-HQ-A1^87720-OGC, 0^/07/2006 


Examine Effectiveness of 
NSLs; 



The audit will examine: 

• Importance of the information acquired by DOJ to the 
intelligence activities of DOJ and other members of the 1C. 

* How information is collected, retained, analy7xd, and 
disseminated (including access to raw data) to members of the 1C 
community, and other Federal, State, local or tribal governments, 
or private sector entities. 

• How often NSL information was used to produce an analytical 
intelligence product for distribution to the IC community, and to 
other Federal, State, local or tribal governments. 

• Whether, and how often, NSL information was provided to law 
enforcement authorities for use in criminal investigations. 

* Following enactment of the USA PATRIOT IRA, the number 
of NSLs issued without the certification necessary to create a 
nondisclosure obligation. 

* Types of electronic communications and transactional 
information obtained under § 2709, and the procedures DOJ 
used if content information is obtained. 


Feasibility of *Not later than February 1 , 2007, or upon completion of the 

Minimization Procedures: 2003/2004 audit, the Attorney General and the Director of 

■ : National Intelligence shall jointly submit a report on the 

‘ ^ feasibility of applying minimization procedures to protect the 

constitutional rights of U.S, persons, 

• Report goes to the House Judiciary Committee, the House 
Permanent Select Committee on Intelligence, the Senate 
, Judiciary Committee, and the Senate Select Committee on 
Intelligence. 


DELAYED NOTICE SEARCH WARRANTS 
Sec. 114. Delayed Notice Search Warrants. 

The section changes the procedural requirements for the warrants and increases the 
oversight of the delayed notice search warrants (18 U.S.C, § 3103a). A major change is the 
implementation of a 30 day notice requirement, as opposed to the former requirement of “within 
a reasonable period” of the warrant’s execution. 

Procedural Changes Related to Delayed Notice Search Warrants : In applicable cases, the 
FBI (through the U.S. Department of Justice trial attorney or Assistant United States Attorney) 
must provide the facts to a court to show there is “reasonable cause to believe that providing 
immediate notification of the execution of the warrant may have an adverse effect.” The 
showing will have to be updated for each extension. 
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To: 
Re : 


All Divisions From: Office of the General Counsel 

319X'HQ-A1'587720-OGC, 04/07/2006 


Notification Delay 

No more than 30 days (or a later date certain if facts justify), 
•undue delay of trial is not a basis for a delayed notice. 

Extensions of Delays 

90 days (unless the facts justify longer)-- 

•granted upon an updated showing of the need for fuinher delay. 

Reporting 

Annual reporting to Congress by Court (starting with the fiscal 
year ending September 30, 2007). 


OTHER LAW ENFORCEMENT/CRIMINAL RELATED PROVISIONS 


See. 104. Section 2332b and the Material Support Sections of Title 18, United States Code. 

'ITiis section makes permanent the materia! support of terrorism provisions in section 
6603 of the Intelligence Reform and Terrorism Prevent Act of 2004 (18 U.S.C. §§ 2332b and 
2339B). 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future. 

Sec. 1 10. Attacks Against Railroad Carriers and Mass Transportation Systems, 

This section merges wrecking trains (1 8 U.S.C. § 1 992) and attacks on mass transit (18 
U.S.C. § 1993) into one section - 18 U.S.C. § 1992. The new law expands the law to cover the 
planning for such attacks, so it is now a federal crime to surveil, photograph, videotape, diagram, 
or collect information as part of a plan for an attack. 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future. 

See. 111. Forfeiture. 

This section expands the authorization to confiscate property located within the United 
States when it constitutes proceeds used in or derived from trafficking in nuclear, chemical, 
biological, or radiological weapons technology or material. 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future. 

Sec. 112. Section 2332b(g)(S)(B) Amendments Relating to the Definition of Federal 
Crime of Terrorism. 

This section adds drug trafficking in support of tenorism (21 U.S.C. § 960A) and 
receiving foreign military' -type training from a foreign terrorist organization 08 U.S.C. § 2339D) 
to the definition of federal crimes of terrorism (18 U.S.C. § 2332b(g)(5)(B)), 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future. 
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To; All Divisions From: Office of the General Counsel 

Re: 319X-HQ-A1487720-OGC, 04/07/2006 


Sec. 113. Amendments to Section 2516(1) of Title 18, United States Code (Title HI). 

This section adds 20 federal crimes related to terrorism to the list of predicate offenses 
that may be used as a basis to intercept wire, oral, or electronic communications {18 U.S.C. § 

25 1 6( 1 )). The new wiretap predicates include the following: 

• 1 8 U.S.C. § 37 [violence at international airports] 

• 1 8 U.S.C. § 43 [animal enterprise terrorism] 

• 18 U.S.C. § 81 [arson within special maritime and territorial jurisdiction] 

• 18 U.S.C. §§ 175, 175b, and 175c [biological agents] 

• 18 U.S.C. § 832 [nuclear and weapons of mass destruction threats] 

• 1 8 U.S.C. § 842 [explosive materials] 

• 18 U.S.C. § 930 [possession of weapons in Federal facilities] 

• 18 U.S.C. § 956 [conspiracy to harm persons or property overseas] 

• 18 U.S.C. § 1028A [aggravated identity theft] 

• 1 8 U.S.C. § 1 1 14 [killing or attempted killing of Federal employees, including any 

member of the uniformed services] 

• 18 U.S.C, §1 1 16 [killing or attempted killing of certain foreign officials, including 

internationally protected persons) 

• 1 8 U.S.C. § 1992 [attacks on mass transit] 

• 18 U.S.C. §2340A [torture] 

• 18 U.S.C. § 2339 [harboring terrorists] 

• 18 U.S.C. § 2339D [receiving military-type training from a foreign terrorist 

organization] 

• 1 8 U.S.C. § 5324 [structuring transactions to evade reporting requirements] 

• 49 U.S.C. §46504 [assault on a flight crew member with a dangerous weapon] 

• 49 U.S.C. §46 505(b)(3) or (c) [weapons offenses on board an aircraft] 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future. 

Sec. 122. Prohibition of Narco-Terrorism. 

This section makes it a federal crime to engage in drug trafficking to benefit terrorism 
(amended the Controlled Substance Import and Export Act - 21 U.S.C. §§ 951 et seq.). To 
prove this crime, the evidence must show that a defendant had knowledge that the person or 
organization has engaged or is engaging in terrorism. 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future. 

Sec. 123. Interfering with the Operation of an Aircraft, 

This section makes it a federal crime to interfere with or disable a pilot or navigation 
facility operator with the intent to danger or with reckless disregard for human safety (e.g., 
aiming lasers at pilots) (18 U.S.C. § 32). 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future. 
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To: All Divisions From; Office of the General Counsel 

Re: 319X-HQ-A1487720-OGC, 04/07/2006 


See. 124. Sense of Congress Relating to Lawful Political Activity. 

Congress uses this section to express the sense of Congress that federal investigations 
should not be based solely upon an American citizen’s membership in a non-violent political 
organization or their otherw'ise lawful political activity. 

Procedural Changes : None at this time. All employees are reminded, however, that 
neither criminal nor national security investigations of U.S. persons may be predicated solely on 
the exercise of First Amendment rights. 

See, 127. Sense of Congress. 

Congress uses this section to express its sense that the victims of terrorist attacks should 
have access to the forfeited assets of terrorists under 18 U.S.C, § 981 . 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future. 


DATA-MINING ACTIVITIES 
Sec. 126. Report on Data-Mining Activities. 

ITiis section requires the Attorney General to report to Congress on any Department of 
Justice (including the FBI) initiative that uses pattern-based data-mining or is developing pattern- 
based data-mining. Among several topics, the report is to explain how any pattern-based data- 
mining initiatives collect, review, gather, and analyze information, and how the initiatives will 
ensure the accuracy of information and protect the privacy and due process rights of individuals. 

The statute defines pattern-based data-mining as follows in section 126(b)(1): 

(1) Data-Mining, The term “data-mining” means a query or search or other 

analysis of one or more electronic databases, where 

(A) at least one of the databases was obtained from or remains under the 
control of a non-Federal entity, or the information was acquired initially by 
another department or agency of the Federal Government for purposes other than 
intelligence or law enforcement; 

(B) the search does not use personal identifiers of a specific individual or 
does not utilize inputs that appear on their face to identify or be associated with a 
specified individual to acquire information; and 

(C) a department or agency of the Federal Government is conducting the 
query or search or other analysis to find a pattern indicating terrorist or other 
criminal activity. 

Procedural Changes : 

FBI will participate in preparing the report. 
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To: All Divisions From: Office of the General Counsel 

Re: 319X-HQ-AnS7720-OGC, 04/07/2006 


TITLE II - TERRORISM DEATH PENALTY ENHANCEMENT 

Among several provisions, this Title adjusts the Sentencing Guidelines to create a terra of 
post-incarceration supervision in connection with a conviction for a federal terrorism crime for 
any lerm of years or for life and makes legal counsel available for death-penalty defendants. 

Procedural Chanaes Related to the Terrorism Death Penalty Enhancement : None at this 

time. 


TITLE HI - REDUCING CRIME AND TERRORISM AT AMERICA’S 
SEAPORTS ACT_of 2005 

This Title strengthens statutes related to seaport and maritime safety. For example, the 
Title prohibits the maritime transponation of weapons of mass destruction for use in a federal 
terrorism crime (18U,S,C. § 2283). Additionally, it prohibits the maritime transportation of 
terrorists (18 U.S.C. § 2284). The following highlights some of the new provisions in Title III. 

Sec. 305. Transportation of Dangerous Materials and Terrorists. 

This section makes it a federal crime to transport aboard a vessel an explosive, biological 
agent, chemical weapon, or radioactive or nuclear material with the intent that the materia! will 
be used to commit a federal crime of terrorism (as defined in 1 8 U.S.C. § 2332b(g)(5)(B)). 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future. 

Sec. 309. Bribery Affecting Port Security. 

This section makes it a federal crime to give or take a bribe with the intent to commit 
international or domestic terrorism affecting port security. 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future. 

Sec. 311. Smuggling Goods from the United States. 

This creates a new federal crime for illegally smuggling goods from the United States. 

Procedural Changes : None at this time. If necessary, additional guidance may be issued 
in the future, 

TITLE IV COMBATING TERRORISM FINANCING ACT of 2005. 

The U.S, Department of Justice indicated that this Title carries forward the overall 
strategy to stop terrorist-financing by making several adjustments to criminal statutes. It 
accomplishes this goal by enhancing penalties for terrorism financing and prohibiting terrorism 
financing through informal money networks, including hawalas. Illegal money laundering 
transmissions (18 U.S.C. § 1960) are now predicates for racketeering (RJCO predicate list at 18 
U.S.C. § 1961(1). Terrorism financing (18 U.S.C. § 2339C) and the receipt of foreign military 
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training (1 8 U.S.C. § 2339D) arc now added to the money laundering predicate offense list (18 
U.S.C. § 1956(c)(7)(D)). Finally, the Title authorizes the U.S. to confiscate the U.S. property 
related to certain acts of international terrorism against a foreign government or international 
organization (18 U.S.C. § 981(a)(1)(G)). 

TITLE V - MISCELLANEOUS. 

The Title creates a U.S. Department of Justice National Security Division which will be 
headed by a statutory Assistant Attorney General. 

Sec. 506. Department of Justice Intelligence Matters. 

This new section establishes a National Security Division (NSD) within the DOJ, headed 
by an Assistant Attorney General for National Security (AAGNS). This reorganization of DOJ is 
consistent with a recommendation by the WMD Commission that the “Department of Justice’s 
primary national security elements * the Office of Intelligence Policy and Review, and the 
Counterterrorism and Counterespionage sections - should be placed under a new Assistant 
Attorney General for National Security.” 

On March 2, 2006, the U.S. Department of Justice stated the following: 

This reorganization would bring together under one umbrella the attorneys from the 
Criminal Division’s Counterterrorism and Counterespionage Sections and the attorneys 
from the Office of Intelligence Policy and Review (OIPR), with their specialized 
expertise in the Foreign Intelligence Surveillance Act and other intelligence matters. The 
new Assistant Attorney General will thus have all three core national security components 
under his or her control. He or she will lead a dedicated team acting in concert to 
accomplish their shared mission of protecting the national security while simultaneously 
safeguarding Americans’ civil liberties. The Assistant Attorney General will also serve 
as the Depanment’s primary liaison to the new Director of National Intelligence, and the 
new Division will gather expertise from across the Department to create a focal point for 
providing advice on the numerous legal and policy issues raised by the Department’s 
national security missions. 

Procedural Changes : The new Division will contain the Office of Intelligence Policy and 
Review, the Counterterrorism Section and the Counterespionage sections. The FBI’s working 
relationships with these components will continue as normal. If the U.S. Department of Justice 
issues specific guidance at a future date, the guidance will be communicated to the FBI. 

TITLE VI - SECRET SERVICE AUTHORIZATION AND 
TECHNICAL MODIFICATION ACT OF 2005. 

The Title conflnns that the Secret Service is a distinct entity within the U.S. Department 
of Homeland Security (DHS). Among several provisions, the Title establishes a “rolling” no 
trespass zone for individuals under Secret Service protection. It also prohibits fraud in 
connections with U.S. identification documents issued for a presidential! y designated nationally 
significant event. 

Procedural Changes Related to the Secret Service Act : None at this time. If necessary, 
additional guidance may be issued in the future. 
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TITLE VH - COMBAT METH AMPHETAMINE EPIDEMIC ACT OF 

2005. 

Congress meant to provide a comprehensive approach toward controlling the 
methamphetamine problem. This Title increases the regulation of domestic and international 
commercial transactions in methamphetamine precursor chemical and enhances the criminal 
sanctions for methamphetamine related crimes, including the smuggling and selling of 
methamphetamine. For example, the Title requires sale of products containing ephedrine, 
pseudoephedrine, and phenylpropanolamine be limited to a 3.6 grams per customer per day, and 
the products be available only “behind the counter” at sales locations. 

Procedural Changes Related to the Combat Methamphetamine Epidemic Act of 2005 : 
None at this lime. If necessary, additional guidance may be issued in the future. 

Questions and Additional Information: 

The National Security Law Branch /202-324 J I is available to answer questions about 
this legislation. In addition, materials relating to the new legislation will be posted on the NS LB 
FBI Intranet website, which can be found through the FBI Office of General Counsel website. 


LEAD(s); 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 
Read and Clear 


♦ ♦ 
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U.S. Department of Justice 



l-cdcral Bureau of Investigation 


Washington, D. C. 205:!S-00()I 


[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


[MR. /HRS . /MS . ] [Complete name] 
[TITLE, IF AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. 
[CITY, STATE - NO ZIP CODE] 

Dear [MR . /MRS . /MS . ] [LAST NAME] : 


ALl IHFOPMATTON COHTAINED 
HEPIIH IS UNCLASSIFIED 

BOX] 06-01 -ZOOl BY 55179 DHH/KSP./JU 

1076786 


Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 

(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended) , you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI) 
the name, address, and length of service with respect to the 
following email/IP account (s): 

[provide either or both - 1) person (s) to whom the email/IP 
address <es) is/was registered and/or 2) the email/IP address (es) 


[NAME OF PERSON (S)] 

[E-mail/lP ADDRESS <ES>] 

[ON A SPECIFIC DATE] 
or 

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT] ] 

If the time period noted above is to the "present, " 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 


(MR./MRS./MSj (COMPLETE NAMEj 


investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the constitution of the United States. 

(Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this HSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the HSL. ] 

In accordance with 18 U.S.C. §~2709(c) (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C, § 2709(c) (1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 19 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter . 


[Include the following language in all HSLs.] 

In accordance with 18 U.S.C, § 3511(a) and (b)(1), 
you have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 
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IMR./MRS./MSI ICOMPLETE NAME) 


You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] 0 R thr ouG'h s ecu r e f ax J wrthin lo usrness da^^ of 

receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] , ^depending on whether service is personal or through a 
delivery service] . Due to security considerations, you should 
neither send the records through routine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly 

appreciated. 


.Sincerely yours. 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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((H/26/IW8) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUT I N E 
To: General Counsel 


[ COUNTERTERRORI SM/ 
COUNTERIHTELL16ENCE /CYBER] 

[REQUESTING OFFICE] 


[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 

(if using personal service) 

From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 
Contact: [CASE AGENT, 

0000 ) ] 


Date: 00/00/2007 

Attn: Julie Thomas 

Deputy General Counsel, NSLB 

Attn: [UNIT] 


Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn: SA [CASE AGENT] 

[SQUAD] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[SQUAD] [X] 


telephone number (000) 000- 


J^proved By: [ADIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 


DECLASSIFIED BY 65179 DKH/K3P./JU 
Otr 06-07-2007 


1076786 


Drafted By: 

(U) 

Case ID #: 


[LAST, FIRST, MIDDLE NAME: INITIALS] 



[CASE FILE HUMBER] 


( Pending ) 


Title: ■ ^ 


[SUBJECT] 

[AKA] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 

OO: [OFFICE OF ORIGIN] 


Synopsis: (U) (NSLESI) Approves the issuance of an Electronic 

Communication Privacy Act (ECPA) National Security Letter (NSL) for 
email subscriber information; provides reporting data; and, if 


SECRET 



To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

Re: ^ [CASE FILE NUMBER, 00/00/2007] 

necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


(Ul 


<X 


Derived 
Declassify 



0-25 years based on 
information in the EC] 


(U) 


FULL/PRELIMINARY Investigation Instituted: [00/00/2007] 
Reference: [CASE FILE NUMBER Serial XXX] 


Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 

ORIGIN, depending on whether service is personal or through a 
restricted delivery service or fax] is an NSL dated [00/00/2006] , 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service] , requesting the name, address, 
and length of service for the e-mail address holder (s ) listed . 

Details: A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN 

COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON- 
USPER] , was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification 
for opening and maintaining an investigation of the subject; 
barebones facts will not suffice and will cause the request to be 
rejected for lack of legal sufficiency] . This electronic 
subscriber information is being requested to [Fully state the 
relevance of the requested records to the investigation] . 


(U ) This electronic communication documents the 
[APPROVING official's] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on (NUMBER OF] [e-mail/IP address (es)] 
from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #2], 
etc . 


(U) Arrangements should be made with the electronic 
communication service provider to provide the records [personally 
to an employee of the DELIVERING division OR through use of a 
delivery service or secure fax to OFFICE OF ORIGIN] within 
[NUMBER OF] business days of receipt of this request. The 
electronic communication service provider should neither send the 
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{Uj To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

Re: [CASE FILE NUMBER, 00/00/2007] 

records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI . 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior official approving this EC must use 

Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

( U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

Brief statement of the facts justifying my 
certification in this case: 


[Option 2 - Declining to invoke the nondisclosure requirwent] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute , 


[Include the next 2 paragraphs in all ECs] 

(U) Information received from an electronic 
communications service provider may be disseminated in accordance 
with the Attorney General Guidelines on National Security 
Investigations and Foreign Intelligence Collection and, with 

se6)^t 
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SE^^T 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

Re: [CASE FILE NUMBER, 00/00/2007] 

respect to dissemination to an agency of the United States, only 
i f such information is clearly relevant to the authorized 
responsibilities of such agency . 

(U) Any questions regarding the above can be directed 

to [CASE AGENT, telephone number (000) 000-0000]. 
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(U) 



To: [DELIVERING DIVISION] From: 

Re: [CASE FILE NUMBER, 00/00/2007] 


LEAD ( 3 ) : 


[DRAFTING DIVISION] 


Set Lead 1 : 

GENERAL COUNSEL 

AT MASHIMGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 2 : <Info) 

r COUNTERTERRORISM/COUNTERINTELLlGENCE/CYBER I 

AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 


Set Lead 3 : 

[ DELIVERING DIVISION - fif using personal service ] 

AT rCITY. STATE 1 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of the information requested, [DELIVERING DIVISION] 
is requested to submit results to [DRAFTING DIVISION] and [OFFICE 
OF ORIGIN, if applicable]. 


♦♦ 




5 


National Security Letters - NSLB - OGC 


Page 1 of 14 


b2 



1 GO I N SLB: National Security Letters (NSLs) 


Model ECs and NSLs (as of 5/2/2007) 

!• Telephone Su bs criber EC (wpd) 

2. Telephone Su b scrib er NSL (wpd) 

3. Tol l Record EC (wpd) 

4. Toll Record NSL (wpd) 

5. E- Mail Subscriber EC (wpd) 

6. E-Mail, Subs criber NSL (wpd) 

7. Transaction al Record EC (wpd) 

8. Transactio n al Recor d NSL (wpd) 

• 9, RFPA_EC (wpd) 

10. RFPANSL(wpd) 

11. lASlltCaLEC (wpd) 

J 12. 1681uf a) N SL (wpd) 

13. 1681g(b)iC (wpd) 

14. 1681u( b) N SL (wpd) 

15. 1681ufa ) and (b l co mbination E C (wpd) 

16. 1681u fa) and ( b) combinati on NSL (wpd) 

17. 1681V EC Full credit re port / IT inv e stigation 
only (wpd) 


Contacts 

Contacts (all) 

• Credit 
Bureaus 

• Financial 
Institutions 

• Internet 
Service 
Providers 

• Telephone 
Companies 

• Field Office 
POCs (doc) 

[ _ Rcso^ms _ j 

Determining 


Issue Spotting 
Checklist (doc) 


18. 1681V N SL full cre dit report / IT investigatio n 
only (wpd) 

AtL IKFOPKATIOH COKTAIHED 

HERZIH 13 TOCLASSIFIEC '19* N SL Deleg at ion EC ap proved by Director (wpd) 

DATE 06-07-2007 BY 65179 PHH/KSB/JW 


NATIONAL SECURITY LETTERS (UPDATED 

1076786 


National Security letters are a specific type of 
investigative tool that allows the FBI to obtain 
certain limited types of information without court 
intervention: 


b2 

b7E 


1. Under the Electronic Communications Privacy 
Act, 18 U.S.C. §2709, the FBI can obtain 
telephone and email communication records 
from telephone companies and internet 
service providers. 

2. Under the Right to Financial Privacy Act, 12 
U.S.C. §3414(a)(5)(A), the FBI can obtain the 
records of financial institutions (which is very 
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National Security Letters - NSLB - OGC 


Page 2 of) 4 


broadly defined), 

3. Under the Fair Credit Reporting Act, 15 
U.S.C,§§1681u(a) and (b), the FBI can obtain 
a list of financial institutions and consumer 
identifying information from a credit reporting 
company. 

4. Under the Fair Credit Reporting Act, 15 
U.S.C. §1681v, the FBI can obtain a full 
credit report in an international terrorism 
case. This provision was created by the 2001 
USA Patriot Act. 


The standard for issuing an NSL is relevance to an 
authorized investigation to protect against 
international terrorism or clandestine intelligence 
activities provided that such an investigation of a 



5/3/2007 


Freedom of Information 

and 

Privacy Acts 

SUBJECT; NATIONAL SECURITY LETTERS 
FOLDER : -Z.'iM.t nr LtUtl?S ~ - 



Federal Bureau of Investigation 



ALL lUFORHATIOM CCKTAINED 

HEt-EIU liJ UKCLA3H1FIEI- 

DATE 0^^-30-2007 BY SSl75‘/r-MH/KSP/PO 


OIG’S PATRIOT ACT REVIEW 

DOCUMENT REQUEST: DQJ-OIG REQUEST of JULY 17. 2006 

SUBJECT: COPIES OF ALL ‘EXIGENT LETTERS " ISS UED DURING T HE PERIOD CY 2003-2005 

(2005 EXIGENT LETTERS I 


FBI TRACKING # : OIG REQ-PAR ^07-17-06^ - ITEM #6 


b70 


PACKET: M 
(.niLVJI. 20061 



bt 

b7C 

blD 

b2 


1 


;i !, 

;• j 





' 1 








f-«.642 p.i 

H I 


'Ni 


bZ 


b4 

b6 

b7c 

b7D 



^ Pleuft ID FUc Na. 


Attn 


U.s. Department of Justice 
federal Buieau of Investigadon 


FBI HQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
January 5, 2005 



records for^the°attached it is requested that 

Subpoenas requestinj this InLraation^hs"* be provided. 

D.Sj_atiorney's Office Cho have been submitted to the 

tbQas aipeditiously L possible 


ALL IKEFOEKATION CONTAINED 

HEBEIH 13 UNCLASSIFIED 

DATE 06-30-2007 BY 6S179/DHH/KSR/F;W 


Sincerely, 



be 

b7C 


m 1 ♦ 




W*64^ 


P.Z 



U>S* Deputment of Justice 
Federal Bureau of Investigation 


For the following telephone numbers; 


b6 

b7C 

b7D 


1- 


t 



o 



l)*$. Department of Justice 


b2 


Federal Bureau of Investigation 


Washington, D. C. 20535-0001 
December 27 , 2004 



b4 

b6 

b7C 

b7D 


Due to exigent circumstances , it is reqpjested that 
records for the attached list of telephone numbers be provided. 
Subpoenas requesting this information have been submitted to the 
U. S . Attorn ey ‘ s Office who will process and serve them formally 
to| as expeditiously as possible. 


Sincerely, 


AIL iHFOPiKATlOH COFTAlTIEri 

HEPJEIU 13 WCLASSIFIEP 

DATE 06-30-2007 BY 65179 /DHH/KSR/R13 

b6 

b7C 


Unit Chief 

Communications Analysis Unit 



For the following telephone numbers: 


b6 

b7C 

b7D 



^^^1 — I 

I 



b2 

U-S. Department of Justice 
Federal Bureau of Investigation 



In Repfy, Pleise Refer to Fite No, 


FBI HQ 


935 Pennsylvania Avenue NW 
Washington, DC 20535 


h4 

b6 

b7C 

b7D 



Sincerely, 


ALL IHFOPJIATION COMTAIHED , 

HEFLIN IS UIXCLA33IFIED unit Chief 

DATE 06-30-2007 BY 6S179/EHH/K3R/RW Communications Analysis Group 


By: 


Super 


v±sory Special Agent 


b6 

b?C 





U.S. Department of Justice 
Federal Bureau of [nvestigation 



For the following telephone numbp>r<=;- b7c 

I b7D 


I 



b 4 

b6 

b?C 

b?D 

b2 



U.S. Department of Justice 
Federal Bureau of Investigation 


In Reply, Please Refer to File No. 



FBI HQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 

January 14, 2005 


Attn 


Dear 


• Special Project / 


CAU 


records for the attached list^of requested that 
Subpoenas requesting this inf numbers be provided. 

^ -supers OffLe ocess'rn'd'rr 

'« expeditiously ss pL“ble. ' 


ALL ItlFOPJUiTICH COirTAirtlD 

HEPIIH IS UNCLASSIFIED 

DATE 05-30-2007 BY 65173/DHH/KSP./RW 


Sincerely, 

” I 

Unit Chief 

Communications Analysis Group 


By: 


b6 

b7C 


Super 


visory Special Agent 


'( 


.( 



U.S. Department of Justice 
Federal Bureau of [nvestigation 



For the following telephone numbers: 


b6 

b?C 

b7o 


( 



U,S. DepartmeDt of Justice 
Pcderal Bureau of Investigation 


to Reply, Please Refer to RIe No, 


FBI HQ 


935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 



January 13, 2005 


/ SSA 


b4 

b6 

hlC 

b7D 


records for the atta^Sd listTf requested that 
Subpoenas requesting this informat i numbers be provided. 
U-,g. Atto r n eys Office iL wfn '' submitted to the 


AIL IWFOPKATION COMTAIHED 

HEPEIW 13 UHCLA3SIFIED 

DATE 06-30-2007 EV 65179/MH/KSR/'RKT 


b6 

b7c 


Sincerely, 


Unit Chief 



x: 


U.S. Department of Justice 
Federal Bureau of Investigation 


For the following telephone numbers: 


b6 

b7C 


U.S, Departmeot of Justice 
Federal Bureau of Invest igation 


in Reply. Plesse Refer to File No, 


FBI HQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 


January 14 , 2005 


Attn ; 


Dear 


RE: Spe cial Project / 


CAl 


Tas 


b4 

b6 

b7C 

b7D 

b2 


records for the\ttached list^orter^h requested that 

Subpoenas requesting this inform;»t i numbers be provided. 

■U^S^UOX.ey-3 OftLe iho CuTp““,^r: "r" 

I expeditiously as possible. formally 


ALL INFOPMATIOM COHTAIHEr 

HERE I H IS UNCLASSIFIED 

DATE 06-30-2007 BY 6S179/DMH/KSR/RM 


Sincerely, b6 

I b7C 


unit Chief 



Supervisory Special Agent 


U.S. DepartmeDt of Justice 
Federal Bureau of Investigation 



For the following telephone numbers r 


b6 

b7C 

bTD 


( 





U.s. Department of Justice 
Federal Bureau of Investigation 


Jn Rcply^ PJcasc Rtfcr to Ftic No. 


FBI HQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 


b4 

b6 

b?C 

b7D 

b2 



ALL IMFORMATION COTTrAIIJED 

HEREIN IS iniCLASSIFIED 

DATE 06-30 -2t)07 BY 65179/DHH/KSR/RW 


Sincerely, 


Unit Chief 



Supervisory Special Agent 


b6 

b7C 


I 


US. Department of Justice 
Federal Bureau of Investigation 



For the following telephone numbers: 


b6 

b7c 


t 


b4 

b6 

b7C 

b7D 



Dear 


RE: 


Special Project 


the atta?hSd list^rte^^h ^^equested that 

tWs infc™tlon"h:« Cn'sub^urd'''"""' ' 


Sincerely, 


Unit Chief 



U.S. Department of Justice 
Federal Bureau of Investigation 



For the following telephone numh^rc ■ 


b6 

b7C 

b7D 


b4 

b& 

b7C 

b7D 

b2 



U.S. Department of Justice 
Federal Bureau of Investigation 



In Reply. Plesse R«rei to File No. 


FBI HQ 


935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room ^315 
January 14 , 2005 



Attention 


Dear Sir: 


Special Project / ia 


call detail^recLd^fo^^he^atr^rH®? ■ requested that 

be provided. Subpoenas requestino telephone numbers 

submitted to the u S Attom^^w' information have been 

serve them forLlly iop^:s 

^ I I®® expeditiously as possible. 


Additionally, please provide 
or the telephone numbers in the atta Aed list. 


ALL IHFORHATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 06-30-2007 BY 6S179/DHH/KSR/RU 


b6 

b7C 


Sincerely, 


Unit Chief 

Communications Analysis Unit 



By;> 

Intelligence Analyst ' 


im 


us. Department of Justice 
Federal Bureau of Investigation 



Call detail and 
number : 


for the following telephone 


b2 

b6 


: p ^3 



Due to^v'! ^ . Ht^>; 

b4 ' ^^corda for the ^ ‘"^^^^^stances/ it ^ 

'TZ^' “^"“^'SCS- 

ALL IHFORttATIOH COHTAINEIi"' ' ^ ' ' " 

HFCF'fM inrrr PTirn ^ _ ■j;.| ~" ' ' • 

■^r' 


blC 

blD 


to 

w 


HERELH 13 WMCLAS3IFIED 
DATE 06-30-2007 BY SS179/DHH/K5E/BM, 




b6 

b7C 




■^nit ' Chief 

Co^unicat|ons Analysi^Croup 










" -fSJT~the. £ollow'ing^teIephone.^nujDbers: 





?_■• ■ • 








, ..-j^ 






..y- 


->r_ 

■^j.M-.- 4 . 


# :-. 


...r^ 














( 



vs. Deptrtment of Justice 


^^erat Buicau of Investigation 


WashingtoQ, D. C. 20535^] 


January 21,2005 




/vneniio: 



h4 

b6 

b7C 

b7D 


Re: Special Projects / SSA 


Dear Sir: 



^ United ^31 


ALL IWFORKATIOW COMTAIHED 
HEKEIH IS UnCLASSIFIEI) 

DATE 06-30-2007 EY 6S179/DHH/KSK/Rrj SinCeiBly, 



b6 

b7C 




supervisory Special Agent 


b4 

b6 

b7C 

b7D 


( 2 ) 


{ 



U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D. C 20535-0001 

January is, 2005 


Attention; 


Re: Special Project / SSA 

Dear 


b-1 

b6 

b7C 

b7D 


Due to exigent circumstances, it is reouested that 
records for the telephone number listed below. Subpoenas 
revesting this information have been submitted to the U s 
.Attornsy.s Office who will process, and serve SerformU^to 
as expeditiously as possible, ^ 


Sincerely, 
ufHc X'ni^f 

Communications Analysis Unit. 

b6 : 

b7C 

By : 

5upe“rviTory "s^ci^l Agent 


ALL IJ7F0PJIATI0M COHTAIHEC 

HEREIM 13 UNCLASSIFIED 

PATE 06-30-2007 BY 6S179yPlIH/KSE/RW 


b6 

b7C 

b7D 


J 



U.S. Department of Justice 
Federal Bureau of Investigation 



In Reply, Pleese Refei to File No 


FBI HQ 

^^’^f’sylvania Avenue NW 
Washington, DC 20535 

January 25, 2005 


Attn 


RE; 


Dear 


b4 

b6 

b7C 

b7D 

b2 


Special Project / 


CAU 


records Cor the attached list or?S “ requested that 
Subpoenas requesting this informajiorj! Provided, 

^■^ ^tlcr peys Office who will proses^ Ind submitted to the 
expeditiously as possible ^ formally 


to 


ALL INFORHATIOH CONTAItJED 

HEREIN IS UNCLASSIFIED 

DATE 06-30-2007 BY 65i79/DHH/KSR,/RB 


Sincerely, 


unit Chief 
Communications Analysis Group 



Supervisory Special 


Agent 


be 

b7C 


U.S. Department of Justice 
Federal Bureau of Investigation 



For the following telephone numbers: 


b6 

b7c 

b7D 


b6 

b7C 

b7D 

b2 



In Reply. Please Refer to File No. 


U.S. Department of Justice 
Federal Bureau of Investigation 


fbihq 


535 Pennsylvania Avenue NW 
Washington, DC 20535 



records for the attached list of^ter^h requested that 

Subpoenas requesting this information^hr® provided. 

Attorn ey- s Office who will procLs submitted to the 

expeditiously as possible 


tc 


ALL IWFORIIATION CONTAINED 

HEREIN IS TJWCLAS3IFIED 

DATE 06-30-2007 BY 65179/DHH/KSR/RlT 


Sincerely, 


■tJnit Chief ^ 

Communications Analysis Group 



Supervisory Special Agent 



U.S. Department of Justice 
Federal Bureau of Investigation 


For the following telephone numbers: 


b6 

b7C 

b7D 



U*S. Department of Justice 

Federal Bureau of Investigation 

Washingion. D. C 20535 -000 J 
January 25, 2005 



b4 

b6 

b7C 

b7D 


Due to exigent circumstances, it is reouested that 
quhSJfn attached list of telephone numbeS be provided 

Subpoenas requesting this information have been submitted to the 
U_£^_AtLaj:ney s Office who will process and serve them formally 
as expeditiously as possible. ^ 


AIL IHF0PHATION COHTAIHED 

HEPEIW IS UKCLA33IFIED 

DATE 06-30-2007 BY 65179/DIlH/KSR/RW 


Sincerely, 


Unit Chief 

Communications Analysis Unit 

b6 

b7c 


By: 

Supervisory Spec i a 1 " Ag^nt 


For the following U.S. numbers: 


b6 

b7c 

b7D 


U.S. Department of Justice 
Federal Bureau of Investigation 


bl 

b6 

b7C 

b7D 


In Reply. Please Refer to File No. 



Attn 


RE: Special 


Dear 


FBI HQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
January 26, 2005 


Project / SSA 


records for“th^,rf circumstances, it is requested that 
Subnnana sched list of telephone numbers be provided 

Subpoenas requesting this information have been submitted to the 
S ._ a L r . d , rn ey- s office who will process and serve them formal^ 
las expeditiously as possible. ^ 


ALL INFORIIATION COHTAIIJED 

HEREDI IS UNCLASSIFIED 

DATE 06-30-2007 BY 65179/D HH/KSR/RU 


Sincerely, 


Unit~Chief 



b6 

b7C 


Supervisory Special Agent 


U*S. Department of JiisCice 
Federal Bureau of Investigation 


b6 

b7c 

b7D 


I 



fn Reply, Pkase Refer lo Ft?e No. 



U.S. Departmeot of Justice 
Federal Bureau of Investigation 

fbihq 

935 Pennsylvania Avenue NW 
Washington, DC 20535 

January 24 , 2005 


Special Project / CAU 


records for th^attached U^rorteleDho^^ requested that 
Subpoenas requesting this informat i nn^k numbers be provided. 
O. S. Attorn ey's OffLe iho ^uHrocess submitted to the 
expeditiously as possibl^ 


ALL rnFOPMATIDN CONTAINED 
HEREIN 15 UlICLASSIFIEn:' 

DATE 06-30-2007 BY 6S179/DMH/KSP,/R« 


Sincerely, 


unit Chief ' 

Communications Analysis Group 



Supe 


rvisory Special Agent 


U.s, Department of Justice 
Federal Bureau of Investigation 


U.S. Departmeot of Justice 
Federal Bureau of Investigation 


In Reply, Pleese Refer to File No. 


FBI HQ 


935 Pennsylvania Avenue NW 
Washington, DC 20535 



Attn: 


January 25, 2005 


b4 

b6 

b7c 

b7D 


RE: Special Project / 


Dea] 


exigent circumstances, it is requested that 
s^hoo^^ attached list of telephone numbers be provided 

Subpoenas requesting this information have been submitted to the 
U J . office „ho will process and serve them formauj 

as expeditiously as possible. ^ 

ALL INFORlbnTOT~nJimriHEIi 

HEREIN IS UNCLASSIFIED 

DATE 06-30-2007 EV 6S175/DHH/KSR/RW 


Sincerely, 


Unit Chief 

Communications Analysis Group 

b6 

b7C 


By: 



U.S. OepartmeDt of Justice 
Federal Bureau of Investigation 


For the following telephone numbers: 


b6 

blC 

blD 



tn Reply, Please Refer to File No. 


Attn: 


RE: 


U.S. Department of Justice 
Federal Bureau of Investigation 


fbihq 

935 Pennsylvania Avenue NW 
Washington, DC 20535 


January 26, 2005 


Dear 


Special Project / 


CAU 


TASK 


b4 

b6 

b7c 

b7D 

b2 


records for the attached list of ter^h ^^equested that 

Subpoenas requesting this inf ormaM numbers be provided. 

0-S. Attorney's Office who will submitted to the 


ALL IHFORTUTIOH COMTAIMED 
HEPEIW IS OTCLASSIFIED 
DATE 06-30-2007 BY 65179/DIIH/KSR/RW 


umbers be provided . 

=y => urrice who will process and si^^mitted to th( 

as expeditiously as possible. ® formally 


Sincerely, 


Unit Chief 

Communications Analysis 


Group 


b6 

b7C 


By: 


Supervisory Special Agent 


U,S. Department of Justice 
Federal Bureau of Investigation 



For the following telephone numbers: 


b6 

b7C 

b7D 


U,S. DepaiimeDt of Justice 
Federal Bureau of Investigation 



b4 

b6 

b7c 

b7D 

b2 


tn Reply, Please Refer to Fik No, 


FBIHQ 



records for the attached list of tel^h requested that 

Subpoenas requesting this inLrmaUorhar provided. 

U- S. Attorn ey's Office who will process I^ !r "o the 

^° l h expeditiously as possSlI formally 


ALL INFORHATION CdFTAINED 

HEREIH IS UNCLASSIFIED 

DATE 06-30-2007 BY 65179yDHHyK3R,'RU 


Sincerely, 


"Onit Chief 

Communications Analysis Group 


b6 

b7C 


By: 


Supervisory Special 


Agent 


LOj 


U.S, Department of Justice 
Federal Bureau of Investigation 



For the following telephone numbers ; 


* .» ^ 



. Dea^ 


U.S. Dcp.m.e.t .f '"’ ;* %^. , 1 ' 

Federal Bureau of Javcstigation -^■■■■'^' 

' ■„,,. rf#.'. , 

'vv.-i935 Pennsylvania':: Avenue NW ~ 

Washing t on DC 20535 ■:^:.„ 

■ Room 4315 '■'■'• r‘^ '' 

KZ :=_^Spe c i a ^Pf o j e c t^7 S SA^^^ 


V#' , 




• fi.. • 


t,6 V '" Due' to^ exigent . circumstances,'^'*it^is,tre quested that ^ 

b"Jc . records for. jthe, attached list of telephone numbers be provided. 

Subpoenas requesting-' this ;.information have been submitted to th 
"f^r^r u. s« Attorn ey's Office who will process"^and serve them formally 


i^tO 


ALL IWFORHATrOH COHTAIHED 

HEPriU IS UKCLASSIFIED 

PATE 06-30-2007 BT 65179/PHH/K3R/RW 


as expeditiously ^s possible, 

■■T- 




sincerely, ■' 




■* 


7 ' 

:« J#- 


■■ ■■■ 


Unit Chief- 

Communications Analysis Group' 



, MU, i r, c. .. 

W* 



■• V 





-*L /:*’■ .»« :it»;ft-=. 

^ --=■ W- -^' "■.•■ ,-r ^ 




b4 

b6 

b7C 

b7D 



U.S. Department of Justice 
Federal Bureau of Investigation 



In Reply, PIe»» Rein to Pile No. 


FBIHQ 


935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
February 2, 2005 



ALL INFOPHATIOH COWTAIIlEt 

HEPZIIJ IS UNCLASSIFIED 

PATE 06-30-2007 BY 65n9/DI-IH/K3P./RW 


Sincerely, 


Ifnit Chief 

Communications Analysis Gro»TT~ 


T 


b6 

b7c 


By; 

SSA 


( 


U.S. Departmeot of Justice 
Federal Bureau of Investigation 



For the following telephone number : 


b6 

b7C 


U*S, Department of Justice 



Federal Bureau of Investigation 


Washinglon, D, C. 20535-0001 

February 3 , 2005 


b6 

b7C 

b7D 



Re; Special Project / 

Deal 


p4SiilBpss 


Sincerely, 


ALL IHFOPJIATICN COITTATIOZD 

HEREIW 13 IWCLASSiriED 

DATE 06-30'2007 BY 6Si75/DIIH/KSR/RW 

unit Chief 

Communications Analysis Unit 


By: 

supervisory Special Agent 


be 

b7C, 


For the following U.S. numbers: 


b6 

b7C 

b7D 



U.S. DeparlmcDt of Justice 
Federal Bureau of Investigation 
Washinglon, D, C 20S35-0001 

February 9, 2005 


b4 

b6 

b7C 

b7D 


Attention: 


Re; Special Project / SSA 

Dearl 


the. for^Uy 


ALL IHFOPMATION COMTAIHED 

HEPEIW IS UtiCLASSIFIED 

I»ATE 06-30-2007 BY 6S1?9/I)IH/K3R/R¥ 


Sincerely, 


Unit Chief 

Cotnmuni cat ions Analysis Unit 


By: 

iiupervisory Special Agent 


For the following JJ.S. numbers: 


b6 

b7C 

b7D 


b6 

b7C 


M0.8U 





• U,S, Department of Justice ^sdr -: 

of Investigation , 


^ 935 ^Pennsylvania Avenue 
Washington, DC. 20535' ■ 

.I^OOTi 4315-"^^W 
■?ebru^y_4,' 2005; " 

.., ■ -m* . 

.IE- a 

.^3-^ V K', 


_ "Dear 

^WZ'Z- 


b4 # - ^ Due to" exigent circumatances, it is requested that, 

records for the attached list, of telephone nuntbers be provided. ' 
b 7 o .m Subpoenas requesting this information have been submitted to the 


u.a 

■%to 




~ 


attnrij iey's Office who will process, and serve them formally 
as^ex]pedlti_ously ‘as 'possible'V"'' "■ 


ALL UIFOPHATION COHTAIWED 

HEREIN IS UNCLASSIFIED ^ 

DATE Oe- 30 ’■2007 BY 65175/DI!H.'KSP/RN/. 


*■> 


’■ Sincerely, 


.;i’- 


Unit Chief . 

Communications Analyajts Group 







;%,r-^':v'- 


U.S. Depirtment of Justice ^ ^'-' 


Bureau of iQVestigation ,’ig ... 

-^■ v' Tr>'>> ■■■ 


'■■ ■.% "■■ ■■ ,r; 

., th%. foH owing "telephone hiuubers ; 




'm -s“" 

ta:."^-:;-™ 

. 




“^? 


..X 


=* ■ 




-r ' , -'i . 


w "'*%,i- 


:mk.* "■ .». 


''WT '.%J 


...:; ' 

. .. ...S.' ■ 

...SI'- ■■■?: 


•V-.--" 



N0.|21 , P.l 

r^- 






■ I 


U.S. 0«psirtiaeiit of Ju$tice!^S 
'" ' 1 Fede^ Burtauofljivcstigati^ 


" Ifl Reply, PjaicRcfg to Hlc 




;FBIHQ 

9 3 5 Pennsylvania Avenue^W ”=‘., 

Washington, . DC ,2 0535 



ij.... .= r - Due to" exigent ^xircumstances, it 'is' ‘requested that , “ 

■■' records - for the. attached list_:pf telephone numbers.be provided, 
w^' Subpoenas requesting this information have been submitted ..to the 
-^0 . S . Attorp ev.'^s Office who will process f and serve .them . formally 
to as 'expeditiously as possible, v '’^'■ 


ALL IHFOFiKATIOH COIJTAIHtr 

HEREIW 13 UNCLASSIFIED 

DATE 06-30-2007 BY 6^79/DHH/K3R/RH 


Sincerely,'. ■. 


■ 


Unit Chief 
% Coimnunications Analysis Group 



Supervisory Special Agent 


b6 

b7C 




% 




.-- ;- .,,. ■" 

... “-' -» *;; 





■ ;^^^■ 






V 








.:3.: 






\ 


•M.' 


.,-gW 


#-^ % 


. i'' 


r> 


•■ T.- 



■'i^^Wts.. -^"¥. 






•t.T--' 


-Tt — : r- 



r, . ." 





Id Reply, Pl<w Rtferw nto-No, 

• 9 -- 



% FBiHQ^ ^ ^ ^ -■ ^ 

^ -■ '^35 Pennsylvania' Avenue NW 

Washington, DC -:v-20535 ^ 

,^F eSru^'v- 04 f 200 $^ ,;^. ' 


Due .-to exigent circujnstances) it is requested that ^ 
h 4 attached, list-of telephone numbers be provided. "" 

this information have been submitted to the 
, Jittflrn'^y^s Office will process and serve them formally-^. 

35 e^Deditionsl V r^riOcsiKlA u;. 











U.S. Departmeat of Justice :? 

’ ^ Federal B^au of lovestigacion 5 ^ 


V I* lejiy, PlttUtt Refw to Fite Wa.^;, „ 



F^:^fbihq" 

Pe^eylvania Avenue-NW' 
,- ^ Washington'ir* DC 20535 
ii^^ROOm 4315 ..... % 

... ■„ '.rSi' •.- ’ • -Ti 

‘ February _4 2 005 •• - a^ ~' 


*^r spec la 1- ■ ■ Project / S9A 



'?..W 


b4 g 
b6 .s 
b7C 
b7D 


L -Due to exigent .circumstances, ^it is requested that , 
.:^records for the attached list’''of telephone numbers be provided. :, 
Subpoenas requesting . this information have been submitted to the 
^U. S. Attorn ey's Office who .will. process and serve them. formally 
....to as expeditiously. as possible. 






For -..th6~ following 'telephone, numbers ii' 


'"i 



.J: ^ . 




;-■; •..• 






.V ■ 




■-T' -J^- . ..V-- 




=; ■; 







w;;‘ .- 


‘ 


:w _'t- ..;■?• — ■. — 

.,* ' ■■■♦ "' 


" 7 " . 


- ^.i,- 





N0.BS2- 




M 




Deptrtmejit of Justice 
Pederal Bureau of lnvesti|^t^ 


%• 

;.3v^ , 


;w 




'“■ ■ 935 Pennsylvania Avenue NW'' 

Washington,- 20535 _ ^ -™. 



^ .-. . l ^e " to exigent -ci r e uros tances . it is requested that-:,, 

detail' records for the'^attacheS list of telephone nmnbers 
'be provided. . Subpoenas requesting this information have been; 
submitted to the U.S. A ttorney' s Office who will process and 


serve them formally to 




as expeditiously . as possible. 


- Additionally, please provide 

for the telephone numbers in the attached list. 




ALL riJFOPlIATIOK COWTAIKED 
TiEREIFI 15 UUCLASSinED 
DATE 06-30-2007 BY 65179/DIIH/KSR/RM 


Sincerely, 








; 

* 

,r'^^--.. 

■. ’■ -■ ■ L 

„ --r 

% 

- 7 ^ '-■■ - ;^ ' ■ '’ 


'■% 

... ■ . ,v. . ■ 

. -■.■■ . - ■^v 


- ..^ • 

."T^ ^ ' 

-d-r '. 

.T3'.''' 


■ -'-v: 






, S,-.- 


. 






^ .:w , 

• ,r ^'.' •'■:■ 

. , ■ 


*■ 


* %. V. 


m- 


'¥ ■ -.. 


■^^■- m 






•:'r 


, 

..V 


’V » 

_ -— • - ~ ^v' , 




b2 

b6 

b7C 

b7D 


.. '-Tr^ ■ ^ 






■: *#i-,:»-'---4.. '-■■ 





U.S, Department of Justice 



Federal Bureau of Investigation 
WMfiineton, D. C 20S35‘000T~ 

February lo, 2005 


b4 

b6 

blC 

b7D 



records for the attacS listTf ^tele^h i^equested that 

Subpoenas requesting this inLrmatio?wI provided. 

U^S^^t^ey's Office who will process the 

as expeditiously as posJSl^^""^ formally 


ALL IHFOPJIATION COHTAIBED 

HEREIN IS UNCLASSIFIED 

DATE Od- 30-2007 EY e5179/DKH/KSR/RIf 


Sincerely, 


Unit Chief 

Communications Analysis Unit 


b6 

b7C 


By: 

Supervisory Special Agent 


For the following U , S . 


numbers ; 


b6 

b7C 

b7D 


NU.dbD 





-■^^V' Ti. 





, 






“■ .;. ■ 


■■ ■; i' - 

'T.. 

'7. 


..T" ■■’ T* 





Due to' e^cisen^circumatances,. it is^re quested that 

^ call detail records “for^the attached list of telephone number’s ' 
b4 :::? be provided .^^Subpoenas requesting this information have been 
.. submitted to the U.S. Office who will process and " 


b7C 
b7D - 
b2 


' serve them formally 

"j' 


S. M 


as expeditiously as possible. 


, =r: Additionally^ please provide 

for the telephone numbers in the attached list. 








ALL IWFORHATION COWTklZJEl> 

HEREDJ IS TJHCLASSIFIED 

DATE 05-30-2007 BY 65179/D«H/KSR/RtJ 




■ .M. 




it- 














m 


"v 




Sincerely, t' 


~Unit~Chief 
^ Communications Analyses Gronn_ 





Supervisory Special'^Ag^Y^ 


b6 

b7C 











^,-^:Call det 
^ .^numbers : 


DeptrtmentofJurtic*.— ™ 

Bureau of Investigation' -i. ' 

-.■i- j;: ■•“■ ■-rr- . 


•■:-.• 4- 


:'Jas£^ 



wj,.. .., « 





...=v,- -.'i; ~ ■-■■■ ■»■-.. -iV: ■■'■-Sr.- ' --. 

““ ,%v, '■ j:- 










7-=.. ■■■ 




■ -S' -M.' ■-= 

- # 7, ^^4. ' ^ • ' 


■ ••- '^r, ■ 

•- 


. ^ ■'T.. 


.-■% 


4. '^' ,.■;=- 
--■■ ■ 


-^' M.. 

T-.r. 


T.v- ■'■"7 


■#■ 


hi;v. 


^ -#.,. -4- V _ 4 

i:- -; 




■« . 


■ %. .. 

■■■ 




-i* ■■' 




,T*“ ■•^‘ ■ 

....-■ rf' 




■•■::. ■ 


a,r ,"■■-■ ... ■ '"^ 




:i?-. 


' C' 




Freedom of Information 

and 

Privacy Acts 

SUBJECT: NATIONAL SECURITY LETTERS 
EOLDER : C)\C.- C)(l&fiOT UtitRS- 2,003- p. 



Federal Bureau of Investigation 



1 


MfiR-3 1-2003 




CAU 


b2 


202 3241 


□ 


P.01 



U.S. Oe^artmeiit of Justke 
Federal Bureau of Invejti^adoo 


In Kcplx 

(S) 





(wKU 


b2 


bl 

b2 

b7E 


FBIHQ 

93S Pe^sylvania Avenue 
Washington, DC 20535 
Room 4944 
Harch 28, 2003 


b4 

b6 

b7c 

b7D 


b4 

b7D 

b6 

b7C 


DATE; G6“26-2007 

CLASSIFIED BY 6S179djiinA3t/ma]i 

PZASON: 1.4 Cc) 

DECLASSIFY OH; 06-26-2032 


ALL nJFOPHATIOII CONTAINED 
HEREIN IS true LAS SI FI ED EXCEPT 
WHERE SHOTO OTRERUISE 


b7D 

b6 

b7C 


Du« CO exigent circumstancea, it.ia requested that toll 
records for the preceding 18 months for the referenced telephone 
numbers be provided. Subpoenas requesting this information have bean 
submitted to th^ D.H — -Attorney's Office who will process and serve 


them formally t< 


as expeditiously as possible. 


Your assistance in this matter is greatly appreciated. 


Sincerely, 

Larry A. Mefford 




BY: 



b6 

b7C 


se'^et 


“TGTfttrPTSr 


APR-GM-2Da3 15:53 


CAU 

\ 


202 324 


P-01 

b2 



U,5. DtpMrtmai of lustke 
Fedml Bureau of InveatiBadoo 


ta RepJy. Pietsc Refs lo 

Rte No. PBIHQ 

935 Ponnsylvania Avenu© N.w^ 
Washington, DC 20535 
4944 

March 23 , 2003 


ALL IHFCPHATI3H C0OTAltIEl> 

HEIiEIK IS UNCLASSIFIED 

DATE D^5-30-Z007 BY 65l79/dnJl/ksi;/cali 


b4 

b6 

b7C 

b7D 


he ; Special Pro j «Ct / 


b4 

for the b.W oiroumetencea, it i, requeated that records b7c 

reoueat-inrr < a* tel^hon© nunibers be provided. Subposnae too 

Qu© ing this infonnation have been submitted to the q ^ 

f- r:n?rr'’ 

expeaitiously as possible. 


16 


Vour assistance 


in this matter is greatly appreciated. 


Sincerely, 

Larry A. Mefford 
A a Slfit.ant hi in C h arge 


Supervisory Special Agent 


b6 

bTC 


MPR-31-2003 14^27 







bi 

b2 

b7E 


RE: Special 


b<5 

b7C 

b7D 


Project/SA 


^Det. 


records circumstances, it is requested that 

attached list of telephone numbers be provided 
Subpoenas requesting this information have been submitted i-n i-Ha 

“ho wiU process and wSv^iSsm lormeuS 

as expeditiously as possible. tormaliy 


tc 


b6 

b7C 


b 4 

b6 

b7C 

b7D 


Sincerely, 


bTT 

SupeWisory Special' Agent 


b 2 

b7E 

b6 

b7C 


DATE: 06-26-Z0Q1 

CLASSIFIED BY bS179aii«h/ksi:/maj 

PZASON: 1-4 (c) 

DECLAJ5SIFT OW: 06-26-2032 


ALL inrORHATTOK C013TAIHED 
HEPEIU 13 UWCLASSIFIED EXCEPT 
WHERE 3HQWM OTHERWISE 


MAR-31 -2003 88:48 


i 


202 324 


P*01 


\ CAU 




b2 



U.S* DepartmeAt of Justice 
Federal Bureau of InvcstigiUoii 



FBIHO 

93S Pennsylvai^xA Avenue N*W. 
Washington , DC 2 05 3 5 
Room 4944 
March 28, 2003 


DATE: 06-26-2007 

CLASSIFIED BY 6S179^X/k3l/m^iD 

REASON: 1.4 (c) 

b6 DECLASSIFY ON: 06-26-2032 

b7c 

b7D 



b7D 

b6 

b7C 


Due to exigent circumstances, it is requested that toll 
records for the preceding 18 months for the referenced telephone 
numbers be provided* Subpoenas requesting this information have been 


sulonitted to th 
them formally t 



iAttomey'B Office who will process and serve 
as expeditiously as possible. 


Your assistance in this matter is greatly appreciated. 


b4 

b6 

b7C 

b7D 


Sincerely, 

Larry A, Mo f ford 


Assistant Di ir\ 


BY: 

Supervisory special Agent 


b6 

b7C 



ALL IHFOPHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE ZnOm OTHERWISE 


TOTAirP70i 


(1flR“31-2003 


SEteT 

14:27 \ 



P*Gb2 

b7E 


bl 

b2 

b7E 


b 4 

b6 

b7C 

b7D 


RE; 


Special Project/SA 


''Det - 


^ Due to exigent circumstances, it is requested that 

fttached list of telephone number brproviLd 
S ubpoenas requesting this information have been submitted the 
U.^^U:rprnerB Office who will process and serve them formSuy 
as expeditiously as possible* ^ 


tc 


b4 

b6 

b7C 

b7D 


Sincerely, 


SupUviadi^y ypeciai' Agent 


b2 

b7E 

b6 

b7C 


ALL njFORHATIOKF CmTTkimif 
HEPim IS UWC LASS I TIED EXCEPT 
ympz SHQfUH OTHERWISE 



DATE; 06-26-2007 

CLASSIFIED BY 6517$(liah/k5r/mA3 

REASON; 1,4 ic) 

DECLASSIFY ON: 06-26-2032 


202 324 


flPR-04-2003 


SECR 


15:53 



I 


PBIHQ 

935 Pennsylvania Avenue N.W. 
Washington, DC 20535 
Room 4944 


For the following telephone nunbere; 


b7D 

b6 

b7C 


SEC^ 


2 


b 2 

b7Ei 


MflR-20-2B03 



(S) 


bl 

b2 

blE 


RE: Special 


be 

b7c 

b7D 


Proj ect /S aT 




b6 

b7C 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone nunibers be provided. 
Subpoenas requesting this information have been submitted to the 
Attorney* s Office who will process and serve them formally 
to as expeditiously 'as possible. 



b4 

b6 

bic 

b7D 


b2 

b7E 

b6 

b7C 


PATE: 06-26-2007 

CLASSIFIED BY 65179cUih/}iSi:/aaj 

PJEASOH: 1,4 (c) 

DECLASSIFY Off: 06-26-2032 


ALL IffFOPJlATIOH CONTAINED 
HERE Iff IS OTCLASSIFIED E>XEPT 
WHEPE SHOffK OTHERUISE 



V 


MAR-20- 2003 16'- 19 





; 


total P.02 


mR-19-2003 U:56 



ALL rWFOPJlATIOW COKTAIKED 
HEREIN IS UNCLASSIFIED EXCEPT 
MHEPE SHOWN OTHERWISE 


b2 

pb7E 


DATE: Oe-30-2007 

CLASSIFIED BY 65179 /tiffih/ksc/calt 

REASON: 1.4 (c) 

DECLASSIFY ON: 06-30-2032 


(S) 


bi 

b2 

b7E 



b4 

be 

b7C 

b7D 



Special Project/SA 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided. 
Subpoenas requesting this information have been submitted to the 
attorney's Office who will process and serve them formally 
as expeditiously as possible. ^ 


U 


b4 

b6 

b7C 

b7D 


Sincerely, 


By j 

Supervisory Special Agent 


b2 

b7E 

b6 

b7C 


SEC^T 


nffi-19-2003 14:56 


?'□ 


b2 

p b7E 


b4 

b7D 

b6 

b7C 

b2 

b7E 








2 


MfllR* 19-2^3 


14§|VT 



b2 

»b 7 E 


(S) 


DATE: 06-26-2007 

CLASSIFIED BY 6SilSmu’k3Z/M^3 

REASOH: 1.4 (c) 

DECLASSir/ OH; 06-26-2032 

bl 

b2 

b?E 


b4 ALL IHFOPMATIOH COBTrAIHED 
bo HEREIN IS UNCLASSIFIED EXCEPT 
b7C IfJHERE SHOW OTHERUISE 
b7D 


RE: 


Special Project/SA 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided 
Subpoenas requesting this information have been submitted to the 

U^pjUj-orn.y'» Office who will process and serve them Jorm^l'y 

expeditiously ae possible . ^ 


bA 

b6 

b7C 

b7D 



Supervisory Special Agent 


b2 

b7E 

b6 

b7C 




MAR-19-2003 14:55 


?’□ 


b-4 

b7D 

be 

b7C 

b2 

b7E 


} 



b2 


SEcXj 

MAR-- 14-2003 16J44 \ 


202 324 



P, 01^01 



U.S« DcpartmeiU of Justice 


Fedortl Bureeu gf tuvestigatioo 


(S) 


b4 

b6 

b7C 

b7D 


b7D 

b6 

b7C 


b4 

b6 

b7C 

b7D 


bl 


In Reply 
File 


b2 

b7E 

FBIHQ 

935 Pennsylvania Avenue N.W. 
Washington D.C. 203S3 
Room 4944 


March 14, 2003 

DATEr 06-26-200? 

CLASSIFIED BY 65179diilL/k3rymaj 
PEASOH: 1,4 (c) 

DECLASSIFY OM: 06-26-2032 

RE 


ALL, lUPi Llih lALMiLU 

HEREII'3 IS UNCLASSIFIED EXCEPT 
WHERE ZWm OTHERUISE 



Due to exigent circumstances, it is requested that ' 
preceding 10 months of toll records for the referenced telephone 
number be provided. A subpoena requesting this information has 
been submitted to the U. , attorney ^ s Office who will process and 
serve them formally t< as expeditiously as possible. 


Your assistance in this inatter is greatly appreciated. 


Sincerely, 



Mefford 

Dirertor in rba-rn^ 


By; 

supervisory Special Agent 


b6 

b7c 


This doeumwit containa neither recomnMtfidaclgtta nor coricluoicm# the F»X* Iz ie the property ot 
FBI Ann ie loaned to your egency; it and lea concents are not CO be dietribuced out aide your 



...SECRET 





VS* DcparinKnl of Justloo 
Pedml Bureau of Investigadon 


□ 


r » »y4.y liji 

b2 


iS) 


In RepV* Rei 
Fiktfo, 




bi FBIHQ 

b2 935 Pennsylvania Avenue N.W. 
b7E Washington D.C. 20353 
Room 4944 

March 11, 2003 55-26-2007 

CLASSIFIED BY 6Si79dnih.''llsr/tt4) 
PEASON: 1.4 (c) 

DECLASSIFY OH: 06-26-2032 


ALL INFORHATIOH CONTAINED 
HEPIIH IS LWCLASSiriED EXCEPT 
IJHERE SHOWN OTHERWISE 


b4 

.b6 

b7C 

b7D 


Due to exigent circumstances, it is requested that 
preceding 10 months of toll records for the referenced 
telephone nuirt>er he provided. A subpoena requesting this 
information has been sulxnitted to the U.S. 
who will process Md serve them formally t 
expeditiously as possible. 



Ley’s Office 
as 


Your assistance is this matter is greatly 
appreciated. 


Sincerely, 

Lar^ A. Mefford 
Assistant Director in Charge 



b6 

b7C 


ThlB document contains neither recotimendations nor conclusions ol the FBI. it is the property o£ the FBI 
JnA ie loaned to your__^eney; it and its contents arc not to be distributed outside your aseney. 

SH 

T0T(:)L P.01 



X 


flPR-04-2003 15:53 


CAU 

/ ALL IHFOPHATIOM CONTAINEt' . 

\HEPZIN 13 UMCLASSIFIEIi 
DATE 06-30-2007 BY oSlTO/dmli/kSt/CSJ: 


202 324 



P.03 

b2 



Dep«rtmeiit of Justict 

F«d«nd Bureau of Investigation 


b4 

b6 

b7C 

b7D 


) 

b4 

b6 

b7C 

b7D 


lo Raptjf, Fkase Refer lo 
PlteNa 


PBIHQ 


RE; Special 


93S Pennsylvania Avenue H,W. 
Washington, DC 20535 
Room 4944 
April 3, 2003 


Project 



b6 

b7C 


rewstins thU Infotmtion hav. b.«. avbmittM t^thaTl 


as 


Your assistance in this 


matter is greatly appreciated.* 


Sincerely, 

Larry A. Mefford 
Assistant Direefcav -t n 


ax: I 

Supdrvi^ry Special Agent 


b6 

b7C 




202 324 


P,04 

b2 


CPU 

Cl ( 


PBIHQ 

935 Pennsylvania Avenue N.W. 
Washington, DC 20535 
Koom 4944 


For the following telephone numbers! 


b7D 

b6 

b7C 


J 


/ 


2 




I 



ALL rnFOPjdTIOTT CONTAIMEr^ 

HEFIIK IS T.TWCLASSXFIE1> 

IjATX 06-30'200? BY 6Sil9/mh/k3t/c^ 


U-S. Department of Justice 
Federal Bureau of Investigation 


In Reply ^ Please Rcfo- to Flic No. FBIHQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 

, May 28, 2003 


b4 

b6 

b7c 

b7D 


) 


RE : Spec i a 1 Pro j ec t 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided. 
Subpoenas requesting this information have been submitted to the 
U .S. Atto rney's Office who will process and serve them formally 
t< iS expeditiously, as possible. 


b-J 

b6 

b7c 

b7D 


Sincerely, 


Unit Chief 

Communications Analysis Group 


/ 


■ (Signature) 



(Print Name) 




b6 

b7C 


(Title) 


U*S* Department of Justice 
Federal Bureau of Investigation 


For the following telephone nunibers: 


b7D 

b6 

b7C 



i 

ALL IWFORHATIOM CONTAIHED 

HEREIN 13 UNCLASSIFIED 

DATE 06-:s0-2007 BY eSi79/di4i.^3L/cak 

U,S. Depaiimeot of Justice 
Federal Bureau oflnvcstigation 


1 


In Reply, Please Refer to Fite No. 



FBI HQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 

Date:^ / / 2003 

b6 

b7c 

b7D 


Special Project 


Due to exigent circumstances^ it is requested that 
records for the attached list of telephone numbers be provided. 
Subpoenas requesting this information have been submitted to the 
U S> Att orney's Office who will process and serve them formally 
to las expeditiously as possible. 


Sincerely, 


I b6 

Unit Chief 

Communications Analysis Group 


By; 

^Signature) 


(Print Name) 


(Title) 


\/ 


1 


Department of Justice 
Federal Bureau of Investigation 




For the following telephone numbers; 


b7D 

b6 

blC 


} 


) 


1 


ALL (iHFJORKATIOK COWAItJED 

HEPilM IS TOCLASSIFIED 

PATE 06-30-2007 BY 63179/'diali/ksr/ca}i 



D.S. Department of Justice 
Federal Bureau of Investigation 



In Reply, Please Refer to File No. 


FBIHQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
May 27, 2003 


b6 

b7c 

b7D 


RE: Special Project / 


b6 

b7c 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided 
Subpoenas requesting this information have been submitted to th. 

rol s Office who will process and serve them formally 

to as expeditiously as possible. 


b4 

b6 

b7C 

b7D 


Sincerely, 


1 


Unit Chief 

Communications Analysis Group 




By:| I 

Supervisory Special Agent 


b6 

b7C 


( ,i 



U.S. Department of Justice 
Federal Bureau of Investigation 


For the following t€ 

b6 

b7C 

slephone numbers: 

— 



t 


2 


Alt rnropjiATior ccimtaihec 

HEPIIM IS UKCtASSlhED 

DATE 06-30-20C7 BY 65i79/ciiiili/ksi:/caK 


1 , 



U.S. Department of Justice 
Federal Bureau of Investigation 


b4 

b6 

b7c 

b7D 


b4 ! 
b€ 
b7C 
b7D 


In Reply, Please Refer lo File No, 


FBIHO 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
May 23, 2003 


RE: Special Project ( 


Due to exigent circumstances , it is requested that 
records for the attached list of telephone numbers be provided. 
Subpoenas requesting this information have been submitted to the 
y^Sj_Atl^rney^s^Office^who will process and serve them formally 


as expeditiously as possible. 


Sincerely, 


j b6 

I b7C 

Unit Chief 

Communications Analysis Group 


Supervisory Special Agent 


( 





U.S. Department of Justice 
Federal Bureau of Investigation 



Fojt the following telephone numbers: 


blD 

b6 

biC 


SECtSET 


( 


b4 

b6 

b7C 

b7D 


b6 

b7C 

b7D 



U.S. Department of Justice 
Federal Bureau of Investigation 



(S) 


In Reply, Please Refer to File No. 


bl 

b2 

b 7 E 



PBIHQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
May 22, 2003 


ALL IHFOEMATIOH COHTAIMED 
HEPEIH IS UIJCLAS 3 IFIED EXCEPT 
TilHERE SHOW OTHERWISE 


DATE: 06 - 26-2007 

CLASSIFIED BY eslTSdELh/ksr/maj 

REASOK: 1.4 [c] 

DECLASSirf OH: 06-26-2032 


RE: Special 


Project 


/ 


b6 

b7C 


Due to exigent circumstances, it is requested that 

records for the atteohed, list of telephone nmnbe?i prwt^d 

U f Ittor^e^Toj?® have been eubmlt?ed tf the 

tol Office who will process and serve them formally 

to| as expeditiously as possible. ^ 


Sincerely, 


b6 

Unit Chie"f 

Communications Analysis Group 


By: 

Supervisory Special Agent 



V 


1 


SECfl^T 



U.S. Department of Justice 
Federal Bureau of Investigation 



For the 



tple phone 


numbers : 

b7D 

b6 

b7C 


^ 


SEC)^^ 






( 


(. -■ 



U.S. Department of Justice 
Federal Bureau of Investigation 


IS) 


Jn Reply, Please Refer to File No. 

Enter Case Number 


bl 

b2 

b7E 


b4 

blD 

b6 

b7C 


FBIHQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 

May 22, 2003 ■ 06-26-i;007 

CLAS3IFIEE BY 6517Sdmh/k3E/maj 
PEA30H; 1.4 (cl 
DECLASSIFY OH; 06-26-2032 


ALL IHFDPHATIOM COHTAIWED 
HEREIN IS UNCLASSIFIED E>XEPT 
WHERE SHOWN OTHERWISE 


b4 

b<5 

b7c 

b70 


RE; Special Project / 


b6 

b7C 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided. 
Su poena s requesting this information have been submitted to the 
u.S^_At£orney's Office who will process and serve them formally 
to as expeditiously as possible. 


■ Sincerely, 


unit chiet 

Communications Analysis Group 


b6 

bTC 


By;| 

Supervisory Special Agent 



1 


SEGfiET 


( ; 

U.S. Department of Justice 
Federal Bureau of Investigation 


For the following telephone numbers: 



b7D 

b6 

b7C 

4 

2 


2 







{ 


hlD 

b6 

bTC 




3 


ALL IHFOPJtATIOW COOTAIHFD 

HEREIN 13 UWCLA^IP^IED 

tATE rji^-:jO -200*7 BY 6Sl79/dmh/ksi[/C£i}i 



U.S. Department of Justice 
FedcTBl Bureau of Investigation 


b4 

b6 

b7C 

b7D 


• 

h4 

b6 

b7C 

b7D 


1ft Reply, Please Refer to File Nil 


b2 

b6 

hlC 


RE: Special 


FBIHQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
May 22, 2003 


Project / 


b6 

b7c 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided. 
Subpoenas requesting this information have been submitted to the 
Att orney' Office who will process and serve them formally 
to as expeditiously as possible. 


Sincerely, 


Unit Chief 

Communications Analysis Group 


By: 

Supervisory Special Agent 


b6 

b7C 



U,S. Department of Justice 
Federal Bureau of Investigation 


For* the following telephone numbers: 


b7E> 

b6 

b7C 


I, 



ALL iWof^KATTCiN CONTAINED 

HEPEIK IS UNCLASSIFIED 

DATE 06-S0-2007 BY 6Si79/djuli/ltsr/C^ 


U.S. Department of Justice 
Federal Bureau of Investigation 


In Reply, Please Refer to File No, 

Enter Case Number 


FBIHQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 



b4 

b6 

b7C 

b7D 


Sincerely, 


b6 

b7C 


Unit Chief 





By: 




b6 

b7C 


Supervisory Special Agent 


V 


1 





U.S. Department of Justice 
Federal Bureau of Investigation 


For the following telephone ntunbers: 


b7D 

b6 

b7C 


ALL TWFOimTIOU COWTAIMXD 

HEKEIK 13 LTUCLA^SIFIED 

PATE Q6"::30-2007 BY 6 5i79/dah/JJ?i:/c^ 



U*S, Department of Justice 
Federal Bureau of Investigation 



b6 

b7c 

b7D 


) 


bA 

b6 

b7C 

b7D 


FBI HQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
May 22, 2003 


RE: Special Project / 


}ji Reply, Plcajc Refer lo file No. 

Enter Case Number 


be 

b7C 


^ ^ i: exigent circumstances, it is requested that 

records for the attached list of telephone numbers be provided 
Subpoenas requesting this information have been submitted to the 
,a*,.AJ'J:orney's Office who will process and serve them formally 
as expeditiously as possible. 


tc 


Sincerely, 

b6 

b7C 



Unit Chief 

Communications Analysis Group 





By: 




Supervisory Special Agent 


. - Ir 


V 


U.S. Department of Justice 
Federal Bureau of Investigation 




For the following telephon«a mimKo-e . 


b7D 

b6 

b7C 





\ 



ALL IHFOPJIATIOK CoAtAIMEP 

HEKEIH IS tJJJCLASSIFIED 

DATE CI6-3l3-£007 BY 651?9/didi/k3E /caA 

U.S. Department of Justice 
Federal Bureau of Investigation 


,) 


in Rtply, Please Refer lo File No. 

Enter Case Number 


FBI HQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 


May 20, 2003 



b6 

b7C 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided. 
Siibpoenas requesting this information have been submitted to the 
_Atiorney's Office who will process and serve them formally 


is expeditiously as possible. 


b4 

b6 

blC 

b7D 


Sincerely, 


Unit Chief 

Communications Analysis Group b 7 c 



-1- 


V 


( 



U.S. Department of Justice 
Federal Bureau of Investigation 



2 


I 


t 


ALL IHFOPHATIOH CGfTAXHED 

HEPEIM 13 UJICLAS3IF1EJD 

DATE 0€'30-2007 EfY 65i79/cjjmh/ii3i;/i:ak 



U.S. Department of Justice 
Federal Bureau of Investigation 



In Reply, PJease Refer to Fik Ng. 

Enter Case Number 



FBIHQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
May 20, 2003 


b4 

b& 

b7C 

b7D 


RE: Sp ecial Project / 


b6 

b7C 


Due to exigent circumstances, it is recr]# 3 «!i-cir^ = 

attached list of telephone numbers be proviLd 

U ? "rornJw rof?Lf 'h submitLd tf^he Sc 

to l ' u l t s Office who will process and serve them formally t>7E 
toj as expeditiously as possible. imdixy 


Sincerely, 

1 b6 

__ I b7C 

Unit Chief 

Communications Analysis Group 



Supervisory Special Agent 


T 


b6 

b7C 



U.S. Department of Justice 
Federal Bureau of Investigation 



the, following telfinhone numbers: 



b7D 

b6 

blC 


2 


r 


i 


bA 

b6 

b7C 

b7D 


) 


Thanks foTvoiir h efp 


b6 

b?C 


] 


3 


ALL IHFOPJIATIOIJ COmiHED 

( '■ HEREIN p UNCLASSIFIED 

DATE Ob-^jO-ZOO? BT 65179/d]tth/kSi:/Cd)£ 



U,S, Department of Justice 
Federal Bureau of Investigation 



Jn Rq>ly, Please Refer lo File No. 


FBI HQ 

935 Pennsylvania Avenue NW 
Washington , DC 20535 
Room 4944 
May 14, 2003 


b4 

b6 

b7C 

b7D 


RE: 


Special Project / SSA 


b6 

b7c 


Due to exigent, circumstances, it is reouested that- 
SuiZtLi°l list of telephone nur*eS be toU?Ld. 

u att- this information have been submitted to th 

U^S^^orney's Office who will process and serve ^em for^Uy 
to as expeditiously as possible. lormaiiy 


b4 

b6 

b7C 

b7D 


Sincerely, 


] 


b6 

b7C 


Unit Chief 
Communications .Analysis Group 



b6 

b7C 


By: [ 


Supervisory Special Agent 


( 



U.S. Department of Justice 
Federal Biireau of Investigation 


For the following telephone numbers: 


b7D 

b6 

b?C 



ALL INFORHATION CCMT^IMED 
HEREIN 13 TOCUS3IFIEI'. 

I'ATE 06-30-2007 BY 65179/cML/)s3t/cak 


U.S. Department of Justice 
Federal Bureau of Investigation 


In Reply, PItase Refer lo File No. 



FBIHQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
June 27, 2003 


b4 

b6 

b7C 

b7D 


RE: Special Project / SSA 


□ 


bfe 

b7C 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided 
Subpoenas requesting this information have been submitted to the 
•S Abiorney's Office who will process and serve them formally 
as expeditiously as possible. 


b5 

bo 

b7C 

b7D 


to 


Sincerely, 


] 


b6 

b7C 


Unit Chief 
Communications Analysis Group 



Supervisory Special A 




U.S. Department of Justice 
Federal Bureau of Investigation 


i 



te Ieoh on A mimKcT-g . 


b7D 

b6 

b7C 


J 


2 


( 



ALL rWFORKATIOH CGHTAHJED 

HEMIIJ 13 ItUCLASSIFIED 

DATE 06-30-2007 BY 6U7?/dioh/)i3i:/cak 

U.S. Department of Justice 
Federal Bureau of Investigation 


in Keply, PJcast Refer lo FUe No. 


RE: Special 


FBIHQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
June 20, 2003 


b6 

b7C 

b7D 


Project / SSA 


b6 

b7C 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided. 
Subpoenas requesting this information have been submitted to the 


b6 

b^C 


Att orney's Office who will process and serve them formally b7D 


to 


as expeditiously as possible. 


Sincerely, 

b6 

b7C 

unit Chief 

Conununications Analysis Group 


bo 

b7C 


By: 

Supervisory Special Agent 


1 


y 


\ 



U.S, Department of Justice 
Federal Bureau of Investigation 


b70 

b6 

b7C 


For the following telephone numbers; 


i 


kll INFOPJ^iTICJN COHTAIHED 

HEPXIH IS tWCLASSiriED 

DATE 05”30"2007 BY 65179/diah/k3L/cak 



U*S, Department of Justice 
Federal Bureau of Investigation 



In Reply. Please Refer to File No, 


FBIHQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 
June 20, 2003 



b6 

b7C 


Due to exigent circumstances, it is recmp.e:^oA = 
records for the attached list of telephone numbers be provided bic 

information have been submitted to the 
U.fi_ittorners Office „hc will process and serve them formaUy 
as expeditiously as possible. 


to 


Sincerely, 

I b7C 

unit Chief ' 

Commum f7a t~ 1 f^^e. W. h- 


By : 

Supervisory Special Agent 


b6 

b7C 


I 



U.S- Departmeot of Justice 
Federal Bureau of Investigation 


For the following telephone numbers; 


b7D 

b6 

b7C 




2 


I 


ALL tltlFDRMATION CONTAIIJED 
HEREIH IS UHCLASSIFIE& 

DATE 06-30-2007 BY SiiTO/diQli/iiSE/cak 



U.S. Department of Justice 
Federal Bureau of Investigation 


Jn Reply* Please Rcftr \o File No, 



FBIHQ 

935 Pennsylvania Avenue KW 
Washington, DC 20535 
Room 4944 

Date:_^ / / 2003 


b6 

b7C 

b7D 


RE: Special Project 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided. 
Subpoenas requesting this information have been submitted to the 
U. S . Atto rney ' s Office who will process and serve them formally 
tq as expeditiously as possible. 


b4 

b6 

b7C 

b7D 


Sincerely, 


b6 

b7C 


Unit Chief 
Communications Analysis Group 


By: 


(S immature) 




yi^rint Mamel 


b6 
. b7C 


(Title)/ 


U.S. Department of Justice 
Federal Bureau of Investigation 




' 2 - 


JUN-08-2003 


P.02 



DATE: 06-3Q-2007 

CLASSIFIED BY 65179/rMVksE/cak 

PEASOH: 1.4 (c) 

DECLASSIFY OK: 06-30-2032 



U.S. 

Feder^ Buretu of hivestigition 


(SJ 


Ift Rcply^ PttMSt lo Hie 


o 


e 

bl 

b2 e 

blE 

o 


b4 

bo 

b?C 

bTD 


RE: Special Project / ® 


DATE;d>t) / 00/^002 



b6 

b7C 


Due to exigent circumstances, it is requested that 
records for the attached list of telephone numbers be provided* 
Subpoenas requesting this information have been submitted to the 
U- S n rt jQrney's Office who will process and serve them formally 
to as expeditiously as possible* 


b4 

b6 

b7C 

b7D 


Sincerely, 


ALL IWFGRKATIOM COWTATWED 
HERE IK IS LBICLASi5IFIED EXCEPT 
IifHERZ SHOWN OTHERWISE 


(PRINT WAHE) 



(TITLE) 


b6 

b7c 


SEC^ 


X 


1 


JUN-08-2003 1 ^Bsret 


P.03 


{ 





VJS, DcpftrtmcQt of Justice 
Federal Bureau of Investigatloii 


For th© f ol lowing tolsphons numbers ! 


b7D 

be 

b7C 





r^... .i.'__TOTOL. P.03 


ALL IITFORIIATrOW COHTAITJED 

HEREIN IS UMCLAisiFIED 

DATE 06-30-2007^ 65179/±uh/Ji5r/cak 



U.$. Depairtoient of Justice 
Federal Bureau of Investigation 




In Reply. Please Refer to Fite No FBI HQ 

935 Pennsylvania Avenue NW 
Washington , DC 20535 
Room 4944 
June 5, 2003 


b4 

b6 

b7C 

b7D 


RE: Special Project / 


b6 

b7C 


Due to exigent circuinstances , it is requested that 
records for the attached list of telephone numbers be provided. 
Subpoenas requesting this information have been submitted to the 
u . s . Attorney' s Office who will process and serve them formally 


to 


as expeditiously as possible. 


b4 

b6 

b7C 

b7D 


Sincerely, 


Unit Chief 

Comrmini cat ions Analysis Group 


By: \_ 

Supervisory Special Agent 


b6 

b7C 


1 


X': 



U.S. Departmeot of Justice 
Federal Bureau oflnvestigation 


For* the following telephone numbers: 


b7D 

b6 

b7C 


I 



ALL lUFORHATlOW COHTAIMED 

HEREIN IS ^CLASSIFIED 

DATE 06-30-2007 BY 66i79/cliih/k3i:/caJ: 

U.S. Department of Justice 
Federal Bureau of Investigation 


Iti Reply, Please Refer to File No 


FBIMQ 

935 Pennsylvania Avenue NW 
Washington, DC 20535 
Room 4944 

Date I 2003 


b4 

b6 

b7C 

b7D 


RE: Special Project 




Due to exigent circuinstances, it is requested that 
records for the attached list of telephone ntmbers be provided. 
Subpoenas requesting this information have been submitted to the 57 c 
U*S. Atto3mev's Office who will process and serve them formallv b7D 
^f-1 as expeditiously as possible. 


Sincerelyi 


b€ 

b7C 


Unit Chief 
Comm unications Analysis Group 


By: 


Signature) 


b6 

b7C 


( Print Name) 


L 




(Title) 






tI.S. Department of Justice 
Federal Bureau oflnvestjgation 


the folltjvifinQ fplpphone numbers : 


b7D 

b6 

b7C 


National Security Letters • NSLB - OGC 


Page 3 of H 


United States person is not conducted solely on the 
basis of activities protected by the First 
Amendment of the Constitution of the United 
States. (The 168iv NSL standard is slightly 
different to reflect that it applies only to 
international terrorism investigations.) Prior to the 
2001 USA PATRIOT Act, the standard for issuance 
of an NSL was that the target or the communicatior 
wat; t-ieH frn a fnreinn nnwerJ [ 


A request for an NSL has two parts. One is the NSL 
itself, and one is the EC approving issuance of the 
NSL. The authority to sign NSLs has been delegated 
to the Deputy Director, Executive Assistant Director 
and Assistant EAD for the National Security Branch; 
Assistant Directors and all OADs for CT/CI/Cyber; 
General Counsel; Deputy General Counsel for the 
National Security Law Branch; Assistant Directors 
in Charge in NY, D.C., and LA; and all SACs. The 
authority to certify and recertify the non-disclosure 
requirement of NSLs has also been delegated to 
those same persons. Persons acting in those 
capacities may not exercise such signature, 
certification or recertification authority. 


THE NSL 

All NSLs must be addressed to the specific 
company point of contact (many of which are listed 
on NSLB's website). Alt NSLs should identify the 
statutory authority for the request, the type of 
records requested, and provide identifying 
information to assist the company in processing the 
request. One change has been made to the opening 
paragraph; recipients are now "DIRECTED" to 
produce the information rather than simnlv 
" rea uested . "\ 



All NSLs require a certification that the records 


National Security Letters - NSLB - OGC 


Page 4 of 14 


sought are relevant to an authorized investigation 
to protect against international terrorism or 
clandestine intelligence activities and that an 
investigation of a USP is not conducted solely on 
the basis of First Amendment rights (with the 
1681V NSL certification being slightly different to 
reflect its application only to international terrorism 
investigations). 

The major recent change in the format of the NSL 
derives from the newly enacted USA PATRIOT 
Improvement and Reauthorization Act of 2005 
(2005 USA PATRIOT Act). The non-disclosure 
provision is no longer automatically included in the 
NSL. If the requesting party seeks to have a non- 
disclosure provision included in the NSL, there 
needs to be a certification in the NSL that the 
disclosure may endanger national security, 
interfere with a criminal, counter terrorism, or 
counterintelligence Investigation, or interfere with 
diplomatic relations or endanger a life. Once the 
certification is made, the recipient is under an 
obligation not to disclose the fact of the request to 
anyone except those in the company that have a 
need to know and to legal counsel, if necessary. 
Further, as to those NSL which contain a non- 
disclosure provision, the NSL recipient is informed 
that he must convey the non-disclosure 
requirement to persons who have such a need to 
know, and that, if asked, he must inform the FBI of 
the names of those persons. In addition, the NSL 
recipient is informed that he may challenge that 
non-disclosure provision. In all NSLs, the recipient 
is informed of his right to challenge the NSL itself if 
compliance would be unreasonable, oppressive or 
otherwise unlawful, as well as the right of the FBI 
to enforce the NSL, including the non-disclosure 
provision, if there is one. The recipient is also 
informed that he may return the information to the 
FBI via federal express, secure fax, or personal 
delivery but not via regular mail or non-secure fax. 


NEW LANGUAGE OF THE MODEL NSLS 

b2 




National Security Letters - NSLB - OOC 


Page 5 of 14 


The following is the new language that you will now 
see in model NSLs. The first three paragraphs are 
optional, to be used If there is a need for non- 
disclosure. 

In accordance with [ cite to pertinent 
statute], I certify that a disclosure of 
the fact that the FBI has sought or 
obtained access to the information 
sought by this letter may endanger the 
national security of the United States, 
interfere with a criminal, counter 
terrorism, or counterintelligence 
investigation, interfere with diplomatic 
relations, or endanger the life or 
physical safety of a person. 

Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, 
employee, or agent of yours, from 
disclosing this letter, other than to 
those to whom disclosure is necessary 
to comply with the tetter or to an 
attorney to obtain legal advice or legal 
assistance with respect to this tetter. 

In accordance with [cite to pertinent 
statute], you are directed fo notify any 
persons to whom you have disclosed 
this letter that they are also subject to 
the nondisclosure requirement and are 
therefore also prohibited from 
disclosing the letter to anyone else. 

In accordance with [cite to pertinent 
statute], if the FBI asks for the 
information, you should identify any 
person to whom such disclosure has 
been made or to whom such disclosure 
will be made. In no instance will you be 
required to identify any attorney to 
whom disclosure was made or wilt be 
made in order to obtain legal advice or 
legal assistance with respect to this 
request. 

In accordance with [cite to pertinent 
statute], you have a right to challenge 
this request if compliance would be 
unreasonable, oppressive, or otherwise 
unlawful and the right to challenge the 
nondisclosure requirement set forth 
above. 

In accordance with [cite to pertinent 


! 


b2 




National Security Letters - NSLB - OGC 


Page 6 ofl4 


statute/, an untawful failure to comply 
with this letter, including any 
nondisclosure reduirement, may result 
in the United States bringing an 
enforcement action. 

COVER EC 

The cover EC serves five functions. 

1. It documents the predication for the NSL by 
stating why the information sought is 
relevant to an authorized investigation, 

2. It documents the approval of the NSL by 
appropriate personnel, 

3. It documents certification of the necessity for 
non -disclosure, when applicable, 

4. It contains information needed to fulfill 
Congressional reporting requirements for 
each type of NSL (subject's USP status, type 
of NSL issued, and the number of phone 
numbers, email addresses, account numbers 
or individual records being requested in the 
NSL), and 

5. It transmits the NSL to NSLB for reporting 
requirements, to CTD, CD, or Cyber for 
informational purposes, and, in the case of 
personal service, to the requesting squad or 
delivering field division for delivery. 

The EC must reference an investigative case file, 
and not a controi file, to which the information 
sought is relevant. See E C dated 2/23/200 7. 
Guidance on the Reference of Investigative Case 
File Number in NSL-authorizing EC, 319X-HQ- 
A1487720-OGC, serial 326. The EC does not need 
to reference an NSLB file any longer. However, 
there must be a lead to NSLB, for informational and 
reporting purposes, and a lead to the relevant HQ 
operational unit, (CTD, CD, Cyber), for 
informational purposes. There does not need to be 
a hard copy of the EC or NSL sent to NSLB or the 
relevant HQ operational unit. 

The requirement for certification for the need for a 
non-disclosure provision is the major change in the 
format of the EC. It derives from the USA PATRIOT 
Improvement and Reauthorization Act of 2005 in 
that the requesting party must affirmatively take 
steps to have a non-disclosure provision included in 
the NSL; it is not automatic anymore. If a non- 
disclosure provision is sought, the EC must set 
forth a factual predicate to require such a provision. 


r 


1 


b2 


National Security Letters - NSLB - OGC 


Page 7 ofl4 


As a general matter, the certification must assert 
that disclosure may endanger national security, 
interfere with a criminal, counter terrorism, or 
counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or 
physical safety of a person. More specifically, the 
manner in which those dangers may arise from 
disclosure of the issuance of an NSL could include: 


1. 



1 





2. 


1 



1 


1 



3. 

1 t 



4. 

1 ■■ 1 



5. 












j 


I 




6, 


1 

L Lj 

1 ■■ 




n 

7. 

1. " ' — " 


1 




1 





8. 







i 




1 

i_ __ 

^ 





□ 

9. 

] 


1 





L_ 




b5 

b2 

b7E 


; 


1 


National Security Letters - NSLB - OGC 


Page 8 of 14 



This is not an exclusive list. Therefore, if there are 
other reasons for requesting a non-disclosure 
provision, those reasons should be set forth in the 
EC 


NEW LANGUAGE OF THE MODEL ECS 

The following is the new language that you will now 
see in model ECs. 

[Option 1 - Invoking Nondisclosure 
Requirentent] 

(U) In accordance with (cite to 
pertinent statute] I, the senior offidai 
approving this EC, certify that a 
disclosure of the fact that the FBI has 
sought or obtained access to the 
information sought by this letter may 
endanger the national security of the 
United States, interfere with a criminal, 
counter terronsm, or 
coonter/nteWfifence investigation, 
interfere with diplomatic relations, or 
endanger the life or physical safety of a 
person. 

(5) Brief statement of the facts 
justifying my certification in this case: 

[Option 2 - Declining to Invoke the 
nondisclosure requirement] 

(U) I, the senior offidai approving this 


I 


1 


National Security Letters - NSLB - OGC 


Page 9 ofl4 


£C, have determined that the facts of 
this case do not warrant activation of 
the nondisclosure requirements under 
the applicable National Security Letter 
statute. 

VARIOUS GUIDANCES 

Attached are guidances that relates to NSLs. 

1. EC dated 5/27/2005, 319X-HQ-A14S7720- 
OGC, serial 20, which authorizes the use of 

return dates. 

2. EC dated 6/29/2005. 319X-HQ-A1487720- 
OGC, serial 24, which relates to use of 
restricted delivery services to serve NSLs. 

3. EC dated 3/20/2006. 319X-HQ-A1487720- 
OGC, serial 213, which permits the FBI to 
serve NSLs by non -secure fax under certain 
conditions. 

4. EC dated 4/11/2 006. 319X-HO-A1487720- 
OGC, serial 222, which relates to the FBI's 
reimbursement policy for NSLs. 

5. EC dated 3/09/2006 . 319X-HQ-A1487720- 
OGC, serial 210, which delegated NSL 
approval and certification authority. 

6. EC da ted 3/09/200 7. 319X-HQ-A1487699- 
RMD, serial 17, which created the NSL 
"document type" in ACS. 

7. NSL Po werPoint , which include a summary of 
NSL information. 

8. EC dated 4/4/ 2007 . 319X-HQ-A1487720- 
OGC, Procedures for Redacting NSL Results 

The relevant delegation of signature authority EC is 
the one issued on 3/09/2006, set forth above. This 
encompasses all signature delegations and takes 
precedent over alt of the other delegations (and 
supercedes some). So please look to it to 
determine who has authority to sign NSLs. The EC 
dated 3/09/2006 also provides for delegation of the 
authority to certify that the non-disclosure 
provision is necessary with respect to a given NSL. 
Further, this delegation also provides authority with 
respect to the ability to recertify the need for non- 
disclosure were the non-disclosure to be challenged 
a year or more after service of the NSL. As has 
been DOJ policy for quite some time, a person in an 
acting position does not have the authority to sign 
NSLs. It follows that those in an acting position do 
not have authority to certify or recertify the non- 
disclosure provision, either. Although the 
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3/09/2006 delegation contains all the relevant NSL 
delegations, it is not referenced in the model EC. 
This is a change from the previous model ECs. 

If you need to view the statutory authority for 
these NSLs, copies of the ECPA, RFPA, and PCRA 
statutes can be found on the OGC main library 
website. In addition, the 2001 and 2005 Patriot 
Acts are also on the OGC main library website. 

APPROVAL STANDARD FOR NSLS 


NSLs are reviewed by CDCs at the field office level. 
At headquarters, they are reviewed by NSLB. At all 
levels, they must meet the legal standards set forth 
above, namely releva nce to an authorized national 
security investigationj I 


j — - - otherwise, 

an^^tar^et with a telephone or a bank account is 
subject to an NSL. And that is not the standard for 
issuance of an NSL, The model EC now states that 
a full recitation of the reason for initiating and 
maintaining the investigation is necessary in order 
to justify an NSL. The reason is common senslcal - 
there can be no reason to issue an NSL if the 
subject matter or issue to which it supposedly 
relates is not worthy of investigation or if the 
investigation is bas ed solely on the exerclse of F irst 
Amendment rlghts.r 



n other words, in order for an 

NSL to meet the legal standard set forth in the 
statutes, the reviewing party has to assure that 
there is a proper reason for investigating the target 
and not an improper reason, for instance, 
exercising First Amendment rights.. 


Moreover, the legal review that is done by the 
CDCs is consistent with the factual review that 
should be done by SACs in certifying that the NSL 
is relevant to an authorized national security 
investigation and that the investigation is not based 
on the exercise of First Amendment rights by a 
U.S.P. An SAC can no more make the required 
certification than the CDC can make the required 
legal review if presented only with barebones 
information of the existence of an investigation and 
a target's telephone or bank account. Thus, the 
recitation of facts about the reason for initiating 

and maintaining an investigation serves to support 


b2 

b7E 

b5 
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both the SAC certiftcation and the CDC legal 
review. 

Thus, approval of an NSL needs to include a review 
of why the FBI is conducting the investigation. The 
fact that there is no legal review of the opening of 
an investigation does not preclude review of the 
reason for the investigation in the course of 
determining whether an NSL request meets the 
legal standard of the NSL statute. 

NO EXIGENT LETTERS 

The practice of using exigent letters to obtain NSL- 
type information prior to issuance of an NSL has 
been prohibited. See EC dated 3/1/2007, 

Telephone Inquiries; Emergency Disclosure 
Provision, 319X-HQ-A1487720-OGC, Serial 331. 
Instead, in emergency circumstances, a letter 
under 18 U.S.C. 2702 (which letters are also 
sometimes called "exigent letters" by the field but 
they differ from those that have been used at HQ 
because they do in fact reference 2702 and thus 
are acceptable) may be issued. The letter, a sample 
of which is attached to the above- referenced EC, 
describes the circumstances of the emergency and 
requests that the recipient make a determination 
that in fact "an emergency involving immediate 
danger of death or serious physical injury to any 
person justifies disclosure of the information." 18 
U.S.C. § 2702(b)(8) and (c)(4). Both content and 
customer records are available under this statute. 
The disclosure does not need to be followed by 
legal process, although some recipients may 
require such process, and a promise In advance, in 
order to release the records. 

REPORTING REQUIREMENTS 

NSLB (s required to report information about its 
NSL usage to Congress. Therefore, it is crucial that 
the portion of the EC that addresses repotting 
requirements is accurately addressed. While an EC 
may cover more than one target, more than one 
account, and more than one recipient, when ail of 
the requests are related, the EC must break down 
the number of targeted phone numbers/email 
accounts/financial accounts that are addressed to 
each and every NSL recipient. Therefore, if there 
are three targets, ten accounts, and six recipients 
of an NSL, then the EC must state how many 
accounts are the subject of the NSL to recipient 1, 
to recipient 2, etc. It is not sufficient to tell NSLB 
that there are ten accounts and six recipients. 


r 
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In addition, under the 2005 USA PATRIOT ACT, we 
must now report the USP status of the subject of 
the NSL request (as opposed to the target of the 
investigation to which the NSL is relevant). While 
the subject is often the target of the investigation, 
that may not always be the case. So the EC must 
reflect the USP status is of the subject of the 
request - the person whose information we are 
obtaining. If we are obtaining information about 
more than one person, the EC must reflect the USP 
status of each of those persons. (See the form ECs, 
which make dear that the USP status applies to the 
subject(s) of the request for information.) 

Also, to make sure that NSLB Is reporting the 
correct type of information that is being sought, 
please be sure that the EC is consistent as to the 
type of information that is being sought. Keep in 
mind that when asking for toll billing records or for 
transactional records, the information produced will 
include subscriber information. Thus, in that case, 
the EC need only state the request is for toll billing 
records or transactional records, and the reporting 
paragraph should be consistent and state that toll 
billing or transactional records are being sought for 
X number of accounts, and, if multiple recipients, 
from each of recipients #1, #2, etc. 

DISSEMINATION OF NSL MATERIAL 

Information obtained through the use of an NSL 
may be disseminated in accordance with general 
standards set forth in The Attorney General’s 
Guidelines for FBI National Security Investigation 
and Foreign Intelligence Collection (NSIG). 
Dissemination is further subject to specific 
statutory limitations (e.g., toll record NSL statute, 
ECPA, 18 U.S.C. §2709, and financial record NSL 
statute, RFPA, 12 U.S.C. §3414(a)(5)(B), permit 
dissemination if per NSIG and information is clearly 
relevant to responsibilities of recipient agency; 
limited credit information NSL statute, FCRA, 15 
U.S.C. §1681u, permits dissemination to other 
federal agencies as may be necessary for the 
approval or conduct of an FCI investigation; no 
special statutory rules for dissemination under full 
credit report NSL statute, FCRA, 15 U.S.C. 

§1681v). 

Although the requesting EC is generally classified 
because it provides reasons for the investigation 
and the need for the NSL, the NSLs themselves are 
not classified, nor is the material received in return 
from NSLs classified. That information may be used 
in criminal proceedings without any declassification 
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Attached also please find a list of the names and 

addresses of appropriate o ffices/ persons to w hom 

NSLs should be addressed] I t>2 


Since OGC generally does not have contact with 
these entities, we rely on the field to let us know 
when these points of contact are outdated or when 
new entities come into play for which POCs would 
be useful . So please let us know when you run 
across POC information that headquarters and 
other field offices might find useful. 

FINANCIAL INSTITUTION NSLS 
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Until such time as the standard RFPA NSL has been 
amended to reflect the above, if you run into this 
problem with a financial institution, please contact 
your CDC or NSLB. 

MISCELLANEOUS 

If you come across useful information oiLflUlfir 
NSL-related topics, please em ail o r cal t 1 

l>f NSLB (202-32<^ |and we will add it 
to this website. Further, if there are modifications / 

b2 



Lri^it modified at 05/03/2007 06:54 AM 


USER TIPS LEGAL NOTICE 




U.$. l>«par(nienl of Justice 



Federal Bureau of Investigation 


Washington, D. C. 20S3J-00OI 

DRMTTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


[MR. /MRS. /MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

Dear [MR . /MRS . /MS . ] [LAST NAME] : 


ALL INFOPHATIOW COFTAIHID 

HEREIH IS WCLA3SIFIED 

C'ATI 06-015-2007 BY 65179 tHH/KSF/JU 

1076786 


Pursuant to Executive Order 12333, dated December 4, 
1981, and 15 U.S.C. § 1681v of the Fair Credit Reporting Act (as 
amended) , you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) with a copy of a consumer credit report 
and all other information contained in your files for the below- 
listed consumer (s): 


NAME(S) : 

ADDRESS (ES) : [if available] 

DATE(S) OF BIRTH: [if available] 

SOCIAL SECURITY NUMBER(S) : [if available] 

In accordance with Title 15, U.S.C. § 1681v, I certify 
that the information sought is necessary to conduct an authorized 
investigation of, or intelligence or counterintelligence 
activities or analysis related to, international terrorism. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) , than include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681v(c) (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 15 U.S.C. § 


[MR. /MRS. /MS.] [COMPLETE NAME] 


1681v(c) (1) and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter. 

In accordance with 15 U.S.C. § 1681v(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681v(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter . 


[Include the following language in all HSLs . ] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERIH6 
OIVISIOH] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [ xxxx ] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] , ^depending on whether service is personal or through a 
delivery service] . Due to security considerations, you should 
neither send the records through routine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation , 
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[MR. /MRS. /MS. ] [COMPLETE NAME] 


Your cooperation in this matter is appreciated. 


Sincerely, 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN 
CHARGE/ 

SPECIAL AGENT IN CHARGE] 
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U.S. Department of Justice 



Federal Bureau of Investigation 


WiisJiinBton. D C. 20535-0001 

[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


[MR./MRS./HS.] [COMPLETE NAME OF POC] 

[TITLE, IF AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 

[CITY, STATE - NO ZIP CODE] 

DEAR [MR. /MRS. /MS.] [LAST NAME] : 1076786 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
{U.S.C.), Section 1681u(b) (the Fair Credit Reporting Act, as 
amended) , you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) the names, address, former addresses, 
places of employment, or former places of employment of the 
below-named consumer (s) : 


NAME(S) : 



ADDRESS (ES) ; 

[if 

avail aH^le] 

DATE(S) OP BIRTH: 

[if 

available] 

SOCIAL SECURITY NUMBER (S) : 

[if 

available] 


PLEASE DO NOT PROVIDE THE PULL CREDIT REPORT, AS THAT IS NOT 
BEING REQUESTED OR SOUGHT. 

In accordance with Title 15, U.S.C., Section 1681u(b), 
I certify that such information is sought for the conduct of an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, and that such 
an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First 
Amendment to the Constitution of the United States. 


ALL INFORIIATIOM COWTAIKEti 

HEPEIM IS UWCLA35IFIED 

DATE 06-06-2007 BY 65179 DIIH/K3R/JU 


[Certification; The nondisclosure requirement is not an automatic 
feature of the HSL. If the supporting EC for this HSL included 
Option 1 (Invoicing the Nondisclosure Requirement) , then include 
the language in the following 3 paragraphs in the NSL.) 

In accordance with 15 U.S.C. § 1681u(d) (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 15 U.S.C. § 

1681u(d) (1) and {3} prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with' the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter. 

In accordance with 15 U.S.C, § 1681u(d)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681u(d) (4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter . 


[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 
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Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN ] , depending on whether service is personal or through a 
delivery service] . Due to security considerations, you should 
neither send the records through routine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 


Sincerely yours. 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN CHARt^/ 
SPECIAL AGENT IN CHARGE] 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date : 00/00/2007 

To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 

[ COUNTERTERRORISM/ At tn : [ UNIT ] 

COUNTERINTELLIGENCE /CYBER] — 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 

(if using personal service) [Squad] [X] 


From; (DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 


(U) 

m 


improved By; 


Drafted By; 


[ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 

[ABAC NAME] 

[COC NAME] 

[SSA NAME] 


DECLASSIFIED BY 65179 DHH/K3R/JW 
ON 06-06-2007 


[LAST FIRST MIDDLE NAME: INITIALS] 


1076786 


Case ID #: ^ 


Title : 



[CASE FILE NUMBER] (Pending) 
[SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 

00: [OFFICE OF ORIGIN] 


Synopsis: (U) (NSLCII) Approves the issuance of an Fair Credit 

Reporting Act (FCRA) Section 1681u(b) National Security Letter 
(NSL) for consumer identifying information; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
credit reporting company. 

UJ Deri^dC^rom ; 

S^^T 


To : 

<U) 



[DELIVERING DIVISION] 

[CASE FILE NUMBER, 

Declassify On: 


From : 

00/00/2007] 


Inf^xiw 


[DRAFTING DIVISION] 


ars based on 
on in the EC 


[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2007] 

Reference: ^ [CASE FILE HUMBER Serial XXX] 

Enclosure(s) : {U} Enclosed for [DELIVERING DIVISION or OFFICE 

OF ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2007], 
addressed to [COMPANY POC NAME], [TITLE {if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODS if using personal service], requesting consumer identifying 
information relating to the consumer listed . 

Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 

INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 

PERSON /NON-U, S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full e3q>lanation of 
the justification for opening and maintaining the invastigation 
on the subject; barebonas facts will not suffice and will cause 
the request to be rejected for legal insufficiency) ^ This 
consumer identifying information is being requested to [Fully 
state the relevant of the requested records to the 
investigation] , 

(U) X This electronic communication documents the 

[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
consumer identifying information for [NUMBER OF] individual (s) 
from [credib reporting company #1]; [NUMBER OF] individual ( s ) 
from [credit reporting company #2], etc. [If there are recjuests 
from multiple reporting companies for the same person, please 
state. Provide the USP status of all the persons about whom the 
requests are seeking information, including the subject of the 
investigation. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 


(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 

business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 
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To: [DELIVERING DIVISION! From: [DRAFTING DIVISION] 

Re: [CASE FILE NUMBER, 00/00/2007] 


DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
-statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 


[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 15 U.S.C. § 1681u(d), I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

Brief statement of the facts justifying my 
certification in this case: 


[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 


[Include the next 2 paragraphs in all ECs.] 

(U) Information received herein rom a credit reporting 
company may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, subject to the following 
statutory limitation. Dissemination of such information is 
limited to other Federal agencies as may be necessary for the 
approval or conduct of a foreign counterintelligence 
investigation, or, where the information concerns a person 
subject to the Uniform Code of Military Justice, to appropriate 
investigative authorities within the military department 


tU) 


To: 

Re: 



[DELIVERING DIVISION] From: 

^ [CASE FILE NUMBER, 00/00/2007] 


[DRAFTING DIVISION] 


concerned as may be necessary for the conduct of a joint foreign 
counterintelligence investigation. 


(U) Any questions regarding the above can be directed 

to the [CASE AGENT, telephone nximber (000) 000-0000.] 
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To: 

Re: 



RET 



ELIVERING DIVISION] 
[CASE FILE HUMBER, 


From : 

00/00/2007] 


[DRAFTING DIVISION] 


LEAD(3) : 

Set Lead 1 : (Action) 

GEHF.RAL COUNSEL 

AT WA3HINGTOH. DC 

( U) NS LB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 2: (Info) 

f COUNTERTERRORI SM/COUNTERIKTELLIGENCE /C YBER l 

AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 


Set Lead 3 : (Action) 

[ DELIVERING OFFICE -if using personal service ! 

[ AT CITY. STATE ! 

(U) Deliver the attached NSL as indicated above* Upon 
receipt of information from the credit reporting company, 

[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable] . 

(U) Please take special note that the reply to this 
request should not generate receipt of a full credit report and 
that only a sinnmarv or redacted credit report should be accepted. 


♦♦ 


SEC 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: General Counsel 

[ COUNTERTEBRORI SM/ 
COUHTERIHTELL I GENCE/CYBER] 

[REQUESTING OFFIE] 

[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 

(if using personal service) 


Date; 00/00/2007 

Attn: Julie Thomas 

Deputy General Counsel, NSLB 

Attn: [UNIT] 


Attn; SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn: SA [CASE AGENT] 

[Squad] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[ Squad] [X] 


From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 


;^proved By: [ADIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[ASAC NAME] DECLASSIFIED BY 65179DHH/K3R/JW 

[CDC NAME] OK 06-06-2007 

[SSA NAME] 1076786 


Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 


Case ID #; [CASE FILE HUMBER] (Pending) 

Title: (^ [SUBJECT] 

[A.K,A.] [ALIAS (IF APPLICABLE) ] 

[IT/FCI - FOREIGN POWER] 

OO; [OFFICE OF ORIGIN] 

(U) y 

Synopsis: (NSLFIL) Approves the issuance of an Fair Credit 

Reporting Act Section 1681u(a) National Security Letter (NSL) for 
financial institution listings; and, if necessary, transmits the 
NSL for delivery to the credit reporting company. 



(U) 



To: 
(U) • 


[DELIVERIHG DIVISION] From: (DRAFTING DIVISION] 

^ (CASE FILE NUMBER, 00/00/2007] 

Declass based on 
— information in the EC] 


[FULL/ PRELIMINARY] Investigation Instituted: (S) [00/00/2007] 

Reference: ^ [CASE FILE NUMBER Serial XXX] 

Enclosure (s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE 

OF ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2007], 
addressed to [COMPANY POC NAME] , [TITLE (if available) ] , [COMPANY 
NAME], [CCadPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the names and 
addresses of financial institutions at which the listed consumer 
maintains or has maintained an account. 


(U) Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 

INTERNATIONA TERRORISM] investigation of subject, a [U.S. 
PERSON/NON-U . S . PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
of the stibject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency.] This 
financial institution information is being requested to [Fully 
state the relevance of the requested records to the 
investigation] . 

^ This electronic communication documents the 

[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
the financial institution listings for [NUMBER OF] individual (s) 
from [credit reporting company #1); [NUMBER OF] individual (s) 
from [credit reporting company #2], etc. [If there are requests 
from multiple reporting companies for the same person, please 
state. Provide the USP status of all the persons aJsout whom the 
requests are seeking information, including the subject of the 
investigation. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 


(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 

business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
delivery nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 
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SECRET 


To: [DELIVERIMG DIVISIOH] From; (DRAFTING DIVISION] 

Re: {Xj [CASE PILE NUMBER, 00/00/2007] 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 


[Option 1 - Invoicing Nondisclosure Requirement] 

( U) In accordance with 15 U.S.C. § 1681u{d), I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

. . x> Brief statement of the facts justifying my 
certification in this case: 


[Option 2 - Declining to invoice the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute . 


[ Include the next 2 paragraphs in all ECs . ] 


(U) Information received herein from a credit 
reporting company may be disseminated in accordance with the 
Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, subject to 
the following statutory limitation. Dissemination of such 
information is limited to other Federal agencies as may be 
necessary for the approval or conduct of a foreign 
counterintelligence investigation, or, where the information 
concerns a person subject to the Uniform Code of Military 
Justice, to appropriate investigative authorities within the 

SECRET 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

Re: [CASE FILE NUMBER, 00/00/2007] 

military department concerned as may be necessary for the conduct 
of a joint foreign counterintelligence investigation. 


(U) Any questions regarding the above can be directed 

[CASE AGENT, telephone number (000) 000-0000.] 


to 


(U) 



To : 
Re: 


XIVEKIHG Division] From: 

[CASE FILE NUMBER, 00/00/2007] 


LEAD(s) : 


[DRAFTING DIVISION] 


Set Lead 1 : (Action) 


GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 2 : (Info) 

[ COUNTERTERRORI SM/COUNTERINTELLIGEKCE/C YBER 1 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 


Set Lead 3: (Action) 

(DELIVERING OFFICE - if using peraonal service ! 

( AT CITY. STATE ! 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 

[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable] . 

( U) Please take special note that the reply to this 
request should not generate receipt of a full credit report and 
that only a summary or redacted credit report should be accepted. 



5 


♦4 


(Rev 01-3 1-2003) 


‘X> 


SECRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 00/00/2007 


To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 


COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] 


[OFFICE OF ORIGIN] 


[DELIVERING DIVISION] 

(if using personal service) 

From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 
Contact: [CASE AGENT, 


Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn: SA [CASE AGENT] 

[Squad] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[Squad] [X] 


telephone number (000) OOO-OOOO] 


(U1 


improved By: [ADIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[ASAC NAME] DECLASSiriEb BY 6S139 I'MH/KSR/JM 

[CDC NAME] ON 06-06-2007 

[SSA NAME] 

1076786 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 


Case ID #: [CASE FILE NUMBER] (Pending) 

Title; [SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 

OO: [OFFICE OF ORIGIN] 


jUj Synopsis: (NSLCOM) Approves the issuance of a Fair Credit 

Reporting Act (FCRA) Sections 1681u(a) and (b) combination 
National Security Letter (NSL) for financial institution listings 
and consumer identifying information; provides reporting data; 
and, if necessary, transmits the NSL for delivery to the credit 
reporting company. 



SE^^T 


tu) 


To: [DELIVERING DIVISION] From: 

Re; [CASE FILE HUMBER, 00/00/2007] 


[DRAFTING DIVISION] 


(U) 

(U) 

(U) 



Derived From : G-3 

Declassify On: [10-25 years based on 
information in the EC] 


[FULL/ PRELIMINARY] Investigation Instituted: 
Reference: [CASE FILE NUMBER Serial XXX] 



[00/00/2007] 


Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE 

OF ORIGIN/ depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2007], 
addressed to [COMPANY POC NAME], [TITLE [if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the names and 
addresses of financial institutions at which the listed consumer 
maintains or has maintained an account and requesting consumer 
identifying information relating to the consumer. 

Details: ^ A [FULL/PRELIHINARY] [FOREIGN 

COUNTERIHTELLIGENCE/INTERHATIONAL TERRORISM] investigation of 
subject, a [U.S. PERSON/NON-U . S . PERSON], was authorized in 
accordance with the Attorney General Guidelines because [Give a 
full explanation of the justification for opening and maintaining 
the investigation of the subject; barebones facts will not 
suffice and will cause the request to be rejected for legal 
insufficiency.] This financial institution information and 
consumer identifying information are being requested to [Fully 
state the relevance of the requested records to the 
investigation] . 

(U) This electronic communication documents the 

[APPROVING'^OITICIAL' s] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
the financial institution listings for [NUMBER OF] individual (s) 
from [credit reporting can^any #1]; [NUMBER OF] individual (s) 
from [credit reporting cooqpany #2], etc. [If there are requests 
from multiple reporting companies for the same person, please 
state. Provide the USP status of all the persons about whom the 
requests are seeking information, including the subject of the 
investigation. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] In 
addition, for mandatory reporting purposes, the enclosed NSL 
seeks the consumer identifying information for [NUMBER OF] 
individual (s) from [credit reporting company #1]; [NUMBER OF] 
individual (s) from [credit reporting company #2], etc. (If there 
are requests from multiple reporting companies for the same 
person, please state. Provide the USP status of all the persons 
about whom the requests are seeking information, including the 
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<U) 



To: {DELIVERING DIVISION] From: [DRAFTING DIVISION] 

Re: ^ [CASE FILE NUMBER, 00/00/2007] 

s\ibject of th« investigation. In other words, do your best to 
give as much information as you can, for congressional reporting 
purposes . ] 


(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure feuc to OFFICE OF ORIGIN] within [NUMBER OF] 

business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
delivery nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 


DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC [but not in the HSL) a brief 
statement of facts that justify the nondisclosure requir^ent. 
Option 2 is to be used in all cases where Option 1 is not used.] 


[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 15 U.S.C. § 1681u(d), I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my 
certification in this case; 


[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 
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(U) 


To: 
Re : 



[DELIVERING DIVISION] 
[CASE FILE HUMBER, 


From: 

00/00/2007] 


[DRAFTING DIVISION) 


[Include next 2 paragraphs in all ECs . ] 


(U) Information received herein from a credit 
reporting company may be disseminated in accordance with the 
Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, subject to 
the following statutory limitation. Dissemination of such — 

information is limited to other Federal agencies as may be 
necessary for the approval or conduct of a foreign 
counterintelligence investigation, or, where the information 
concerns a person subject to the Uniform Code of Military 
Justice, to appropriate investigative authorities within the 
military department concerned as may be necessary for the conduct 
of a joint foreign counterintelligence investigation. 


(U) Any questions regarding the above can be directed 

to [CASE AGENT, telephone number (000) 000-0000.] 
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(U) To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

Re: ^ [CASE FILE NUMBER, 00/00/2007] 

LEAD(s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 2: (Info) 

rcOUNTERTERRORI SM/COUNTERIHTELLIGENCE / CYBER! 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 


Set Lead 3 ; (Action) 

fPELIVERING OFFICE - if ttainti personal aervioe l 
f AT CITY. STATE ! 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 

[DELIVERING DIVISION) is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if af^licable] . 

(U) Please take special note that the reply to this 
request should not generate receipt of a full credit report and 
that only a credit report should be accepted. 


♦♦ 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, D. C. 20535-000! 

[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


[MR. /MRS. /MS. 1 [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - HO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR. /MRS. /MS. ] [LAST NAME] : 


ALL niFOPHATIOW COWTAIMED 

HEPEIH 13 UHCLASSiriED 

DATE 06-04-2007 EY 65179 DMH/KSR/JU 


1076786 


Under the authority of Executive Order 12333, dated 
December 4 , 1981, and pursuant to Title 15, United States Code 

(U.S.C.}, Section 1681u(a) (the Fair Credit Reporting Act, as 
amended} , you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) the names and addresses of ail financial 
institutions (as defined in Title 12, U.S.C. , Section 3401) at 
which the below-named consumer (s) maintains or has maintained an 
account : 


NAME(S) : 

ADDRESS(ES): [if available] 

DATE(S) OF BIRTH: [if available] 

SOCIAL SECURITY NUMBER (S>: [if available] 

PLEASE DO NOT PROVIDE THE FULL CREDIT REPORT, AS THAT IS NOT 
BEING REQUESTED OR SOUGHT. 

In accordance with Title 15, U.S.C., Section 1681u(a), 
I certify that such information is sought for the conduct of an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, and that such 
an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First 
Amendment to the Constitution of the United States. 


[Certification: The nondisclosure requirement is not an automatic 
feature of the HSL. If the supporting EC for this HSL included 
Option 1 (Invoking the nondisclosure Requirement) , then include 
the language in the following 3 paragraphs in the HSL.] 

In accordance with 15 U.S.C. § 1681u(d) (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. AccOfdingly, 15 U.S.C. § 

1681u(d}(l) and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter. 

In accordance with 15 U.S.C. § 1681u(d}(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681u(d)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter . 


[Include the following language in all MSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within txxxx] business days of 
receipt of this letter. 
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Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] / depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 


Sincerely yours , 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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(Rev 0IOI-2003) 


SECRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To; General Counsel 

[ COUNTERTERRORI SM] 

[REQUESTING OFFICE] 

[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 

(if using personal service) 


Date: 00/00/2007 

Attn: Julie Thomas 

Deputy General Counsel, NSLB 

Attn : [UNIT] 


Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn: SA [CASE AGENT] 

[Squad] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[Squad] [X] 


From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 


(U) 

(U) 


^proved By: 


[ADIC NAME (IF APPLICABLE) ] 
[SAC NAME] 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 


DECLASSIFIED BY 6S179 DHH/KSR/JW 
OH 06-06-2007 


Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 

Case ID # ; [CASE FILE NUMBER] (Pending) 


1076786 


Title : 



[SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 

OO; [OFFICE OF ORIGIN] 


Synopsis : ( U) (NSLTCR) Approves the issuance of an Fair Credit 

Reporting Act (FCRA) Section 1681v National Security Letter (HSL) 
for a full credit report in an international terrorism 
investigation; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the credit reporting company. 


(u) 


Derived>From 


^<^rom : 

SE^^T 


To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

jQj Re: ^ (CASE PILE NUMBER, 00/00/2007] 

Declassify On>'^l>^5 years based on 
^^'IrcfQrmation in the EC] 


[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2007] 


(U) Reference: [CASE FILE NUMBER Serial XXX] 

Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE 

OF ORIGIN, depending on whether service is personal or through 
restricted delivery system or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - HO ZIP 
CODE if using personal service] , requesting a full consumer 
credit report and all information in its files relating to the 
consumer listed. 

Details; Xj A [FULL/ PRELIMINARY] international terrorism 
investigation of subject, a [U.S. PERSON/NON-U . S . PERSON], was 
authorized in accordance with the Attorney General Guidelines 
because [Give a full explanation of the justification for opening 
and maintaining the investigation on the subject; barebones facts 
will not suffice and will cause the request to be rejected for 
legal insufficiency] . This full credit report is being requested 
to [Fully state the relevance of the requested records to ijie 
investigation] , 


(U) 


[Xi This electronic communication documents the 
[APPROVING OFFICIAL' s] approval and certification of the enclosed 
NSL. For reporting purposes, the enclosed NSL seeks the consumer 
credit report of [NUMBER OF] individual (s) from [credit reporting 
company #1]; [NUMBER OF] individual (s) from [credit reporting 
company #2], etc. [If there are requests from multiple reporting 
companies for the same person, please state. Provide the USP 
status of all the persons about whom the requests are seeking 
information, including the subject of the investigation. In 
other words, do your best to give as much information as you can, 
for congressional reporting purposes.] 


(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN) within [NUMBER OF] 

business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
delivery nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 
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si^BT 


To: 
(TJ) Re: 


[DELIVERING DIVISION) From: 

[CASE FILE NUMBER, 00/00/2007] 


[DRAFTING DIVISION] 


DISCLOSURE PROVISIONS 


[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate- the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the HSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 


[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 15 U.S.C, § 1681v(c), I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

Brief statement of the facts justifying my 
certif ication in this case: 


[Option 2 - Declining to invoke the nondisclosuxe requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 


[Include the next 2 paragraphs in all ECs.] 

(U) Information received herein from a credit 
reporting company may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection. 


(U) Any questions regarding the above can be directed 

to the [CASE AGENT, telephone number (000) 000-0000.] 


SEC 
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!U) 


To: 
Re : 


[DELIVERIHG DIVISION] 
^ [CASE FILE NUMBER, 


From; 

00 / 00 / 2007 ] 


[DRAFTING DIVISION] 


S^JTR^T 
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To: [DELIVERIKG DTVISIOHJ From: [DRAFTING DIVISION] 

Re: [CASE FILE NUMBER, 00/00/2007] 

LEAD(s) : 


Set Lead 1: (Action) 

■ GEHERAL COUNSEL 

AT WASHINGTON, DC 

{U ) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for HSLs. 


Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 

Set Lead 3 : (Action) 

[ DELIVERING OFFICE- if using personal servica l 
[ AT CITY. STATE ! 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 

[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

♦♦ 


SE^^T 


U.S. Department of iu.slice 



Federal Bureau ofinvestigation 


Washington, 0. C. 20535-0001 

[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


[MR. /MRS. /MS. 1 [COMPLETE NAME OF POC] 
(TITLE, IF AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 


ALL IHF0PHATI0N COHTAIHED 

HEREIN IS UNCLASSIFIED 

DATT 06-06-2007 BY 65179 DHH/KSR/JW 


DEAR [MR. /MRS. /MS. ] [LAST NAME] : 


1076786 


Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 

(U.S.C.), Sections 1681u(a) and 1681u(b){the Fair Credit 
Reporting Act, as amended), you are hereby directed to provide 
the Federal Bureau of Investigation (FBI) the names and addresses 
of all financial institutions (as defined in Title 12, U.S.C., 
Section 3401) at which the below-named consumer(s) maintains or 
has maintained an account and to provide the names, address, 
former addresses, places of employment, or former places of 
employment of the below-named consumer (s): 


NAME(S) ; 


ADDRESS (ES) ; 

DATE(S) OF BIRTH: 

SOCIAL SECURITY NUMBER (S) ; 


[if available] 
[if available] 
[if available] 


PLEASE DO NOT PROVIDE THE FULL CREDIT REPORT, AS THAT IS NOT 
BEING REQUESTED OR SOUGHT. 


In accordance with Title 15, U.S.C., Sections 1681u(a) 
and 1681u(b), I certify that such information is sought for the 
conduct of an authorized investigation to protect against 
international terrorism or clandestine intelligence activities, 
and that such an investigation of a United States person is not 
conducted solely on the basis of activities protected by the 
First Amendment to the Constitution of the United States. 


[Certification: The nondisclosure requirement Is not an automatic 
feature of the HSL. If the supporting EC for this NSL Included 
Option 1’ (Invoking the Nondisclosure Requirement), then Include 
the language In the following 3 paragraphs in the NSL.] 


In accordance with 15 U.S.C. § 1681u(d)(l), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 15 U.S.C. § 

1681u(d)(l) and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with’^ 
respect to this letter. 

In accordance with 15 U.S.C. § 1681u(d) (3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681u(d) (4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 


[Include the following language in all HSLs . ] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] , depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non- 
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secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 


Sincerely yours. 


[ADIC/SAC HAHE] 

[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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Freedom of Information 

and 

Privacy Acts 

SUBJECT: NATIONAL SECURITY LETTERS 
FOLDER : QlG-OGC- 



Federal Bureau of Investigation 



OIG’S PATRIOT ACT REVIEW 
DOCUMENT REQUEST: DOJ-QKiREQUEST of JULY 27. 2QQ6 
SUBJECT: Any list or log OGC maintains of the various changes and revisions to the NSL "ponies" posted 

on NSLB’s Intranet web site 


FBI TRACKING # : OIG REO-PAR 107-27-061 - ITEM #8 

PACKET: #1 

{AUGUST 3, 2006] 


DATE 

TYPE 
of ' 

DOCUMENT 

SUBJECT 

TOTAL 

PAGES 

BATE 
STAMP (ifs 

UNDATED 

i_ r .... 

COVER 

COVER TO RESONSE Ml 

1 

001 



:o FBT_ALL CDCS 

FW: MODEL NSL ECS (DOCUMENTS 1, 3,5*7, 9,1 1,13, AND 15 ON OUR 
WEBSITE) 

3 

002-004 

oom/Qs 

EC to OGC 

PONY OF EC OF NSL ECS (DOCUMENTS 1.3,5.7,9,11,13, AND 15 ON OUR 
WEBSITE) 

5 

005-009 

00/00/06 

EC to OGC 

PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7 .9,1 1,13. AND 15 ON OUR 
WEBSITE) 

5 

DtO-014 

oomm 

^ « 1 ■■ Ml m 

EC to OGC 

PONY OF EC OF NSL ECS (DOCUMENTS 1,3,4,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

5 

015-019 

00A)0/0^ 

EC to OGC 

PONY OF EC OF NSL ECS (DOCUMENTS !,3,5,7,9,l 1,13, AND ISON OUR 
WEBSITE) 

5 

020-024 

00/00/06 

EC to OOC 

PONY OF EC OF NSL ECS (DOCUMENTS ),3.5,7, 9,1 1,13* AND 15 ON OUR 
WEBSITE) 

A 

025-028 

00/00/06 

EC to OGC 

PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

4 

029-032 


1 DATE 

TYPE 

of 

DOCUMEm 

SUBJECT 

TOTAL 

PACES 

BATE 

STAMP#* 

OO/OD/06 

EC to OGC 

PONY OF EC OF HSL ECS (DOCUMENTS 1,3, 5.7^1 1,13, AND 15 ON OUR 
WEBSITE) 

5 

033-037 

OO/0tV06 

ECtoOGC 

PONY OF EC OF NSL ECS (DOCUMENTS U.5.7.S.1 1.13, AND I50NOUR 
WEBSITE) 

5 

038-042 

00/00/06 

EC 10 OGC 

POKY OF EC OF NSL ECS (DOCUMENTS 1, 3,5,7 ,9,1 IJ3, AND 15 ON OUR 
WEBSITE) 

A 

043-046 


Response to #8 

No log kept by 06C but these 
the latest changes . 


(OGC) (FBI) 


From: 

Sent: 

To: 

Cc: 


[ 


Wednesday, August iJZ 

FRi Ai I r.nrg 

IfOGCtfFBM 


|(OGC) (FBI) 
77DD6 11:29 AM 


7P5H1 : 

IP /nWrwgBhr 
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nfiruFRLvr 
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1(OGCWFBI):r 
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tnnr.\ /friJ 


__J(pGC)fFBli[ 
icuj 




Ifnrtni /frivT 




I'MMI'UUU 




IpCHFBDt 






e^TQis^ 


Subject: 


JUU E F. fOGOfFBUi 
(FBt)r^ 




ZhESOZEEnH 


JfGCTTFW 


]GTM0){FBI 


(OGC) (FBI); 
OGC) 



FW: model NSL ECs (documents 1,3,5,7,9,11,13, and IS on our website) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




Here is the latest set of model NSL EC changes that were made to our website tdoaT 
These are the changes - 

1) making sure that we had correct portion markings, since they had been inconsistent before; 

2) making sure that we had a paragraph with the applicable NStG and statutory dissemination rules; 


b6 

b7C 


b6 

b7C 


3) expanding the reporting paragraph to reflect previous emails about the need for fuli reporting as to the number of 
requests for each recipient of the NSL, 

4) changing all dates to 2006 

5) making sure all relevant paragraphs indicate we can serve by fax and receive by secure fax. 

Z] 




— Orlgir^ 

Ffditi: 

To; 

O;; 

Sul^Ject; 


I fOGCn {FBI) 
Tuesday, August 01, 20063:31PM 

HQ_OIV04_raiHOM £ 

I ~t OGC) (FBI); 


0GC)(FBI) 


b6 

b7C 


SENSmVE BUT UNCLASSIFIED 
NON-RECORD 


Please replace eight documents on our website - httpi/yooc.fbinel.ftri/nslb/nst/ 


b6 

b7C 


1 










I b nore an email I sent you a f©». jays ago to make certain changes on thes^. .jcuments. 


Thanks 


CZ! 


b6 

b7C 



telephone 
jbsaiber E0u(y200 



toll record 
Cjuly200e.wpd (28. 



email 

3Uty2006.Mpd (19 K 



Tansactlonal recoitl 
ECJuiy20C.** 



RFPA 

]uly2006.wpd (19 K 
9 



16eiu(a) 

|uly20Q6,w(^ (21 Kl 
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1681u(b) ECJuly 
2006.wpd (21 K... 


1681V 

:july20D6.wpd (20 K 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


( 01 / 26 / 1998 ) 


SH&RST 


FEDERAL BUREAU OF INVESTIGATION 


Precedence t ROUTINE Date* 00/00/2006 

Tot General Counsel Attm Julie Thomas 

Deputy General Counsel, NSDB 

[COUNTERTERRORISM/ Attnt [UNIT] 

COUNTERIMTELLIOEHCE/ CYBER] 


[REQUESTIKO OFFICE] 

[OFFICE OF ORIQIN] 

[DBLIVERIHO DIVISIOM] 

(if using personal service) 


Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AQEHTl 

Attn: SA [CASE AOEHT] 

[SQUAD] [X] 

Attn; SSA [SQUAD SUPERVISOR] 
[SQUAD] [X] 


From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact; [CASE AGENT/ telephone nunber (000) 000-0000] 

Approved Byt [ADIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 


Drafted Byt [LAST, FIRST, MIDDLE MAMEi INITIALS] 


Case ID #t [CASE FILE NUMBER] (Pending) 


Title t 



[SUBJECT] 

[AXA] [ALIAS (IF APPLICABLE) ] 
XT/FCI - [FOREIGN POWER] j 
OOt [OFFICE OF ORIGIN] 


Synopsiai (U) Approves the issuance of an ECPA National Security, 
Letter (NSL)for telephone subscriber information; provides reporting 



To: 

Re: 


[DBLIVSRIKO DIVISION] From: [DRAPTIHO DIVISION] 

(S) [CASE FILE NDHBBR, 00/00/200S] 


data; and, if necessary, transmits the NSL for delivery to the wire 
ccuranunicat ions service provider. 



Derived Ftobi 0>3 

Declassify On: [10 years from date of EC] 


[FULL/PRELIHINARY] Investigation Instituted: (S) [00/00/2006] 


Reference: [CASE FILE NUMBER Serial XZX] 

Enclosures: {U) Enclosed for [DELIVERINO DIVISION of OFFICE OF 

ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an HSL dated [00/00/2006] , 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - HO ZIP CODE if 
using personal service], requesting telephone subscriber information. 


Details: A [FULL/PRELIMINARYl [INTERNATIONAL TERRORISM/ FOREIGN 

COUNTERINTELLIGENCE] investigation of subject, a [U.S. PERSON/NON- 
USPER] , was authorized in accordance with Attorney General Guidelines 
because [Give a full e:q>lanation of the justification for opening and 
maintaining the investigation on the subject f barebones facts will 
not suffice and will cause the request to be rejected for legal 
Insufficiency] . This telephone subscriber information is being 
requested to [Fully state the relevance of the requested records to 
the investigation] . 

flS) This electronic communication docmnents the 
[APPROVING ^FIClAL's] approval and certification of the enclosed 
HSL. For mandatory reporting purposes, the enclosed HSL seeks 
subscriber information on [NUMBER OF] telephone number (s) from 
[telephone company #1] ; the [NUMBER OF] telephone number (s) from 
[telephone company #2], etc. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records [personally to 
an eiqiloyee of the DELIVERING DIVISION OR through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The wire communications 



To: [DBLIVSRIHQ DITISIOM] From: [DRAFTIMO DIVISION] 

Re: TM [CASE FILE NTJHBBR, 00/00/2006] 


service provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in auiy 
telephone calls to the FBI. 


DISCLOSURE PROVISIONS 

[Certification and Activation of the Houdiscloaure Raguirement ; There 
is no longer an autouatie prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
Include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(S) Brief statement of the facts justifying my 
certification in this case: 


[Option 2 - Declining to invoke the nondisclosure requirement] 

(U> I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 


[Include the next 2 paragraphs in all ECsl 

(U) Information received from a wire communication 
service provider may be disseminated in accordauice with the Attorney 




To: [DBLIVERIHO DIVISION] From: [DRAFTING DIVISION] 

Re: [CASS FILE NTJHBBR, 00/00/2006] 


General Guidelines on National Security Investigations and Foreign 
intelligence Collection and, and, with respect to dissemination to an 
agency of the United States, only if such information* is clearly 
relevant to the authorized responsibilities of such agency. 


(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone nnatber (000) 000-0000] . 



4 



To: [DELIVERING DIVISION] 

Re: >£) [CASE PILE NDMBER. 


From: [DRAFTING DIVISION] 

00 / 00 / 200 $] 


LEAD (8) : 


Set Leed 1: 

GENERAL COUNSEL 


AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . ' 

Set Lead 2; (Info) 

r cOPNTERTERRORISM/COUNTERIWTELLIGBNCE/CYBBRl 


AT WASHINGTON. DC 
(U) At [unit] Read and Clear 


Set Lead 3 1 

[ DELIVERING DIVISION - if ueina neresonal _g»rvtee l 
AT [CITY. STATE! 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of requested information, [DELIVERING DIVISION] is requested 
to submit results to the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, 
If applicable] . 

♦♦ 
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FEDERAL BUREAU OF INVESTIGATION 


Precedauc«t ROUTINE Date: 00/00/2006 

Tot General Counsel Abtnt Julie Thomas 

Deputy General Counsel, NSLB 

[COUinBRTBRRORISH/ Attn: [DHITl 

COtniTBRXIITBLLIQBHCE/ CYBER] 

tRBQUBSTIMO OFFICE] AttntSSA [SQUAD SUPERVISOR] 

SA [CASE AOEVT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] . [X] 

[DELIVERING DIVISION] Attn: SSA (SQUAD SUPERVISOR] 

(If using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 

improved By: [ADIC NAME (IF APPLICABLE] 

[SAC NAME] 

[ASAC NAME] 

[CDC NAHB] 

[SSA NAHB] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #t [CASE FILE NUHBER] (Pending) 

Title: [SUBJECT] 

[AKA] [ALIAS IF APPLICABLE] 

[IT/FCI - FOREIGN POWER] ; 

[00: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the Issuance of an ECPA National Security 

Letter (NSL) for toll billing records; provides reporting data; and, 



to: [DEtIVBRIHO DIVISION] From: [DRAFTINQ DIVISION] 

Re: (5) [CASE FILS NUMBER, 00/00/2006] 

if necessary, transmits the NSL for delivery to the wire 
communications service provider. 

(^>s. Derived Promt Q-3 

Declassify Ont [10 years from date of EC] 

[FULL/PRELIHINARY] Investigation Institutedt (S) [00/00/2006] 

Reference t [CASE FILE NUMBER Serial XZZ] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 

ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an MSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], (COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE If 
using personal service], requesting the name, address, length of 
service and local and long distance toll billing records for the 
phone number (s) listed. 

Details: A [FULL/PRBLIMIHARY] [INTERNATIONAL TERRORISM/ FOREIGN 

COUNTERINTELLIGENCE] Investigation of subject, a [USPBR/NON-USPER] , 
was authorized in accordance with the Attorney General Guidelines 
because [Give a full explanation of the justification for opening and 
maintaining tha investigation on the subject: barebones facts will 
not suffice and will cause the request to be rejected for legal 
insufficiency] . These toll billing records are being requested to 
[Fully state the relevance of the requested records to the 
investigation] . 


fSJ This electronic communication documents the 
[APPROVING O^ICIAL's] approval and certification of the enclosed 
NSL. For mcuidatory reporting purposes, the enclosed NSL seeks local 
and long distauice toll billing records for [HUMBER OF] telephone 
number (e) from [telephone conpany #1] i [HUMBER OF] telephone 
number (s) from [telephone conpany #2], etc. [In the case of multiple 
phone nusibers to the same telephone company, if you know how many 
different persons attach to those phone numbers, please state. If 
request is for person <s) other than the siibject of the investigation 
or in addition to the subject of the investigation, please state USP 
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To: [DELIVERIHQ DIVISION] Prom: [DRAFTIKQ DIVISION] 

Re; 0^} [CASE FILE NUMBER, 00/00/2006] 

atatua of those persons. In other words, do your best to give as 
much Information as you can, tor congressional reporting purposes.] 

(U) Arrangements should be made with the wire 
commvini cat ions service provider to provide the records [personally to 
an en^loyee of the DBLIVBRIMO DIVISION OR through use of a delivery 
service or secure fax to OFFICE OF ORIOIN] within [HUMBER OF] 
business days of receipt of this request. The wire communications 
service provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(O) In accordance with 18 U.S.C. § 2709(c) I, the. senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(S) Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to Invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 


SBb^T 
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To: [DELIVEKIHO DZVXSXOH] From: [DRAFTIHC DIVISIOHl 

Re: [CASE FILE NSHBER, 00/00/2006] 

the nondisclosure requirements under the applicable National Security 
Letter statute. 


[Include the next 2 paragraphs in all ECs.] 

(U) Information received from a wire cononunication 
service provider may be disseminated in accord^ce with the Attorney 
General Guidelines on National Security Investigations and Foreign 
Intelligence Collection and, with respect to dissemination to an 
agency of the United States, only "if such information is clearly 
relevant to the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASS AGENT, talephone nusber (000) 000-0000] . 
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Tot 

Re: 

LEAD 


[DBLIVERIKO DIVISIOlTl 
[CASE FILE HQKBER, 


(S)^ 


From: 

00 / 00 / 2006 ] 


[DSAFTINQ DIVXSIOH] 


Sat Lead It 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for MSLs. 

Set Lead 2t (Info) 

t COTOTERTERRORISW/CODlgTBRlllTELLIQEWCE/CYBBE l 

AT WASHINGTON. DC 
(U) At [Uait] Read and Clear 


Set Lead 3t 

[ DELIVERING DIVISIOW - if uainq personal servioa l 
[ AT [CITY, STATE! 

(U) Deliver' the attached NSL as indicated above. Upon 
receipt of information from the wire communications service provider, 
[DELIVERING DIVISION] is requested to submit results to the [DRAFTING 
DIVISION] and [office OP ORIGIN, if applicable] . 


♦♦ 


SECRET 


( 01 / 26 / 1998 ) 


FEDERAL BUREAU OF IHVESTIGATION 


Pracedencej ROUTINE Date: 00/00/2006 

Tot General Counsel Attn; Julie Thomas 

Deputy General Counsel, NSLB 

[COnNTSRTERRORISH/ Attn; [UNIT] 

CODNTERIHTBLLIOEHCB/CYBSR] 

[RBQUBSTINO OTTICB] AttntSSA [SQUAD SUPERVISOR] 

SA (CASE AGENT] 

[OFFICE OF ORIGIN] Attnt SA [CASE AGENT] 

[Squad] [X] 

(DELIVERING DIVISION] Attn: SSA (SQUAD SUPERVISOR] 

(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE] 

[SAC NAXE] 

[ABAC NAME] 

[CDC NAME] 

[SSA NAME] 


Drafted By: [LAST, FIRST, KIDDLE NAME: INITIALS] 

Case ID ff: [CASE FILE NUMBER] (Pending) 

Title t ( &) [SUBJECT] 

^ [AKA] [ALIAS IF APPLICABLE] 

[IT/FCI - FOREIGN POWER] ; 

[00: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 

Letter (NSL) for toll billing records; provides reporting data; and. 


SB^EI 



To: [DBLIVBRXNO DIVISION] From: [DRAPTINO DIVISION] 

Re: (3^ [CASE FILE HUMBER, 00/00/2006] 

if necessary, transmits the NSL for delivery to the wire 
communications service provider. 



Derived Front 0-3 

Declassify Out [10 years from date of EC] 


[FULL/FRBLIMIHARY] Investigation Institutedt (S) [00/00/2006] 


Reference: 
Enclosures t 



[CASE FILE NUMBER Serial ZZZ] 


(U) Enclosed for [DELIVERING DIVISION or OFFICE OF 


ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006] , 
addressed to [COKFANY POC NAME], [TITLE {If available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOZ] , [CITY, STATE - NO ZIP CODE 
using personal service], requesting the name, address, length of 
service and local and long distance toll billing records for the 
phone number(s) listed. 


If 


Details t A [FULL/ PRELIMINARY] [INTERNATIONAL TERRORISM/FOREION 

COUNTERINTBIXZGENCB] investigation of subject, a [USPER/NON-USPER] , 
was authorized in accordance with the Attorney General Guidelines 
because [Give a full esqrlanation of the justification for opening and 
maintaining the investigation on the subject! barebones facts will 
not suffice and will cause the request to be rejected for legal 
insufficiency] . These toll billing records are being requested to 
[Fully state the relevance of the requested records to the 
investigation] . 


This electronic communication documents the 
[APPROVING OFFICIAL'S] approval euid certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks local 
and long distance toll billing records for [NUMBER OF] telephone 
number (s) from [telephone company #1] t [NUMBER OF] telephone 
number (s) from [telephone compeny #2], etc, [In the case of multiple 
phone numbers to the sane telephone cospany, if you know how many 
different persons attach to those phone numbers, please state. If 
request is for persou(s) other than the subject of the investigation 
or in addition to the subject of the investigation, please state U8P 


SECR 
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To: [DELIVBRIHG DIVISION] Prom: [DRAFTING DIVISION] 

Re: Csj [CASE FILE HDHBES, 00/00/2006} 

status of those persons. In other words, do your beat to give as 
much information as you can, for congressional reporting purposes.} 

(U) Arrangements should be made with the wire 
communications service provider to provide the records [personally to 
an employee of the DELIVERING DIVISION OR through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The wire communications 
service provider should neither send the records through routine mail 
service nor utilize the name of the subject o^ the request in any 
telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoicing Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C, § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(S) Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to Invoice the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrauxt activation of 
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To: [DELIVBRIMO DTVTSIONl Ftomt [DRAFTIHO DIVISION] 

Re: [CASS FILE NUMBER, 00/00/2006] 

the nondisclosure requirements under the applicable National Security 
Letter statute. 


[Include the next 2 paragraphs in all BCs.] 

(U) Information received from a wire communication 
service provider may be disseminated in accordance with the Attorney 
General Guidelines on National security Investigations and Foreign 
Intelligence Collection and, with respect to dissemination to-an 
agency of the Unit'ed States, only if such information is clearly 
relevant to the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
(CASE AGENT, telephone number (000) 000-0000] . 
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SBCRET 


T6: 

Re; 

LEAD 


[DBLXVSRINO DIVXSZOH} 
) [CASE FILE mWBER, 




( 8 ) 


From; 

00 / 00 / 2006 ] 


[DRAFTZNO DIVISION] 


set Lead It 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) MSLB ie requested- to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs, 

Set Lead 2t (Info) 

t COONTERTgRaORISM/COTOTEaiMTBLLlQBHCE/CYBER l 
AT WASHINGTON. DC 
(U) At [Ihlit] Read and Clear 


Sat Lead 3 i 

[ PBLIVERINq DIVISlOH - If using personal seiryicel 
( AT fCITY. STATB l 

(u) Deliver the attached HSL as indicated above. Upon 
receipt of information from the wire communications service provider, 
[DBLIVBRIHO DIVISIOB] is requested to submit results to the [D&AFTZHQ 
DIVISION] and [OFFICE OF ORIGIN, if applicable] . 


♦♦ 



5 


( 01 / 26/1 


FEDERAL BUREAU OF INVESTIGATION 


Precedence t ROUTINE 
To! General Counsel 


Datet 00/00/200« 

Attn: Julie Thomas 

Deputy General Counsel, NSLB 


[COUNTERTERRORISM/ Attn: {UNIT} 

COUNTBRIHTBLLIOBNCB/ CYBER} 


{REQUZSTXNa OPPXCB] 
[OFFICE OF ORIGIN] 


[DELIVERING DIVISION] 

(if using personal service) 


Attn: SSA [SQUAD SUFERYISOR] 
SA [CASE AGENT] 

Attn: SA [CASE AGENT] 

[SQUAD] [Z] 

Attn; SSA [SQUAD SUPERVISOR] 
[SQUAD] [Z] 


From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000)] 

Approved By: [ADIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[ABAC NAME] 

[CDC NAME] 

[SSA NAME] 

Drafted By: [LAST. FIRST, MIDDLE NAME: INITIALS] 

Case ID #i [CASE FILE NUMBER] (Pending) 


Title: ( 




[SUBJECT] 

[AKA] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FORBKm POWER] 

00: [OFFICE OF ORIGIN] 


Synopsis: (U) Approves the issuance of an ECPA National Security 

Letter (NSL) for email subscriber information; provides reporting 




SECRET 


To; [DBLIVERIHO OIVISIOH] From: [DRAFTING DIVISION] 

Re: (S) [CASE FILE NOHBSR, 00/00/2006] 

data; and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 

Derived Front 0-3 . . 

Declassify Out [10 years from date of EC] 

FDLL/FRBLIHINARY Investigation Instituted: (S) [00/00/2006] 

Referencet (2^) [CASE FILS NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or oTfiCB OF 

ORIGIN, depending on whether service is personal or through a 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE If 
using personal service] , requesting the name, address, and length of 
service for the e-mail address holder (s) listed. 

Details: (S) A [FULL/ PRELIMINARY] [INTERNATIONAL/FOREIGN 

COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON- 
USPER] , was authorized in accordance with the Attorney General 
Guidelines because [Give a full eiq^lanation of the justification for 
opening and maintaining an investigation of the subject: barebones 
facts will not suffice and will cause the request to be rejected for 
lack of legal sufficiency] . This electronic subscriber information 
is being requested to [Fully state the relevance of the requested 
records to the investigation] . 

(U) This electronic, communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
sxibscriber information on [NUMBER OF] [e-mail/IP address <es)] from 
[ISP #l]f [HUMBER OF] [e-mall/IP address (es)] from [ISP «21 , etc. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records [personally to 
an employee of the DELIVERING division OR through use of e delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The electronic 
communication service provider should neither send the records 





CRBT 


To: [DELIVERIHQ DIVISION] From: [DRAFTING DIVISION] 

Re: [CASE FILE HUMBER, 00/00/2006] 

through routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement t There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this BC must use Option 1 below and 
include in the EC (but not ilT'the HSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 Is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoicing Nondisclosure Requirement] 

(D) In accordance with 18 U.S.C. S 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 


[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 


[Include the next 2 paragraphs in all ECs] 

(U) Information received from an electronic 
communications service provider may be disseminated in accordance 
with the Attorney General Guidelines on National Security 



SE !T 



To: [DBLIVERIHO DIVISION] 


From: [DRAPTIHO DIVISION] 


Re: f«J^[CASB FILE NUMBER, 00/00/2006] 

Investigations and Foreign Intelligence Collection emd, with respect 
to dissemination to an agency of the United States, only if such 
information is clearly relevant to the authorized responsibilities of 
such agency. 

, (U) Any questions regarding the above can be directed to 

[CASE AGENT, telephone nunber (000) 000-0000] . 



4 


S^8^T 

To: [DBLIVBRIKO DIVISION] From: {DRAFTIMQ DIVISION] 

Re: (S) [CASB FILE NUMBER, 00/00/2006] 

LEAD (s) : 


Set Lead 1: 

GENERAL COUNSEL 

AT WASHIHGTOM. DC 

(U)— NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 2t (Info) 

r COPHTERTERRORI 8M /COUHTKRINTELLl PENCE/ CYBER 1 
AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 


Sat Lead 3 t 

[ PELIVERINQ DIVISION - fif uslno personal aarvlea l 
AT rCITY. STATE! 

(U) Deliver the enclosed HSL as indicated above. 
Upon receipt of the information requested, [DBLIVBRINO DIVISION] is 
requested to submit results to [DRAFTIHa DIVISION] and [OFFICE OF 
ORIGIN, If applicable] , 


♦♦ 
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(R«v. 08 - 28 - 2000 ) 



FEDERAL BUREAU OF INVESTICATION 


Precedence t ROUTINE 
Tot General Counsel 

[COUHTBRTBRRORISH/ 

COUNTERINTBLLIOEHCE/CYBER] 

[RBQtTESTIHQ OFFICE} 

[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 

(if using personal service) 


Date: 00/00/2006 

Attn: Julie Thomas 

Deputy General Counsel, HSLB 

Attn: [UNIT] 


Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn: SA [CASE AGENT] 

[Squad] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[Squad] [X] 


From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASB AGENT, telephone number (000)000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 

[SAC NAXB] 

[ABAC KUCE] 

[CDC HAKE] 

[SSA NAME] 

Drafted By: [LAST, FIRST, KIDDLE: INITIALS] 

Case ID «: [CASE FILE HUMBER] (Pending) 

Title : [SUBJECT] 

\ [AKA [ALIAS] (IF APPLICABLE) 

[FCI/IT - FOREIGN POHBR] 

[00: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 

Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic coimnuni cat ions service provider. 


SEi 


TO: 

Re; 


SBCRET 

[DBLIVBRIKO DIVISION] F^m: 

(S4 [CA8B FILB NUMBER, 00/00/2006] 

Derived From i 0-3 


[DRAFTING DIVISION] 


Declassify Ont [10 Years from date of BC] 
[FULL/FRBLIHIHARY] Investigation Instituted: (S) [00/00/2006] 

Reference: (S) [CASB FILB HUMBER SERIAL XXX] 

Enclosure (s) : MU) Enclosed for [DBLIVERIMO DIVISION or OFFICE OF 
ORIOIN, depending on whether service is personal or through 
restricted delivery service or fax] ia an NSL dated [00/00/2006] , 
addressed to [COMPANY POC NAME], [TITLE, (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - MO ZIP CODE 
if using personal service], requesting the names, addresses, lengths 
of service, and electronic transactional records for the [e-mail/IP] 
address holder (s) listed. 


Details: (S) A [FULL/PRBLIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 

INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON- 
U.S. PERSON], was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification for 
opening and maintaining the Investigation on the subject. Barebones 
facts will not suffice and will cause the request to be rejected for 
legal Insufficiency] . These electronic communications transactional 
records are being requested to [Fully state the relevance of the 
requested records to the Investigation] . 

XS) This electronic communication documents the [APPROVING 
OFFICIAL' sA approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on [NUMBER OF] [e-mall/ZP 
address (es)1 from [ISP #1]} [NUMBER OF] [e-mail/IP address (es)l from [ZSI 
#2], etc. [In the ease of multiple addresses to the same ISP, if you kno« 
how many different persons attach to those addresses, please state. If 
request is for person(s} other than the subject of the investigation or 
in addition to the subject of the investigation, please state U8P status 
of those persons. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 

(D) Arrangements should be made with the electronic 
communications service provider to provide the records [personally to an 
ei^loyea of the DELIVERING division OR through use of a delivery service 
or. secure fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of 
receipt of this request. The electronic communications service provider 
should neither send the records through routine mail service nor utilize 
the name of the subject of the request in any telephone calls to the FBI. 

[Certification and Activation of the Nondisclosure Requirement: There is 
no longer an automatic prohibition that prevents the recipient of a 


To: (DELIVBRIHO DIVISION] Prom: [DRAFTING DIVISION] 

Re: 'CS^ [CASB PILE NUMBER, 00/00/2006] 

National Security Letter from disclosing that the FBI has reguested the 
information. To activate the nondisclosure requirement, the senior FBI 
official approving this EC must use Option 1 below and include in the SC 
(but not in the NSL) a brief statement of facts that justify the 
nondisolosiire requirement. Option 2 is to be used in all cases where 
Option 1 is not used.] 


DISCLOSURE PROVISIONS 


[Option 1 - Invoking Nondisclosure Requireskent] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by this 
letter may endanger the national security of the United States, interfere 
with a criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or physical 
safety of a person, 

(S) Brief statement of the facts justifying my certification ii 

this case: 


[Option 2 - Declining to invoke the nondisclosure requirement] 

(O) I, the senior official approving this EC, have determined 
that the facts of this case do not warrant activation of the 
nondisclosure requirements under the applicable National Security Letter 
statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from an electronic communications 
service provider may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection, and, with respect to dissemination to an agency 
of the United States, only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASB AGENT, telephone number (000) 000~0000] . 


SECRET 


[DR&FTIHO DIVISION] 


To: 

Re: 


[DELIVERING DIVISION] 

[CASS FILE HUMBER, 



From : 

00/00/200S] 


LSAD{s) : 


Set Lead li (Action) 

GENERAL COUNSEL 

AT WASHINSTQK^ DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
retirements for NSLs. 

Set Lead 2: (Info) 

tCODHERTERRORISM/CODNTHRINTELLIGEMCE/CYBERl 
AT WASHINGTON. DC 
(U) At [Unit] Read and Clear. 

Set Lead 3t (Action) 


[ DELIVERING DIVISION - if using personal aervlce ] ' 

[ AT CITY, STATE ] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the electronic communication service 
provider, [DELIVERING DIVISION) is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable] . 

♦♦ 
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(Rev, 01-31 2003) 


SBC^ 

FEDERAL BUREAU OP INVESTIGATION 


Precedence t ROUTIHE Datei 00/00/200$ 

To> General Counsel Attnt Julie Thomas 

Deputy General Counsel, MSLB 

[COUXITBRTBRRORISH/ Attni [OHIT] 

COUHTBRIHTSLLIGBHCB/CYBBRl 

[RBQUBSTIHO OPPICB] Attnt SSA [SQUAD SUPBRVISOR] 

SA , [CASE AaBHT] 

[OPFICB OF ORIGIN] Attn: SA [CASB AOBNTi 

[SQUAD] [X] 

[DELIVERING DIVISION] Attn; SSA [SQUAD SUPERVISOR] 

[if using personal service) [SQUAD] [X] 

From; [DRAFTING DIVISION] 

V [APPROVING OFFICIAL] 

Contact I [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME, IF APPLICABLE] 

[SAC NAHB] 

[ABAC NAME] 

[CDC NAME] 

[SSA NAME] 

Drafted By: [LAST, FIRST MXDDLB: INITIALS] 

Case ID #i 'tsl^(CASB FILE NUMBER] (Pending) 

Title: (&1. [SUBJECT] 

[AKA] [ALIAS, IF APPLICABLE] 

[IT/FCI - FOREIGN POWER] 

[OO: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an RFPA National Security 

Letter (NSL) for financial records; provides reporting data; and, 
if necessary, transmits the NSL for delivery to the financial 
institution. 

(US) Derived From : Q-3 

^ Declassify On: [10 years from date of EC] 


SB< 


To: 

Re: 



ICTD/CD] 

;) [CASE FILE HUMBER, 




From: 

00/00/2006] 


[DRAFTIHO DIVISION] 


[PULL/PRELIHIHARY] Investigation Instituted: (S) 00/00/2006 
Reference: (3^ [CASE PILE HUMBER SERIAL XZZ] 

Enclosure (s) t (U) Enclosed for [DBLIVERIHO DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service] is an NSL dated [00/00/2006] , 
addressed to [COMPANY POC NAME], [TITLE (If available}], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE 
If using personal service] , requesting financial records of the 
customer listed. 

Details: A (FULL/ PRELIMINARY] [FOREICffiT COUNTERINTELLIGENCE/ 

INTERNATIONAL TERRORISM] investigation of sxibject, a [U.S. PSRSOH/NON-U.t 
PERSON] , was authorized in accordance with the Attorney General Guidelim 
because [Give a full explanation of the justification for opening and 
maintaining the Investigation on the subject} barebones facts will not 
suffice and will cause the request to be rejected for legal 
insufficiency] . These financial records are being requested to [Fully 
state the relevuce of the requested records to the investigation] . 

■iS) This electronic communication dociiments the [APPROVING 
OFFICIAL ' si ^^proval and certification of the enclosed HSL. For mandatoi 
reporting purposes, the enclosed hsl seeks financial records for [NUMBER 
OF] [individual (s) /account (s)] from [financial institution #1]; [HUMBER 
OF] [individual (s) /accounts] from [financial institution #2], etc. [In tl 
case of multiple accounts to the same financial institution, if you know 
how many different persons attach to those accounts, please state. If 
request is for person(s) other than the subject of the Investigation or i 
addition to the subject of the investigation, please state USP status of 
those persons. In other words, do your best to give as much Information 
as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the financial institution 
to provide the records [personally to an employee of the DELIVERING 
DIVISION OR through use of a delivery service or secure fax to OFFICE OF 
ORIGIN] within [NUMBER OF] business days of receipt of this request. The 
financial institution should neither send the records through routine mai 
service nor utilize the name of the svibject of the request in any 
telephone calls to the FBI. 

DISCLOSURE PROVISIONS 


[Option 1 - Invoking Nondisclosure Requirement] 



To: [CTD/CD] Promt [DRAFTING DIVISION] 

Re: [CASE FILE NDMBBR, 00/00/200f] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that tt 
FBI has sought or obtained access to the information sought by this lett< 
may endanger the national security of the United States, interfere with i 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my certification ir 

this case: 


[Option 3 - Declining to Invoke the nondisolosure requirement] 

(U) I, the senior official approving this EC, have determined 
that the facts of this case do not warrant activation of the nondisclosuj 
requirements under the applicable National Security Letter statute. 


[Include the next 2 paragraphs in all ECs.] 

(U) Information received from an electronic communications 
service provider may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection, and, with respect to dissemination to an agency 
of the United States, only if such information is clearly relevant to th< 
authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000] . 


To: 

Re: 


[CTD/CD] 

S) [CASE FILE iniMBBR, 


'(S) 


From* 

00/00/200S] 


[ORAPTINO DIVISION] 


LEAD(s) * 


Set Lead 1* (Action) 

GENERM,_.CQUNSEL 

AT WASHINGTON. DC 

(U) HSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLa . 

Set Lead 2* (Info) 

r COUMTERTERRORI SM/COUBTERIHTELLIQKHCE /CYBER l 

AT WASHIMGTOW. DC 

(U) At [Unit] Read and Clear 


Set Lead 3* (Action) 

[ DKLIVBRIHQ DIVISION - If using Personal aervice l 
[ AT CITY. STATE ! 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the financial institution, [DELIVERING 
DIVISION] is requested to submit results to [DRAFTIHO DIVISION] and 
[OFFICE OF ORIOIM, if applicable] . 


♦♦ 
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FEDERAI. BUREAU OF INVESTIQATION 


Precedencet ROUTINE Datet 00/00/2006 

Tot General Counsel Attm Julie Thomas 

Deputy General Counsel, NSLB 

[ COUNTBRTBRRORISH/ At tn t [tIHIT] 

COUNTERINTBLLIOSHCB/CYBBR] 

[REQraSTIHQ OFFIB] Attnt SSA [SQUAD SUPERVISOR] 

— SA [CASE AGEirr] 

[OFFICE OF ORIOIN] Attn: SA [CASE AOEHT] 

[Squad] [X] 

[DELIVERING DIVISION] Attnt SSA [SQUAD SUPERVISOR] 

(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: (CASE AGENT, telephone number (000) 000-0000] 

Approved Byt [ADIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 

Case ID #t (sTmcaSE FILE HUMBER] (Pending) 

Title: ^ [SUBJECT] 

[A.E.A.] [ALIAS (IF APPLICABLE)] 

[IT/FCI - FOREIGN POWER] 

00: [OFFICE OP ORIGIN] 

Synopsis: (ft^ Approves the issuance of an FCRA Section 

1681u(a) National Security Letter (NSL) for financial 
institution listings; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the credit 
reporting company. 


SBC^T 

To: EDBLIVBKIB6 DIVISION] Fron: [DRAFTINO DIVISION] 

Re: (S) [CASE FILE NUMBER, 00/00/2006] 



Derived Froa t 0>3 

Declaesify Ont [10 years from date of EC] 


[FULL/PRELIHINARY] Investisation Institutedi (S) [00/00/2006] 


Reference; (S) [CASE FILE NUMBER Serial XXX] 

Enclosure (s) : (U) Enclosed for [DBLIVBRIHO DIVISION or OFFICE 

OF ORIOIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated 
[00/00/2005] , addressed to [COMPANY POC NAME] , [TITLE (if 
available)], [COMPANY NAME], [COMPANY ADDRESS - HO P.O. BOX], 

[CITY, STATE - HO ZIP CODE if using personal service] , 
requesting the names and addresses of financial institutions 
at which the listed consumer maintains or has maintained an 
account . 

Details; Ts] A [FULL/ PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 
PBRSON/NON'U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of the 
justification for opening and maintaining the investigation of the 
subject; barebones facts will not suffice and will cause the request 
to be rejected for legal insufficiency.] This financial institution 
information is being requested to [Fully state the relevance of the 
requested records to the investigation] . 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For memdatory reporting purposes, the enclosed NSL seeks the 
financial institution listings for [NUMBER OF] individual (s) from 
[credit reporting company #1] ; [NUMBER OF] individual (s) from [credit 
reporting company 12], etc. [If there are requests from multiple 
reporting edUf^anies for the same person, please state. If request is 
for person <s) other than the subject of the investigation or in 
addition to the subject of the investigation, please state USP status 
of those persons. In other words, do your best to give as much 
inforautlon as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the credit reporting 
con^any to provide the records [personally to an eiq>loyee of the 
DELIVERING DIVISION or through use of a delivery service or secure 
fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt 
of this request. The credit reporting company should neither send 
the records through routine mail delivery nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 



To: [DELIVKRIHQ DIVISION} From: [DRAPTIMQ DIVISION] 

Re: (S) [CASE FILE NOCBER, 00/00/2006] 

DISCLOSURE FROVISIONS 

[Certification and Activation of the Nondiscloaure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the Information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use <^tion 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 


[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 u.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

'^19) Brief statement of the facts justifying my 
certification in this case: 


[Option 2 ' Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute . 


[Include the next 2 paragraphs in all Bcs.l 


(U) Information received herein from a credit reporting 
company may be disseminated in accordance with the Attorney General 
Guidelines for FBI National Security Investigations emd Foreign 
Intelligence Collection, subject to the following statutory 
limitation. Dissemination of such information is limited to other 
Federal agencies as may be necessary for the approval or conduct of a 
foreign counterintelligence investigation, or, where the information 
concerns a person subject to the Uniform Code of Military Justice, to 
appropriate investigative authorities within the military department 
concerned as may be necessary for the conduct of a joint foreign 
counterintelligence investigation. 



To: [DBLIVERIM6 DIVISION] Fromi [DRAFTING DIVISION] 

Re: ('1^) [CASE FILE NUMBER/ 00/00/3006] 


(U) Any questions regarding the above can be directed to 
[CASE AGENT/ telephone number (000) 000-0000.] 



SECRET 


To: [DBLIVBRINO DIVX810M] From; (DRAFTING DIVISION] 

Re: rst [CASE FILE NUMBER, 00/00/2006] 

LBAD(s); 

Set Lead I; (Action) 

GENERAL COUNSEL 

AT WASHINGTON.. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 2t (Info) 

rCODNTBRTERRORISM/CODliTBRIMTELLIGEMCE/CYBERI 
AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 


Set Lead 3; (Action) 

f DELIVERING OFFICE - If using personal servleel 
( AT CITY. STATE ! 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable] . 


♦♦ 



(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 00/00/200S 

Tot General Counsel Attn: Julie Thomas 

Deputy General Counsel, HSLB 

[COUHTKRTERROttISM/ Attnt [UNIT] 

COUNTBRIHTBLLIOBHCX/CYBBR] 

[REQUESTIHO OFPICB] Attn: SSA [SQUAD SUPERVISOR] 

SA [CASS AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 

(if using personal service) [Squad] [X] 


From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[ABAC NAHB] 

[CDC NAHB] 

[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 

case ID #: Cl^) [CASE FILE NUilBER] (Pending) 

Title: (&K [SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE) ] 

[IT/FCl - FORBKNf POWER] 

00: [OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an FCRA Section 

168lu(b) National Security Letter (NSL) for consumer 
identifying information; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the credit 
reporting company. 


SEi 


To: [DELIVERIHO DIVISION] From: [DRAFTING DIVISION] 

Re: (S) [CASE FILE NtTHBER, 00/00/200S] 



Derived From i G-3 

Declassify Ont [10 years from date of SC] 


[FDLL/PRELIMIHART] Investigation Instituted: (S) [00/00/2006] 

Reference: [CASS FILS KTDIBER Serial XXX] 

Enclosure (s) I (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated 
[00/00/2006], addressed to [COHPAHT POC NAME], [TITLE (if 
available}], [COMPANY NAME], [COMPANY ADDRBSS - HO P.O. BOX], 
[CITY, STATE - HO ZIP CODE if using personal service] , 
requesting consumer identifying information relating to the 
consximer listed. 


Details: A [FtrLL/PRBLIHINARY] [FOREIGN COUNTERINTELLIGENCE/ 

INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 
PERSON/NON-U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of the 
justification for opening and maintaining the investigation on the 
subject: barebones facts will not suffice tuid will cause the request 
to be rejected for legal insufficiency] . This consumer identifying 
information is being requested to [Fully state the relevant of the 
requested records to the investigation] , 


[APPROVING 

NSL. For mandatory reporting purposes, the enclosed HSL seeks 
consumer identifying information for [NUMBER OF] individual (s) from 
[credit reporting company #1]; [NUMBER OF] individual (s) from [credit 
reporting cospany #2], etc. [If there are requests from multiple 
reporting coaq^anles for the same person, please state. If request is 
for person (s) other than the subject of the investigation or in 
addition to the subject of the investigation, please state U8P status 
of those persons. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 


[94 • This electronic communication documents the 
OniClAL's] approval and certification of the enclosed 


(U) Arreuigements should be made with the credit reporting 
company to provide the records [personally to an employee of the 
DELIVERING DIVISION or through use of a delivery service or secure 
fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt 
of this request . The credit reporting compeuniy should neither send 
the records through routine mail service nor utilize the name of the 
subject of the request in euiy telephone calls to the FBI. 


[DRAFTIHO DIVISION] 


To: 

Re: 



[DELIVERING DIVISION] From: 

(S) [CASE FILE HUMBER, 00/00/2006] 


DISCLOSURE PROVISIONS 

[CartlCicatlon and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
Include in the EC (but not in the M8L) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 


[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

'isi Brief statement of the facts justifying my 
certification in this case: 


[Option 2 ' Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 


[Include the next 2 paragraphs In all BCs.] 

(U) Information received herein rom a credit reporting 
company may be disseminated in accordance with the Attorney General 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection, subject to the following statutory 
limitation. Dissemination of such information is limited to other 
Federal agencies as may be necessary for the approval or conduct of a 
foreign counterintelligence investigation, or, where the information 
concerns a person subject to the Uniform Code of Military Justice, to 
appropriate investigative authorities within the military department 
concerned as may be necessary for the conduct of a joint foreign 
counterintelligence investigation. 



To: (DRLIVERIHG DZVX8I0H] Prom: [ORAPTING DIVISION] 

Re: (5) [CASE FILE HDHBEE, 00/00/2006] 


(U) Any questions regarding the above can be directed to 
the [CASE AGENT, telephone number (000) 000*0000.] 
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To: [DBLIVBRINQ DIVISION] 



Prom: [DRAPTIHO DIVISION] 


Re: tS^[CA3S PILE NUMBER, 00/00/2006] 

LEAD(s) : 

Set Lead It (Action) 

GENERAL COOHSEL 

AT WASHINGTON. DC 

(U) HSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs- 

Set Lead 2t (Info) 

r CQDMTHRTBRRORISM/COmiTBRINTBLLIOENCE/CYBER l 

AT WASHINGTON . DC 
(U) At [Dnit] Read and Clear 

Set Lead 3 t (Action) 

[ DELIVBRIHQ OFFICE -if using personal service ] 

( AT CITY. STATE ) 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the credit reporting company, 
[DBLIVBRINO DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, If applicable] . 
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(Rev. 01-3 1 -2003) 



FEDEflAL BUREAU OF INVESTIGATION 


Preced«nc« t ROUTINE 
Tot General Counsel 

[COUNTBRTSRRORI SH] 


Datet 00/00/2006 

Attni Julie Thomas 

Deputy General Coxinsel, NSLB 

Attnt [UNIT] 


{RSQUB8TINO OFFICE] Attnt SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIOINl Attn: SA [CASE AOBMT] 

[Squad] [X] 

[DBLIVBRIHO OIVISIOH] Attnt SSA [SQUAD SUPERVISOR] 

(if using personal service) [Squad] [X] 


Front [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact! [CASE AGENT, telephone number (000) 000-0000] 

Approved Byt (ADIC NAKE (IF APPLICABLE)] 

[SAC NAME] 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 

Drafted Byt [LAST FIRST MIDDLE NAMEt INITIALS] 

Case ID «t 0^) [CASE FILE NUMBER] (Pending) 

Titlet ('Si [SUBJECT] 

^ [A.X.A.] [ALIAS (IF APPLICABLE) ] 

[IT/FCI - FOREIGN POWER] 

OOt [OFFICE OF ORIGIN] 

Synopsis t (U) Approves the issuance of an PCRA Section 1681v 
National Security Letter (HSL) for a full credit report in an 
international terrorism investigation; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
credit reporting company. 



To: [DELXVBRIHO DXVXSIOHl From: 

Re: (S) [CASE FILE HDHBER, 00/00/2006] 


[drafting SXVXSXOHl 


(SO Derived From t 0-3 

^ Declassify On: [10 years after the date of BC] 

[FOLL/PRSLIHIHARY] Investigation Instituted: (S) [00/00/2006] 

I. 

Reference: [60 [CASE FILE HDXBBR Serial XZX] 

Enclosure (s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE 

OF ORIGIN, depending on whether service is personal or through 
restricted delivery system or fax] is an NSL dated 
[00/00/2006] , addressed to [COMPANY POC NAME] , [TITLE (if 
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], 

[CITY, STATE NO ZIP CODE if using personal service] , 
requesting a full consumer credit report and all information 
in its files relating to the consumer listed. 

Details: (^) A [FULL/ PRELIMINARY] international terrorism 

investigation of subject, a [U.S. PBRS0N/H0N-U.8. PERSON], was 
authorized in accordance with the Attorney General Guidelines because 
[Give a full explanation of the justification for opening and 
maintaining the investigation on the subject; barebones facts will 
not suffice and will causa the request to be rejected for legal 
insufficiency] . This full credit report is being requested to [Fully 
state the relevance of the requested records to ths investigation] . 

This electronic communication docniments the 
[APPROVING Official's] approval and certification of the enclosed 
NSL. For reporting purposes, the enclosed NSL seeks the consumer 
credit report of [NUMBER OF] individual (s) from [credit reporting 
company #1]; [NUMBER OF] individual (s) from [credit reporting company 
#2] , etc. [If there are requests from multiple reporting companies 
for the same person, pleass state. If request is for person (s) other 
than the subject of the investigation or in addition to the subject 
of the investigation, please state USP statue. In other words, do 
your best to give as much information as you can, for congressional 
reporting piirposes.] 

(U) Arrangements should be made with the credit reporting 
company to provide the records [personally to an employee of the 
DELIVERING DIVISION or through use of a delivery service or secure 
fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt 
of this request. The credit reporting company should neither send 
the records through routine mail delivery nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 


To: 

Re; 


(DBLIVERIHO DIVISION] 
) [CASE FILE NUMBER, 




From: 

00/00/2006] 


[DRAFTIHQ DIVISION] 


DISCLOSURE PROVISIONS 


tCartifioation and Activation of th« Nondisclosure Requiroaent t There 
is no longer an autoiaatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the ■ 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 


[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 O.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 


[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 


[Include the next 2 paragraphs In all ECs.] 

(U) Information received herein from a credit reporting 
compeuiy may be disseminated in accordance with the Attorney General 
Guidelines on National Security Investigations and Foreign 
Intelligence Collection 

(U) Any questions regarding the above can be directed to 
the [CASE AGENT, telephone number (000) 000-0000.] 


To: (DSIiIVERIMO DIVISIOH] 


From: [DRAFTIHQ DIVISION] 


Re: tS^[CASR FILE NDHBBS, 00/00/2006] 

l.EAD(s) t 

Set Lead It (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2t (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 
(U) At [Dnlt] Read and Clear 
Set Lead 3: (Action) 

[ PELIVBRINO OFFICE- if using personal service ] 

[ AT CITY, STATE ! 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the credit reporting company, 
(DELIVERIHO DIVISION] is requested to submit results to 
[DRAFTING DIVISIOH] and [OFFICE OF ORIGIN, if applicable] . 

♦♦ 
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DECLASSIFIED BY 65179 DHH/KSP./JW 
ON 06-07-2007 


(U) 

<U) 


S^C^ET 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 00/00/2006 

To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 

tCOUNTERTERRORISM/ Attn: [UNIT! 

COUNTERINTELL I 6EHCE/ CYBER] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA (SQUAD SUPERVISOR] 

[Squad] [X] 

From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By; [ADIC NAME (IF APPLICABLE}] 

[SAC NAME] 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 

Case ID #V [CASE FILE NUMBER] (Pending) 

Title: W) [SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE) ] 

[IT/FCI - FOREIGN POWER] 

00: [OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an FCRA Section 1681u(a) 

National Security Letter (NSL) for financial institution 
listings; provides reporting data; and transmits the NSL for 
delivery to the consumer reporting agency. 



Derived Fr^*<(^ 
SE(^ET 


G-3 


To: [DELIVERING DIVISION] 

(U) Re 1 [CASE PILE NUMBER, 


[CASE PILE NUMBER, 00/00/2005] 

Declassify On: [10 Years from Date of EC] 


S^ET 

[DELIVERING DIVISION] From: [DRAFTING DIVISION] 


(0) FULL/ PRELIMINARY Investigation Instituted: 00/00/2005 

Reference: [CASE FILE NUMBER Serial XXX] 

Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION] is an HSL 

dated [00/00/2006], addressed to [COMPANY POC NAME] , [TITLE (if 
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], 
[CITY, STATE - HO ZIP CODE if using personal service] , requesting 
the names and addresses of financial institutions at which the 
listed consumer maintains or has maintained an account. 

Details: ^ A [PULL/PRELIMINARY] [FOREIGN 

COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigation of 
subject, a [U.S. PERSON/NON-U, S , PERSON], was authorized in 
accordance with the Attorney General Guidelines because [GIVE A 
FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING AND MAINTAINING 
THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS WILL NOT 
SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR LEGAL 
INSUFFICIENCY] . This 'financial institution information is being 
requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS 
TO THE INVESTIGATION) . 


[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
the financial institution listings for [NUMBER OF] individual (s) 
from [CONSXJMER REPORTING AGENCY A]; [NUMBER OF] individual ( s) from 
[CONSUMER REPORTING AGENCY B] , etc. [If you know how many credit 
report consumers are USPs, please state.) 


reporting agency to provide the records [personally to an 
employee of the DELIVERING DIVISION] within [NUMBER OP] business 
days of receipt of this request , The consumer reporting agency 
should neither send the records through routine mail delivery nor 
utilize the name of the subject of the request in any telephone 
calls to the FBI . 


agency may not be disseminated outside the FBI, except to other 
Federal agencies in accordance with the Attorney General 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection and only as may be necessary for the 


(LT) This electronic communication documents the 


(U) The enclosed NSL will be personally delivered by 

[DELIVERING DIVISION] . 


(U) Arrangements should be made with the consumer 


(U) Information received from a consumer reporting 
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SE^^T 

To: [DELIVERING DIVISION] Proms [DRAFTING DIVISION] 

Re: (X [CASE FILE NUMBER, 00/00/2005] 

conduct of a foreign counterintelligence investigation, or where 
the information concerns a person subject to the Uniform Code of 
Military Justice, to appropriate authorities within the military 
department concerned as may be necessary for the conduct of a 
joint foreign counterintelligence investigation. 

(U) Any questions regarding the above can be directed 

to [CASE AGENT, telephone number (000) 000-0000] . 


NONDISCLOSURE PROVISION [NEW REQUIREMENT] 


[Certification and Activation of the Nondisclosure 
Requirement: There is no longer an automatic prohibition that 
prevents the recipient of a National Security Letter from 
disclosing that the FBI has requested the information. To 
activate the nondisclosure requirement, the senior FBI official 
approving this EC must use Option 1 below and include in the EC 
(but not in the NSL) a brief statement of facts that justify the 
nondisclosure requirement. Option 2 is to be used in all cases 
where Option 1 is not used.] 

[Option 1 - Invoking nondisclosure requirement] 

(U) In accordance with 15 U.S.C. § 1681u(d) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
countercerrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

tU) Brief statement of th^ facts justifying my 

certification in this case: 


OR 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 


eXi 


SEfiRET 
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To: 
Re : 


(U) 


s 




'RET 


K [DELIVERING DIVISION] Prom: 

[CASE PILE NUMBER, 00/00/2005] 


[DRAFTING DIVISION] 


S 
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[DRAFTING DIVISION] 


(U) 


S 



To: [DELIVERING DIVISION] From: 

Re: [CASE FILE NUMBER, 00/00/2005] 

LEADU) : 


Set Lead 1; (Action) 


GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 


Set Lead 3: (Action) 

[DELIVERING OFFICE ! 

[ AT CITY, STATE ] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OP ORIGIN, if applicable] . 


♦♦ 


RET 


5 


[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


ALL IHFOKnATIOH CONTAIME® 

HEFIin IS WrCLASSIflEP 

DATE 06-0"? -2007 EY 65179 DHS/K3R/JM 

[MR . /MRS . /MS , ] [COMPLETE NAME OF POC] 

[TITLE, IF AVAILABLE] 

[NAME OP COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O, BOX] 

[CITY, STATE - NO ZIP CODE] 

DEAR [MR, /MRS. /MS.] [LAST NAME] ; 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title IS, United States Code 
(U.S.C.), Section 1681u(a) (the Fair Credit Reporting Act, as 
amended) , you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) the names and addresses of all financial 
institutions (as defined in Title 12, u.S.C., Section 3401) at 
which the below-named consumer (s) maintains or has maintained an 
account ; 


NAME (S) : 

ADDRESS(ES): [if available] 

DATE(S) OF BIRTHS [if available] 

SOCIAL SECURITY NUMBER(S): [if available] 

In accordance with Title 15, U.S.C., Section 1681u(a), 
I certify that such information is sought for the conduct of an 
authorized investigation to protect against clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution 
of the United States. 
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[MR ♦/MRS. /MS.] [COMPLETE NAME] 


[Certifications The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) , then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681u(d){l), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 15 U.S.C, § 

1681U (d) (1} and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter , 

In accordance with 15 U.S.C. § 1681u(d) (3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681u(d) (4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter . 


[Include the following language in all NSLs . ] 

In accordance with 18 U.S.C. § 3511(a) and (b) (1) , you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 
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[MR . /MRS . /MS . ] [COMPLETE NAME] 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] ,_depending on whether service is personal or through a 
delivery service] . Due to security considerations, you should 
neither send the records through routine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 


Sincerely yours, 


CHARGE/ 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN 

SPECIAL AGENT IN CHARGE] 
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(Rev. 03-09-2006) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 00/00/2006 

To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 

[CODNTERTEKRORISM/ Attn: [DNIT] 

COUNTERINTELLIGENCE/ CYBER] 

[REQUESTING OFFICE] Attn; SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 

[DELIVERING DIVISION] Attn; SSA [SQUAD SUPERVISOR] 

[Squad] [X] 


Prom: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ABIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 


DECLASSIFIED EY 6S179 DMH/P:SR/JW 
ON 06-07-2007 


(U) 


Drafted By: 
Case ID #: 


Title; 


[LAST FIRST MIDDLE NAME: INITIALS] 



[CASE FILE NUMBER] (Pending) 
[SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 

00: [OFFICE OF ORIGIN] 


Synopsis: (U) Approves the issuance of an FCRA Section 1681u{b) 

National Security Letter (NSL) for consumer identifying 
information; provides reporting data; and transmits the NSL for 
delivery to the consumer reporting agency. 



s from Date of EC] 



ET 


To; [DELIVERING DIVISION] From: 

(U) Re; M [CASE FILE NUMBER, 00/00/2005] 


[DRAFTING DIVISION] 


(U) FULL /PRELIMINARY Investigation Instituted: 00/00/2005 

(U) Reference; [CASE FILE NUMBER Serial XXX] 

Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION is an KSL 

dated [00/00/2006], addressed to [COMPANY POC NAME] , [TITLE {if 
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], 
[CITY, STATE - NO ZIP CODE if using personal service] , requesting 
consumer identifying information relating to the consumer listed, 

Details; A [FULL/ PRELIMINARY] [FOREIGN 

(U) COUNTERINTELEIGENCE/INTERNATIONAL TERRORISM] investigation of 
subject, a [U.S. PERSON/NON-U. S . PERSON], was authorized in 
accordance with the Attorney General Guidelines because [GIVE A 
FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING AND MAINTAINING 
THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS WILL NOT 
SUFFICE AND WILL CAUSE THE REQXraiST TO BE REJECTED FOR LEGAL 
INSUFFICIENCY] . This consumer identifying information is being 
requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS 
TO THE INVESTIGATION] . 


(U) This electronic communication documents the 
[APPROVING official's] approval and certification of the enclosed 
NSL, For mandatory reporting purposes, the enclosed NSL seeks 
consumer identifying information for [NUMBER OF] 
individual (s) from [CONSUMER REPORTING AGENCY A]; [NUMBER OF] 
individual (s) from [CONSUMER REPORTING AGENCY B] ; etc. [If you 
know how many credit report consumers are USPs, please state.] 

(U) The enclosed NSL will be personally delivered by 

[DELIVERING DIVISION] . 


(U) Arrangements should be made with the consumer 
reporting agency to provide the records [personally to an 
employee of the DELIVERING DIVISION] within [NUMBER OF] business 
days of receipt of this request. The consumer reporting agency 
should neither send the records through routine mail service nor 
utilize the name of the subject of the request in any telephone 
calls to the FBI. 


CU) Information received from a consumer reporting 
agency may not be disseminated outside the FBI, except to other 
Federal agencies in accordance with the Attorney General 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection and only as may be necessary for the 
conduct of a foreign counterintelligence investigation, or where 
the information concerns a person subject to the Uniform Code of 


SE^l^T 


(U> 


To: 
Re . . 


SE 



(DELIVERING DIVISION] From: 

(M [CASE FILE NUMBER, 00/00/20051 


[DRAFTING DIVISION] 


Military Justice, to appropriate authorities within the military 
department concerned as may be necessary for the conduct of a 
joint foreign counterintelligence investigation 


(U) Any questions regarding the above can be directed 

to the [CASE AGENT, telephone number (000) 000-0000) . 


NONDISCLOSURE PROVISION [NEW REQUIREMENT) 


[Certification and Activation of the Nondisclosure 
Requirement: Thera is no longer an automatic prohibition that 
prevents the recipient of a National Security Letter from 
disclosing that the FBI has requested the inf ojrmation , To 
activate the nondisclosure requirement, the senior FBI official 
approving this EC must use Option 1 below and include in the EC 
(but not in the NSL) a brief statement of facts that justify the 
nondisclosure requirement. Option 2 is to be used in all cases 
where Option 1 is not used.) 


[Option 1 - Invoking nondisclosure requirement) 

(U) In accordance with 15 U.S.C. § 1681u(d) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

Brief statement of the facts justifying my 
certif icat f'oh in this cas^ 


OR 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 




To : tDELIVERlHO DIVISION] 


From: rORAFTING DIVISION] 


Re: [CASE PILE NUMBER, 00/00/2005] 

<U) 

LBAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 2: (Info) 

r COUNTERTERRORI SM/CQDNTERINTELLIGEHCE / CYBER 1 

AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 

Set Lead 3; (Action) 

r PELIVERIMQ OPPICE I 

[ AT CITY. STATE ] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the consumer reporting agency, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OP ORIGIN, if applicable] . 

♦♦ 
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tDRAFTINQ DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


[MR. /MRS. /MS.] [COMPLETE NAME OF POC] 

[TITLE, IF AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 

[CITY, STATE - NO ZIP CODE] 

DEAR [MR . /MRS . /MS , ] [LAST NAME] : 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 

(U.S.C.), Section 1681u(b) (the Fair Credit Reporting Act, as 
amended) , you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) the names, address, former addresses, 
places of employment, or former places of employment of the 
below-named consumer (s) : 

NAME(S) : 

ADDRESS (£S): [if available] 

DATE(S) OF BIRTH: [if available] 

SOCIAL SECURITY NUMBER(S): [if available] 

In accordance with Title 15, U.S.C., Section 1681u(a), 
I certify that such information is sought for the conduct of an 
authorized investigation to protect against clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution 
of the United States. 


ALL IHFORHATIOK COMTAIHED 

HEREIN IS 1J1ICLAS3IFIED 

DATE 06-07-2007 BY 65179 IHH/KSR/JW 
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[MR. /MRS. /MS.] [COMPLETE NAME] 


[Certification: The nondisclosure re<iuireinent is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement), then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681u(d} (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal , counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 15 U.S.C. § 

1681u(d) (1) and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter. 

In accordance with 15 U.S.C, § 1681u{d) (3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681u(d) (4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 


[Include the following language in all HSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 
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[MR. /MRS. /MS.] [COMPLETE NAME] 


You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Ajiy questions you have regarding this letter should be 
directed only to the [ [DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] ,_depending on whether service is personal or through a 
delivery service] . Due to security considerations, you should 
neither send the records through routine mail service nor non-- 
secure fax^ nor disclose the substance of this letter in any 
telephone conversation . 

Your cooperation in this matter is greatly appreciated. 


Sincerely yours, 


CHARGE/ 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN 

SPECIAL AGENT IN CHARGE] 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To; General Counsel 

I COUNTERTERRORI SM] 


Date; 00/00/2006 

Attn: Julie Thomas 

Deputy General Counsel, NSLB 

Attn; [UNIT! 


tREQUESTING OFFICE] Attn; SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 

[Squad] [X] 


From; [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 


Approved By: [ADIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[AS AC NAME] 

[CDC NAME] 

[SSA NAME] 


DECLASSIFIED BY 6S179 DHH/KSP/JM 
OH 06-08-Z007 


Drafted By; [LAST FIRST MIDDLE NAME: INITIALS] 


Case ID 
Title: 



[CASE PILE NUMBER] (Pending) 
[SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE) I 
[IT/FCI - FOREIGN POWER] 

00: [OFFICE OF ORIGIN] 


Synopsis: (U) Approves the issuance of an FCRA Section l681v 

National Security Letter (NSL) for a full credit report in an 
international terrorism investigation; provides reporting data ; 
and transmits the NSL for delivery to the consumer reporting 
agency , 



Derived 



G-3 


(U) 


To : [DELIVERING DIVISION] 

Re: ^ [CASE FILE NT3MBER, 


SE^^T 

From ; 

00/00/2005] 


[DRAFTING DIVISION] 


Declassify On: [10 Years from Date of EC] 


(U) FULL/PRELIMIKARY Investigation Instituted: 00/00/2005 

(U) Reference: (^) [CASE FILE NUMBER Serial XXX] 

Enclosure (s) : (U) Enclosed for [DELIVERING DIVISION] is an NSL 

dated [00/00/2006], addressed to [COMPANY POC NAME] , [TITLE (if 
availeOale) ] , [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], 
[CITY, STATE - NO ZIP CODE if using personal service] , requesting 
a full consumer credit report and all information in its files 
relating to the consumer listed . 

(U) Details: A [FULL /PRELIMINARY] international terrorism 

investigation of subject, a [U.S. PERSON/NON-U. S . PERSON] , was 
authorized in accordance with the Attorney General Guidelines 
because [GIVE A FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING 
AND MAINTAINING THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS 
WILL NOT SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR 
LEGAL INSUFFICIENCY] . This full credit report is being requested 
to [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS TO THE 
INVESTIGATION] . 


(U) This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For reporting purposes, the enclosed NSL seeks [NUMBER OF] 
of credit reports from [CONSUMER REPORTING AGENCY A] , [HUMBER OP] 
credit reports from [CONSUMER REPORTING AGENCY B] , etc. [If you 
know how many credit report consumers are USPs, please state.] 

(u) The enclosed NSL will be delivered personally by 

[DELIVERING DIVISION] , 


(U) Arrangements should be made with the consumer 
reporting agency to provide the records [personally to an 
employee of the DELIVERING DIVISION] within [NUMBER OF] business 
days of receipt of this request. The consumer reporting agency 
should neither send the records through routine mail delivery nor 
utilize the name of the subject of the request in any telephone 
calls to the FBI. 


(U) Information received from a consumer reporting 
agency may be disseminated to an agency of the United States 
Government in accordance with the Attorney General Guidelines for 
FBI National Security Investigations and Foreign Intelligence 
Collection. 


sec: 


IT 


2 


SE^T 


(U) 


To: [DELIVERING DIVISION] From; 

Re: [CASE FILE NUMBER, 00/00/2005] 


(U) Any questions regarding Che 

to the [CASE AGENT, telephone number (000) 


[DRAFTING DIVISION] 

above can be directed 

000 - 0000 ] . 


NONDISCLOSURE PROVISION [NEW REQUIREMENT] 


[Certification and Activation of the Nondisclosure 
Requirement: There is no longer an automatic prohibition that 
prevents the recipient of a National Security Letter from 
disclosing that the FBI has requested the information. To 
activate the nondisclosure requirement, the senior FBI official 
approving this EC must use Option 1 below and include in the EC 
(but not in the NSL) a brief statement of facts that justify the 
nondisclosure requirement. Option 2 is to be used in all cases 
where Option 1 is not used.] 


[Option 1 - Invoking nondisclosure requirement] 


(Ul 


(U) In accordance with 15 U.S.C. § 1681v I, the senior 
official approving this EC, certify chat a disclosure of the fact 
that the FBI has sought or obtained access Co the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

j)s) Brief statement of the facts iustifyina mv 
certif icatioV in this cas^ 


OR 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 
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m 


To: 
Re : 



ELIVERING DIVISION] 
[CASE FILE NUMBER, 



ET 


From: 


00/00/2005] 


LEAD(s) : 


[DRAFTING DIVISION] 


Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 2: (Info) 

CQUNTERTERROR I SM 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 

Set Lead 3 : (Action) 

[ DELIVERING OFFICE ! 

[ AT CITY, STATE ] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable] . 

♦♦ 


e)(. 


SECRET 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


ALL IHFORHATIOH COHTAIMED 

HEREIN IS UNCLASSIFIED 

DATE 06-08-2007 BY 6S179 DHH/KSR/JW 


[MR. /MRS. /MS,] [COMPLETE NAME OP POC] 

[TITLE, IF AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 

[CITY, STATE - NO ZIP CODE] 

Dear [MR , /MRS . /MS . ] [LAST NAME] : 

Pursuant to Executive Order 12333, dated December 4, 
1981, and 15 U.S.C. § 1681v of the Fair Credit Reporting Act (as 
amended) , you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) with a copy of a consumer credit report 
and all other information contained in your files for the below- 
listed consumer (s) : 

NAME(S) t 

ADDRESS (ES): [if available] 

DATE(S) OF BIRTH: [if available] 

SOCIAL SECURITY NUMBER (S) : [if available] 

In accordance with Title 15, U.S.C. § 1681v, I certify 
that the information sought is necessary to conduct an authorized 
investigation of, or intelligence or counterintelligence 
activities or analysis related to, international terrorism. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) , then include 
the language in the following 3 paragraphs in the NSL . ] 

In accordance with 15 U.S.C. § I681v(i) , I certify that 
a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
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(MR . /MRS . /MS . 1 [ COMPLETE NAME] 


physical safety of a person. Accordingly, 15 U.S.C. § 1681v(l) 
and (3) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 15 U.S.C. § I68lv(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681v(4) , if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 


[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [ [DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] , .depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 
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[MR . /MRS . /MS . 1 [COMPLETE NAME] 


Your cooperation in this matter is appreciated. 


Sincerely, 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN 
CHARGE/ 

SPECIAL AGENT IN CHARGE] 


(Rev. 1)3-09-2006) 


S^1 


SECRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 00/00/2005 


To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 

COUNTERINTELL I GENC E/ CYBER] 


[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 


[OFFICE OP ORIGIN] Attn: SA (CASE AGENT] 

[SQUAD] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 

(if using personal service) [SQUAD] [X] 


From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 


(U) 

(U) 


Approved By: [ADIC NAME, IF APPLICABLE] declassified by SS179 DllH/KSR/JM 

[SAC NAME] PH 06-03-2007 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 


Drafted By: 


[LAST, FIRST MIDDLE; INITIALS] 


Case ID 
Title: 



[CASE FILE NUMBER] (Pending) 
[SUBJECT] 

[AKA] [ALIAS, IF APPLICABLE] 
[IT/FCl - FOREIGN POWER] 

[00: OFFICE OF ORIGIN] 


Synopsis: Approves the issuance of an RFPA National Security 

Letter (NSL) for financial records; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the financial 
institution. 


(U) 



Derive 
Declassify 



from date of EC] 


SECRET 


To: tCTD/CD] From: [DRAFTING DIVISION] 

Re: [CASE FILE NUMBER, 00/00/2005] 

FtJLL/PRELIHIN2UiY Investigation Instituted: (S) 00/00/2005 


Reference: {^) [CASE FILE NUMBER SERIAL XXX] 

Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 

ORIGIN, depending on whether service is personal or through restricted 
delivery service] is an NSL dated [00/00/2005] , addressed to [COMPANY 
POC NAME], [TITLE {if available)], (COMPANY NAME], [COMPANY ADDRESS - 
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service], 
requesting financial records of the customer listed. 

Details: >3^^ A [FULL/PRELIMINARY] [FOREIGN 

COUNTERINTELI^GENCE/ INTERNATIONAL TERRORISM] investigation of subject, 
a [U.S. PERSON/NON-U. S . PERSON] , was authorized in accordance with the 
Attorney General Guidelines because [GIVE A PULL EXPLANATION OF THE 
JUSTIFICATION FOR OPENING AND MAINTAINING THE INVESTIGATION ON THE 
SUBJECT; BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE THE REQUEST 
TO BE REJECTED FOR LEGAL INSITFFICIENCY] . These financial records are 
being requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED 
RECORDS TO THE INVESTIGATION] . 

This electronic communication documents the [APPROVING 
pproval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks financial records 
for [NUMBER OF] individual (s) . 


OFFICIAL ' s 




(U) Arrangements should be made with the financial 
institution to provide the records [personally to an employee of the 
DELIVERING DIVISION OR through use of a delivery service to OFFICE OF 
ORIGIN] within [NUMBER OF] business days of receipt of this request* 

The financial institution should neither send the records through 
routine mail service nor utilize the name of the subject of the 
request in any telephone calls to the FBI, 

(Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of a 
National Security Letter from disclosing that the FBI has requested the 
information. To activate the nondisclosure requirement/ the senior FBI 
official approving this EC must use Option 1 below and include in the 
EC (but not in the NSL) a brief statement of facts that justify the 
nondisclosure requirement. Option 2 is to be used in all cases where 
Option 1 is not used.] 


[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 12 § 3414(a) I, the senior 

official approving this EC, certify that a disclosure of the fact that 


(U) 


iU) 


To: tCTD/CD] From: [DRAFTING DIVISION] 

Re: N) [CASE FILE NUMBER, 00/00/2005] 

the FBI has sought or obtained access to the information sought by this 
letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 


in this ca^eY 




Brief 


statement of the facts justifying my certification 


[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have determined 
that the facts of this case do not warrant activation of the 
nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs] 

(U) Information received from a financial institution may 
be disseminated to an agency of the United States only if such 
information is clearly relevant to the authorised responsibilities of 
such agency, 

(U) Any questions regarding the above can be directed to 

[CASE AGENT, telephone number (000) 000-0000] . 

LEAD(s) : 
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SEC^T 


To : [CTD/CD] 


From: [DRAFTING DIVISION] 


( 0 ) 


[CASE FILE NUMBER. 00/00/2005] 


Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs . 

Set Lead 2: (Info) 

[ COUNTERTERRORISM/ COUNTERINTELLIGENCE /CYBER ] 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[ DELIVERING DIVISION - if using personal service ) 

[ AT CITY. STATE ] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the financial institution, [DELIVERING 
DIVISION] is requested to submit results to [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN, if applicable] . 

♦♦ 
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All INFORHATIOW COIJTAIWEL 

HEPIIN IS UNCLASSIFIED 

DATE 05-08-200? BY 6S17£i DHH/KSR/JTir 


[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, 20P CODE] 

[MONTH DAY, YEAR] 


[MR. /MRS/MS.] [COMPLETE POC NAME] 

[TITLE, IF AVAILABLE] 

[COMPANY NAME] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 

[CITY, STATE - NO ZIP CODE] 

DEAR [HR. /HRS. /MS.] [LAST NAME] t 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), you are hereby directed to produce 
to the Federal Bureau of Investigation (FBI) all financial 
records pertaining to the customer (s) and/or accounts listed 
below; 


NAME (S) [if available] 

ACCOUNT HUHBER(a); [if available] 

SOCIAL SECURITY NUMBER (S) * [if available] 

DATE(S) OF BIRTH: [if available] 

[FOR PERIOD FROM INCEPTION TO PRESENT] 
or 

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT] ] 

Please see the attachment following this request for 
the types of information that your financial institution might 
consider to be a financial record. 

In accordance with Title 12, U.S.C. Section 
3414(a) (5) (A), I certify that the requested records are sought 
for foreign counterintelligence investigation purposes to protect 
against international terrorism or clandestine intelligence 
activities, and that such an investigation of a United States 
person is not conducted solely on the basis of 


[MR, /MRS. /MS./ COMPLETE NAME] 


activities protected by the First Amendment to the Constitution 
of the United States. 

In accordance with Title 12 , U.S.C,, Section 3403(b), I 
certify that the FBI has complied with all applicable provisions 
of the Right to Financial Privacy Act. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this HSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 12 U.S.C. § 3414 (a) (5) (D) , I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 12 U.S.C. § 

3414(a) (5) (D) prohibits you, or any officer, employee, or agent 
of yours, from disclosing this letter, other than to those to 
whom disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iii) , you 
are directed to notify any persons to whom you have disclosed 
this letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

in accordance with 12 U.S.C. § 3414 (a) (5) (D) (iv) , if 
the FBI asks for the information, you should identify any person 
to whom such disclosure has been made or to whom such disclosure 
will be'made. In no instance will you be required to identify 
any attorney to whom disclosure was made or will be made in order 
to obtain legal advice or legal assistance with respect to this 
request . 


[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b) (1), you 
have a right to challenge this request if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
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[MR. /MRS. /MS./ COMPLKTE NAMEj 


requirement, may result in the United States bringing an 
enforcement action. 

You are requested to provide records responsive to this 
request [personally to a representative of the [DELIVERING 
DIVISION] _0R through use of a delivery service to the [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this request, 

Any questions you have regarding this request should 
be directed only to the [ [DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] ,_depending on whether service is personal or through a 
delivery service or fax] . Due to security considerations, you 
should neither send the records through routine mail service nor 
disclose the substance of this request in any telephone 
conversation , 

Your cooperation in this matter is greatly appreciated. 


Sincerely, 


[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 
CHARGE/ 

SPECIAL AGENT IN CHARGE] 
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(Rev, 01-3 1-2003) 


SECRET / ORCON/N^^^/ /FISA 

FEDERAI. BUREAU OF INVESTIGATION 


Precedence: PRIORITY Date: 09/27/2006 

To: General Counsel Attn: Julie Thomas 

Deputy General Counsel , NSLB 


From: Counterterrorism 

CXS/ECAU/Room 4343 

Contact: lA Best D. Analyst, 202/your phone 


Approved By: Billy Joseph Jr 

Frahm Charles E 
Love Jennifer Smith 
Wall Thomas S 
Sheldon Kristen L 
Your SSA 

Drafted By: Analyst Best D:bda 


ALL IHFOPHATIOK COMTAIMED 
HEPiilH IS UHCLA3SIFIED EXCEPT 
UHEBE 3H0UH OTHERWISE 


( 0 ) 


bi 


Case ID #: (S) 


LATE: 06-08-2007 

CLASSIFIED BY 65179 DHH/KSR/JW 

PEASOII: 1.4 (C) 

LECLASSIFl OM: 06-08-2032 


[Pending) 


File number which is a PI or FP (Pending) 


Title: ELECTRONIC COMMUNICATIONS ANALYSIS 

NATIONAL SECURITY/PATRIOT ACT LETTER MATTERS 

(U) 


<x 


Title of file number which is a PI or FF 


Synopsis: (U) Requests the issuance of an Electronic 

Communications Privacy Act ("ECPA") National Security Letter 
(NSL) for subscriber and transactional records information. 


Derived^^ft/om : G-3 

Declass,ix^On: XI 


(U) Full Investigation Initiated: XX/XX/200X 

or 

(U) Preliminary Investigation Initiated; XX/XX/200X, set to 
expire XX/XX/200X. 


Administrative: (S) This document is classified 

SECRET/ORCON/NOFORN//FISA. Portions of this document carrying 
classification markings may not be incorporated into any 
criminal affidavit, criminal court proceeding or unclassified 


SECRET /OROra/NOFORN 


to: 

Re: 


;C^l 


SECRET/ORCOH/NOFORN 


General Counsel From: Counterterrorism 



9/27/2006 


bl 


investigative file. The information in this document is 
intended to be used for lead or background purposes only. 


(U) 


(U) 



b2 

b7E 


b2 

b7E 


bl 


Details: A [FULL/ PRELIMINARY] [INTERNATIONAL/FOREIGN 

tU) COUNTERINTELtiGENCE) investigation of XX, the subject of the 

captioned case, a [US PER /NON -US PER] , was authorized in accordance 
with the Attorney General Guidelines because [Give a full explanation 
of the justification for opening and maintaining an investigation of 
the subject; barebones facts will not suffice and will cause the 
request to be rejected for lack of legal sufficiency] . 


Articulate the connection between the email address you 
are requesting an NSL upon and the subject listed above. 

X) ECAU requests a NSL be issued to for the email address 
XXXX in order to [Fully state the relevance of the requested records 
to the investigation] . This email address was verified and 
preserved on XX/XX/200X, 


[(j) It is requested that NSLB issue a NSL to XXX for 

subscriber and transactional records pertaining to the email 
address XXXX . com . 


s ecret/orcon/noforn 
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To: 
Re : 


SECRET / ORCQ^NOFORN 

Gene ral Counsel Fronn : C ounterterrorism 

(S) r I 09/27/2006 


bl 


ined 


obtainet 
4343, lA 


It is further requested that NSLB ensure the records 
from XXX are submitted to FBI HQ, CTD/CXS/ECAU, Room 
Best D . Analyst . 


S ECRET / ORCb^NOPORN 


S ECRET / ORCOT/NOPORN 


To: Gene ral Counsel 

Re: (S) 


From : 


Counterterrorism 

“n09/27/2006 


bl 


LEAD(s) ; 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

This electronic communication requests NSLB 
prepare a National Security Letter {NSL} to obtain subscriber 
and transactional records associated with the email address XX, 
which was verified and preserved on XX/XX/2006. The NSL 
should be directed to XX (name of the ISP) at address of ISP. 
Results of the NSL should be submitted to FBIHQ, CTD/CXS/ECAU, 
Room 4343, lA Best D. Analyst. 


♦♦ 


S EGRET/ ORC^/NOFORN 
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U*S. Department of Justice 


Federal Bureau of Investigation 


(S) 


Washington^ D. C. 20535-0001 

October 20 , 2006 


ALL TKFOH'IATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
ta^HEBE zmm OTtlERWISE 

DATE: 06-07-2:007 

CLASSIFIED BY 65179 DHH/KSR/JU 

FiEASOH: 1,4 (C) 


Communications Analysis Unit 


bl 

b6 

b7C 

b7D 


Re: 


DECLASSIFY ON: 06-07-2032 


(S) 


sincerely, 


b6 

b7c 


ITnTf^niTeT 



By; 

Supervisory Special Agent 


Freedom of Information 

and 

Privacy Acts 


SUBJECT: NATIONAL SECURITY LETTERS 

f n 0 [ C 0 I I 
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[Code of Federal Regulations] 

[Title 47, Volume 3J 
[Revised as ofOctolwr 1, 2005] 

From the U.S. Government Printing Office via GPO Access 
[CITE: 47CFR42.6] 

[Page 6J 


TITLE 47-TELECOMMUNICATION 

CHAPTER I-FEDERAL COMML^NiC ATIONS COMMISSION (CONTINUED) 

PART 42_PRESERVATION OF RECORDS OF COMMLINICATION COMMON 

CARRIERS-Table 

of Contents 

Sec. 42.6 Retention of telephone loll records. 

Eacli carrier tliat offers or bills toll telephone service shall retain for a period of 18 months such 
records as are necessary to provide the following billing information about telephone toll calls: the 
name, address, and telephone number of the caller, telephone number called, date, time and length 
of the call. Each carrier shall retain this information for toll calls that it bills whether it is billing its 
own toll service customers for toll calls or billing customers for another carrier. 

[51 FR 39536, Oct. 29, 1986] 


ALL IMFOPllATrOH COIfTAIKEti 

HEREIN 13 UNCLASSIFIED 

DATE 06-08-2007 BY 65179 DNH/KSR/JU 


1073946 


ALL IHFCRIuriQM CONTAir^ZD 

HEPIilH IS UIJCLASSIFIED 

DATE 06-07-2007 BY 65179 DHH/KSR/ JW 

Before the 

FEDERAL COMMUNICATIONS COMMISSION 
Washington, DC 20S54 


In the Matter of ) 

) 

Implementation of the Telecommunications ) 

Act of 1996 ) 

) 

Telecommunications Carriers’ Use of ) 

Customer Propri etary N etwork Information ) 

and Other Customer Information ) 

) 

Petition for Rulemaking to Enhance ) 

Security and Authentication Standards for ) 

Access to Customer Proprietary Network ) 

Information ) 


CC Docket No. 96-115 


RM- 11277 


COMMENTS OF THE UNITED STATES 
DEPARTMENTS OF JUSTICE AND HOMELAND SECURITY 


I. Introduction 

The United States Department of Justice (“DOJ”)' and the United States 
Department of Homeland Security (“DHS”)^ (collectively, “the Departments”) hereby 
submit these comments on the Commission's of Proposed Rulemaking {“Notice") 

in the above-captioned docket.^ The Departments submit these comments to assist the 
Commission in its development of fiirlher rules protecting the privacy of customer 


* DOJ includes its constituent components, including the Federal Bureau of 
Investigation (“FBI”) and the Drug Enforcement Administration (“DEA”). 

^ DHS includes Us constituent law enforcement components, including the United 
States Secret Service and Immigration and Customs Enforcement. 

^ In the Matter of Implementation of the Telecommunications Act of J 996; 

Telecommunications Carriers ' Use of Customer Proprietary Network Information and 
Other Customer Information; Petition for Rulemaking to Enhance Security and 
Authentication Standards for Access to Customer Proprietary Network Information, 
Notice of Proposed Rulemaking, CC Docket No. 96-1 15, RM-1 1277, FCC 06-10 (rel. 
Feb. 14, 2006). 


proprietary network information (‘‘CPNF') without sacrificing lawful access to important 
information that helps solve crimes, prevent terrorist attacks, and safeguard our national 
security. 

Tliis proceeding was initiated primarily in response to a Petition for Rulemaking 
filed by the Electronic Privacy Information Center (‘"EPIC") that raised concerns about 
the sufficiency of carrier practices related to CPNL'' Among other things, EPIC 
recommended that the Commission adopt rules requiring that call detail records be 
destroyed when they are no longer needed for billing or dispute purposes or, in the 
alternative, requiring carriers to ""de-idenlify” identification data from the transactional 
records.^ In the Notice^ the Commission requested comment on “whether CPNI records 
should eventually be deleted, and if so, for how long such records should be kept/’^ In 
exploring the potential negative consequences of a record destruction mandate, the 
Commission has asked whether “deleting CPNI or removing personal identification 
conflict with other priorities, such as , . . law enforcement/’^ 

The answer to the above question is an unequivocal “yes,” and we urge the 
Commission to explore ways to resolve the issues EPIC has raised in ways that preserve 
lawfiil access to communications records and otlier CPNL For law enforcement, such 
CPNI is an invaluable investigative resource, the mandatory destruction of which would 
severely impact tlie Departments’ ability to protect national security and public safety. 

^ Petition of the Electronic Privacy Information Center for Rulemaking to Enhance 
the Security ajid Authentication Standards for Access to Customer Proprietary' Network 
Information, CC Docket No. 96-1 1 5 (filed Aug, 30, 2005) (“EPIC Petition”). 

See EPIC Petition at 11-12, 

^ Notice^ 20. 
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Ah reflected in prior Comini ssion fliings on CPNI issues, the Departments fully support 

the Commission's goal of protecting the privacy and security of CPNI througli mles 

prescribing the proper use and handling of that very sensitive infonnation,^ But while 

measures are needed to prevent improper access to this sensitive information, such 

measures should not work to limit properly authorized officials from lawfully accessing 

CPNI in order to solve and prevent crimes and to protect national security and public 

safety. In crafting any solution to the problems raised by the EPIC Petition, the 

Departments urge the Commission to reject imposing a mandate to destroy invaluable 

information used by the Departments in many of their most important investigations,^ 

IL The Conunissloii^s Rules Should Focus On Proper Security For Ail CPNI> 
Not On A Mandatory Destruction Requirement That Fails To Protect Some 
Records And Frustrates Lawful Access To Others. 


See, Reply Comments of the United Stales Department of Justice and the 
Federal Bureau of Irivestigatioa, In the Matter of Implementation of the 
Telecomfmmicattons Act of 1996: Telecommunicatiom Garners ' Use of Customer 
Proprietary Network Information and Other Customer Information^ Third Further Notice 
of Proposed Rulemaking, CC Docket No. 96-115 at 4, n. 8 (filed Nov. 19, 2002); 
Conimenls of the Federal Bureau of Investigation, In the Matter of Implementation of the 
Telecommunications Act of 1996; Telecommunications Carriers ' Use of Customer 
Proprietory Network Information and Other Customer Information, Notice of Proposed 
Rulemaking, CC Docket No. 96-1 15 (filed JuL 9, 1997); Comments of the Federal 
Bureau of Investigation, In the Matter of ] 998 Biennial Regulatory Review of 
International Common Carrier Regulations, Notice of Proposed Rulemaking, IB Docket 
No. 98-118 (filed Aug. 13, 1998). 

^ EPIC'S alternative recommendation - record de-identification - is also an 
unworkable option with respect to law enforcement's lawful access to such records. De- 
identification would separate the data that identify a particular caller or recipient (e.g., 
name, address, numbers called, etc.) from the general transaction records. Because the 
data that identifies a particular caller or recipient is often die critical portion of the call 
record for investigatory purposes, an irreversible de- identification approach would 
undermine the usefulness of the information provided pursuant to legal access. 
Accordingly, mandating the de-identification of such records would be the equivalent of 
mandating their destruction for law enforcement investigatory purposes. A de- 
identification approach should therefore be rejected for the same reasons. 
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A mandatory destmclioii requirement is the wrong approach for two reasons. 

First, because not all records would be immediately destroyed, efforts are better focused 
on proper security for the records while they are maintained. Second, and more 
importantly, the inability to produce records in response to lawful authority would have a 
significant negative impact on national security and public safety. Accordingly, the 
Departments urge the Commission to focus on security measures to protect all CPNI 
against unauthorized access rather than a rule that would also preclude laiad'ully 
aulhorized access. 

As the Commission recognized when it explicitly asked about the impact of 
epic’s records destniction proposal on other concerns, CPNI has other valid uses, such 
as fraud prevention and the protection of a carrier s own network. Another legally 
authorized use is to investigate crime and protect national security and public safety. The 
Departments seek lawfiil access to CPNI in connection with investigations of all kinds -- 
from child pornography to illegal drug trafficking, counter-intelligence, espionage, and 
more. In fact, as the FBI has previously advised the Commission, lawdiilly-obtained 
CPNI is used in virtually every federal, state, and local investigation of consequence.^^ 
Such CPNI is critically important not only in solving crimes but also in preventing crimes 
and even saving lives.*" As discussed below, the same is true in the national security and 

Tlie Departments submit that, beyond any retention period required by law, 
caniers should be free to retain voluntarily CPNI for other legal and appropriate 
purposes, such as protecting their networks and mitigating fraud. 

** See Comments of the Federal Bureau of Investigation, in re Implementation of the 
Telecommunications Aci of 1996: Telecommunications Carriers' Use of Customer 
Proprietary Nehrork Information and Other Customer Information^ CC Docket No. 96- 
115(filed Juf9, 1997) at 5. 
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espionage contexts, where lawfully-obtained CPNI has enabled law enforcement and 
national security agencies to prevent terrorist acts and acts of espionageJ^ The courts 
have likewise long recognized the importance of telephone records to the administration 
of justice - both to law enforcement in the investigation and prosecution of serious 
offenses, such as illegal drug trafficking and organized crime, and to defendants in 
establishing an alibi defense Tlius, a mandatory destruction requirement - particularly 
one lied to a point in time completely unrelated to these purposes, i.e., when records 
cease to be ‘‘needed for billing or dispute purposes” - would inevitably result in the loss 
of critical information to many such investigations and cases/ ^ 

Moreover, a mandatory records destruction regime wwild be particularly 
inappropriate, because it could hinder efforts to counter international terrorism. Lawful 
access to communications records is a critical tool in the figlit against global terrorism. 
Such records, when combined with other investigative information, can be used to 
establish the movements and identities of known and suspected terrorists. Mobile phone 
records, for example, were instrumental in tracking down the perpetrators of the Madrid 


Id. at 6-7. 

See. e.g. U.S. w HanardL 173 F, Supp. 2d 801 (N.D. III. 2001) (phone records 
helped establish defendant's ‘‘long-time connection to Chicago organized crime”); U.S. v. 
Scala., 388 F, Supp. 2d 396 (S.D,R Y. 2005) (cellular phone records showed numerous 
calls between defendant and known organized crime figures); Reporters Committee for 
Freedom ofthePre.^s v. AT&T^ 593 F/2d 1030, 1036-37 (D.C, Cir. 1978) (noting that 
‘‘toll-billing records have become an invaluable law enforcement aid” and that 
information from toll-billing records has been used by state and federal law enforcement 
officials in criminal investigations and prosecutions for over 50 years). See aho Butler v. 
State, 716 S,W,2d 48 (Tex, Crim, App, 1986) (telephone toll record was the key factor in 
establishing alibi defense). 

We note that any mandatory data destaiction requirement would also largely 
negate the utility of the existing data preservation scheme under 18 U,S.C, § 2703(f); if 
the data relating to a specific investigation has been destroyed, there will be nothing for 
providers to preserve in response to a request from law enforcement. 
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bombings that killed 191 and injured approximately 1,800 people on March 1 1, 2004.'^^ 
The National Commission on Terrorist Attacks Upon the United Stales also relied on 
telephone records in numerous instances to establish the movements and contacts of the 
9/U hijackers before their terrorist attacks on the World Trade Center and the Pentagon 
on September 11, 200T^^ 

It is precisely these kinds of concerns that motivated the Commission to abandon 
its former rules recjuiring data destruction and adopt its current rules that require the 
maintenance of certain categories of CPNL Prior to 1986, the Commission's Part 42 
carrier record-keeping rules required, among other things, that carriers (1) macerate or 
destroy the legibility of records the contents of which are forbidden by law to be divulged 
to unautliorized persons,^^ and (2) retain telephone loll records for six months**^ As part 
of a comprehensive review by the Commission of its Part 42 niles and in response to a 
related request by DOJ to extend the telephone toll record retention period specified 
therein, the Commission (among other things) eliminated the records deslniclion 


See ‘"Madrid Bombing 'Manager' in Court,” BBC News (June 3, 2005), viewable 
at littp://news,bbcxo.uL^go/pr/fr/-/2/hi/uk_news;^england/berkshire/4607l75 .slm 
(telephone records used to show bombing “manager” had been in contact with people 
involved in the Madrid bombings)* 

See The 9/11 Commission /?cporr (released Jul. 22. 2004) at 217, 515 n*26, 522 

See In the Matter of Revision of Part 42, Preser^^ation of Records of 
CommunicQtion Common Carriers,, Notice of Proposed Rulemaking, 1985 FCC LEXIS 
2945 DTj 13, 23 (1985) {^'Part 42 NPRXf') (discussing the record destruction requirement 
contained in the then-current version of Section 42*6 of the Commissions rules, 47 C*F.R. 
§ 42.6 (Destruction of Records) (1985)). 

See Part 42 NPRM^ 18 (discussing the toll record retention requirement 
contained in the then-current version of Section 42*9 of the Commissions mies, 47 C*F*R* 
§ 42.9 (List of Records) (1985)). 
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requircmeni and extended the toll record retention period to 18 months. In graining 
DOJ’s request, the Commission specifically recognized that an exlension of the retention 
period was warranted in order to ‘‘support successful investigations and prosecutions . . . 

In extending the retention period, the Commission - with DOJ’s input - refined and 
narrowed the specific information that law enforcement stated it would need to support 
its investigative efforts at that time.^" 

In addition to the Commissioits own prior acknowledgment of the difficulties a 
destruction requirement presents, recent experience in other countries fiirther highlights 
the problems created by such reciuirements. Tlie establishment of a data destmetion 
regime in the European Union (“EU"’) a number of years ago has been found to be 
incompatible with protection of public safety and national security. In response, the EU 
recently adopted a Directive ~ binding on all of its member countries - that will have the 
effect of mandating all '"providers of publicly available communications services” to 


See In rhe Matter of Revision of Part 42, Preservation of Records of 
Communication Common Carriers^ Report and Order, 1986 WL290829j 60 Rad. Reg. 2d 
(P&F) 152911114,23-27,38, 4 142 (1986) DOJ’s request was 

supported by the Advisory Committee for United States Attorneys, the FBI, tlie Bureau 
of Alcohol, Tobacco and Firearms, the U.S. Postal Service, and the Immigration and 
Naturalization Service. See Part 42 NPRli^I H 1 8. 

SeePan42 0rder\4\. 

See Part 42 Order 1[ 43. The specific inforination that DOJ indicated law 
enforcement would need at that time includes the name, address, and telephone number 
of the caller; telephone number called; the date, time, and length of the call; and 
automatic message accounting tapes. Id. The list of law enforcement-required 
information was incorporated into Section 42.6 of the Commission’s rules and remains 
listed tlierein today. See 47 C.F.R. § 42.6 (2006). 
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8lore and retain comnumicatioiis data for up to two years. In acknowledging tlic need 
for data relenlion requirements, the EU Parliament and Council recognized that: 


retention of data has proved to be such a necessary and 
effective investigative tool for law enforcement in several 
Member States, and in particular concerning serious 
matters such as organised crime and terrorism, it is 
necessary to ensure that retained data are made available to 
law enforcement authorities for a certain period, subject to 
the conditions provided for in this Directive.^'* 


epic's recommended data destruction mandate would cause the Cominission to 
regress to a course it has long since rejected. If anything, reliance on telephone call 
records as an investigative resource to protect public safety and national security has only 
increased and become more critical in the almost twenty years since the Commission 
revised Section 42.6 of its rules to extend the telephone records retention period. 
Notwithstanding this increased reliance on such records, however, the efficacy of the 
Commission’s current Section 42.6 requirement to meet law enforcement needs has been 
significantly eroded 

While the risks are clear and many, tlie benefit from a mandatory destruction 
requirement is largely unclear and certainly limited The mandatory destruction of some 


See Council Directive, 2006/24/EC, 2006 OJ. (L 105) 54, Article 6 (“Directive’’), 
viewable at http://europa.eu.int/eur-lex/1ex/JOHtmldo?uri^J:L:2006:105:som:en:htmL 
See also Miri^ H. Wugmeister and Karin Retzer, Data Retention - Implications for 
Business^ 7 NO. 2 Privacy & Info. L. Rep. 7 (2006). 

See Directive at 4 9. 

Moreover, as the Commission notes in the Notice^ carriers themselves have 
already expressed concern about potential conflicts with Commission rules that require 
that call records and other CPNl be kept for at least a minimum period of time. See 
Notice ^ 20 (noting carriers’ comments that destroying records might conflict with the 
Commission’s Part 42 record-keeping rules, 47 C.F.R. §42.01-1 1). 
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CPNI does nolhinglo address a significant portion ofCPNf specifically information 
needed for billing disputes, which will still need to be secured"^^ In fact, the material 
retained will most likely be the most recent records and hence possibly the most useful 
for data brokers. Rather than expending effort on promulgating rules with significant 
omissions, the Commission should instead focus Us efforts, and those of carriers, on 
appropriate security measures that ensure that any access to such records is done only 
with valid legal authority. As the Department of Justice has urged the Commission for 
years, one large step in that direction would be to require that CPNI of U.S. customers of 
domestic services be stored exclusively within the United States.^^ 

In opposing and pointing out Die inadequacies of a data destmetion regime, the 
Departments do not thereby imply that the current CPNI rules are adequate effectively to 
meet law enforcemenf s needs or protect public safety and iialtoiial security. As noted 
above, the Departments have previously asked the Commission to strengthen the security 
of these records in a number of ways.^^ Further, developments in the world and in the 
communications marketplace since the Commission’s last examination of these rules 
have higlili^ited the limited scope of the Commission's rules. Today, many modern 


71ie statute of limitations in Section 415 of the Communications Act for billing 
disputes is two years. 47U.S.C. §415. The nature of Section 415 necessarily compels 
carriers to maintain all potentially relevant documents needed in connection with 
resolving actions concerning recovery of lawhil charges or damages. 

See Reply Comments of the United States Department of Justice and the Federal 
Bureau of Investigation, In the Matter ofJwplen}entation of the Telecommunications Act 
of 1996; Telecoinmnnications Carriers' Use of Customer Proprietary Network 
Information and Other Customer Information Third Further Notice of Proposed 
Rulemaking, CC DocketNo. 96-115 at 4, n.S (filed Nov. 19, 2002> 

See id See also Comments of the United States Department of Justice, /n the 
Matter of IP-Ertabled Ser\?iceSf Notice of Proposed Rulemaking, WC Docket No. 04-36 
(filed May 28, 2004). 
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communicaliuns service providers inaintain sensitive records about llieir cusloiners’ 
private communications^ yet these new carriers have not been made subject to the niles 
that have traditionally governed CPNL In addition, as carriers covered by the 
Commission's existing Riles have increasingly moved away from classic billing models, 
in vvhich charges are itemized and billed by type of service, to non-ineasiired, bundled, 
and flat-rate service plans^ some carriers have claimed that call records under such new 
plans are not covered by Section 42.6 because they are not "toll records/* Tlierefore, 
these carriers have argued that no records need be retained. This has significantly 
diminished the availability of call records that were historically made available to law 
enforcement, pursuant to lawfid process, as traditional "billing records" under the 
Commission’s rules. While it is recogjiized that changes in the communications industry 
over the past decade have resulted in changes in the record retention practices of such 
providers, it must also be acknowledged that the nature and immediacy of the threat 
confronting public safety and national security has significantly changed and evolved 
such that the need lawfiilly to access these critical records has increased, not diminished. 

As a consequence of these changes, the Departments believe it is necessary to re- 
examine the Commission's existing rules which no longer fulfill critical public safety or 
national security needs in three key respects: 1) the scope of carriers and providers 


" Id. To the extent that the Notice requests comment on whether any requirements 
that the Commission might adopt in the present rulemaking should e.xtend to VoIP or 
other IP-enabled service providers, the Departments refer to their May 28, 2004 
comments on this subject. 
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covered; 2) the scope of inromialion and records covered, and; 3) the duration of 
retention of iiifornialion and records. 

The critical role that comnuinicalions records play in the Departments’ most 
important investigations and the serious consequences for public safety and national 
security which result from the unavailability of such records cannot be understated. Tlie 
Attorney General recently underscored this point when he noted that the investigation and 
prosecution of child predators depends critically on the availability of evidence that is 
often in the hands of Internet service providers. He observed that this evidence will be 
available to law enforcement only if the providers retain the records for a reasonable 
amount of time* Consequently, the Attorney General asked experts at the Department of 
Justice to examine how the failure of some Internet service providers to keep such 
records has hampered the Department’s efforts to investigate and prosecute child 
predators. In recognition of the importance of this issue, the Departments each will be 

evaluating how the availability of ditferent categories of data held by different types of 
modern communications carriers impacts the Departments’ respective missions. In 
addition, the Attorney General has pledged to reach out personally to leading service 
providers and other industry leaders to solicit their input and assistance. As these elTorls 
develop, the Departments expect to have ftirther views on how long data should be held, 
what data should be retained, and which carriers should have such obligations* 

It should be noted that whereas the Commission has limited the retention period 
for loll records to 18 months, the statute of limitations for many federal felony crimes is 
five years, during which time law enforcement needs for relevant evidence continue* The 
Commission should explore, with further input from law enforcement, the degree to 
which the existing 18-moiith rule should be extended* 

See Prepared Remarks of Attorney General Alberto R. Gonzales at the National 
Center for Missing and Exploited Children (NCMEC) in Alexandria, Virginia, on April 
20, 2006, available at littp://www*usdoj.gov/ag/speeches/2006/ag_speecli_060420*html. 
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Ill* Any Notice Requirement Adopted by the Commission Should Include A 
Provision Requiring Advance Notice to Law Enforcement and« Where 
Appropriate, Delayed Notice To The Consumer* 

Tlie EPIC Petilion also suggested that carriers should be required to notify 

afTecled customers when there has been an improper disclosure of CPNI,^^ In the NoUce, 

the Commission went ftiither and asked for comments regarding '"the costs and benefits 

of routinely notifying customers after any release of their CPNI.''^^ While the 

Departments strongly support prompt victim notification in the case of security breaches, 

we believe any rule requiring such notification should also require that carriers first 

notify law enforcement authorities and, where appropriate, allow law enforcement to 

request a reasonable delay in notification to the consumer where such notification miglit 

hann related law enforcement investigative efforts. In addition, any requirement that 

customers routinely be notified of disclosures of their CPNI should make clear that it 

does not alter the rules already established by Congress regarding the circumstances 

under which a customer must be notified of law enforcement access to customer records. 

Requiring advance notice to law enforcement of security breaches, together with 

the option of delaying consumer notification, can serve several important goals. First, 

anecdotal evidence suggests that many CPNI breaches go unreported to law enforcement. 

Only by prompt investigation of such breaches can the otTenders be identified and 

punished. Thus, required reporting to law enforcement will deter further breaches of 

CPNI security. Second, where deemed necessary by law enforcement, a reasonable delay 

can help preserve evidence critical to the investigation of misappropriation of CPNI. If a 

carrier sutfering an intnision or theft must immediately amtounce the security breach to 

See EPIC Petition at 11. 
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aflecled customerJi and to (he public, the persons responsible may be tipped off that law 
enforcement is investigating their crime. Criminals would then have the opportunity to 
destroy evidence, change their behavior, and otherwise jeopardize the investigation and 
avert justice. Indeed, the approach outlined above is the one taken by a variety of 
proposed legislation currently under consideration by Congress. 

Tlie Commission's questions regarding routine notification of any access to 
CPNI, even when no security breach is suspected, raise additional issues. There may be 
good reasons that a carrier may want to disclose CPNI without notifying its customer, 
during the course of a fraud investigation. But if the Commission does decide to go 
beyond notification of actual security breaches, it should at a minimum make clear that 
any new requirements do not alter the balance stmek by Congress for when law 
enforcement access to customer records must be disclosed. See 18 U.S.C. 2701 seq. 
Because Congress has already established a structure for customer notification of law 
enlbrceinent access to customer records, the Commission should exclude disclosure of 
CPNI to law enforcement from any routine notification requirement. 

IV, Conclusion 

For the reasons stated herein, the Departments urge the Commission not to adopt 
rules mandating the destruction of call records and similar CPNI, a vitally important 
investigative resource for protecting public safety and national security. Such a rule 
would undoubtedly hinder the Departments' ability to carry out their respective public 


Notice ^23. 

See, e.g,. Data Accountability and Trust Act, H.R, 4127, 109th Cong. (2005); 
Personal Data Privacy and Security Act of 2005, S. 1789, 109th Cong. (2005). 

Notice ^23. 
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safety and national security responsibilities. Additionally, the Departments siiggesl that 
any new rules requiring customer notification in the case of improper CPNI disclosure 
include a requirement that carriers provide prompt notice to law enforcement and an 
opportunity for law enforcement to request delayed notification to the consumer. We 
appreciate the Commission's recognition and support of the Departments’ important 
mission in these areas. 

Dated: April 28, 2006 Respectfully submitted, 

The United States Department of Justice 


/s/ Laura H. Parskv 

Laura H. Parsky 

Deputy Assistant Attorney General 
Criminal Division 
United Slates Department of Justice 
950 Pennsylvania Avenue, N.W. 
Room 2113 

Washington. D.C. 20530 
(202)616-3928 

atid 

V Elaine N. Lammert 

Elaine N. Lammert 
Deputy General Counsel 
Office of the General Covmsel 
Federal Bureau of Investigation 
United States Department of Justice 
J. Edgar Hoover Building 
935 Pennsylvania Avenue, N.W. 
Room 7435 

Washington, D.C. 20535 
(202) 324-1530 
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and 


/s/ Midiael L Ciminelli 

Michael L. Ciminelli 

Deputy Chief Counsel 

Office of Chief Counsel 

Dnig Enforcement Administration 

United States Department of Justice 

Washington, DC, 20537 

(202)307-8020 

and 

The United States Department of Homeland Security 


/s/ Stewart A. Baker 

Stewart A. Baker 

Assistant Secrctar>^ for Policy 

United States Department of Homeland Security 

3801 Nebraska Avenue, N,W. 

Washington, D.C. 20528 
(202) 282-8030 


2 



bo 

b7C 


From: 


l(OGC) (FBI) 



b6 

b7C 

b2 


bo 

b7C 


fyi 

Unit Chief 

National Security Law Policy and Training Unit 
FBI HQ Room 7975 
STU Ill j I 

Un 

Secure Faxj I 


ALL IHFORIIATIOU COHTAI3IED 
KEPEIK IS UNCLASSIFIED EXCEPT 
l>IHEFiE SHOWN OTHERWISE 


DATE: 06-09-2007 

CLASSIFIED BY 6 Si 79 DMH/KSR/JW 

REASOfJr 1.4 (C) 

DECLASSIFY [IW: 06-09-2032 


Original 

From: 

Sent: 

To; 

Cc: 

Subject: 


Mcs: 




](OGC) (FBI) 


Wednesday. Sffntsrnhpr 06. 2006 7:34 m 

lO GC) fFBD l 

JOGC) (FBI); THOMAS, JULIE F. (OGC) 


loGO 

TFBDf 


(FBH 


LAMMERT, ELAINE N. (OGC) (FBI) 

RE: NSL enrorcement isEueW Billing Records \ 47 CFR 42.6\HIPPA 


;OGC) (FBI); 


unclX^ified 

NON.ttecORD ~ 


bl 

b6 

b7C 

b5 




CPNINPRMCOMMEN 47 CFR 42-6_Tel 
rS(4*28-06RNAL)... Billing Record... 


PRiVlLEGED OELiBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 


b6 

b7C 


b6 

b7C 


Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 


DATE; 06-09*2007 

CLASSIFIED BY 6.5179 DKH/ESR/JM 

REASON: 1,4 (C) 

DECLASSIFY OH: 06-09-2032 


Qu antlco. VA 22135 

TeL 

Fax 


ALL IKFOPIIATIOn COWTAIHED 
HEREIH IS UHCLASSIFIED E>CCEPT 
WHERE SHOWN OTHERWISE 


— -Qrigirtel Message 

From: I T fOGCi (FBI) 

Sent: 12:22 

To; I Z^OCiCl (FBl) i I (O GCWFBl) 

Ce: I l (OGC) (FBI); THOMAS^XILIE F. (OGC) fFBI)| lOGC) (FBI) 

Subject; "“TPrfJSt^nfofcefrrent issue ' ■" I 


UNclWsiFIED 

NOmRfeCORD 



bl 

b5 

b6 

b7C 



b6 

b7C 




From: I H OGG (FBI) 

Sent: 2006 11:52 AM 

To: (OGC) (FBI) 



Subject: RE: NSL enforcement \ssutt 

UNCfcA^SIFIED 

NQN.4feC0RD~ 



b5 



b6 

b7C 


b5 


b6 

b7C 


From; I H fOGD (FBI) 

Sent: Tuesday, September 05, 2006 6:05 PM 

To: THOMAS, JULIE F, (OGC) (FBI) 

Subject: RE: NSL enforcement Issue 

UNCLASSIFIED 

NON-fteCORD~ 

. - 



Sen fc Tuesday. Sep tember 05, 2006 3:1 1 PM 

To: I l OGC) (FBi) 

Subject: KtTT15RnF5rcement issue 


b5 



b6 

b7C 


Originat Mcsi 

from; 

Sent: 

To: 

Cc: 

Subject: 


I fOGCl {FBI) 

' frldav.Wember ii.S66e 6:06 AM 
I ^^ OGC) (FBI)| 

TTOro5nnnFT7(OGC) (Feii 

NSL eriforcement issue U i m i im 


(FBI) 


SENSf 

NON 


smys 

:-R^ o 


BUT UNCLASSIFIED 
GRP 


SECW 




bl 

b5 

bo 

b7C 



SECR 





SENSITIVE 



UNCLASSIFIED 




UNCLASSIFIED 


UNCLM^PIED 

7 ^ 

UNCLASSIFIED 


UNCLA 


UNC ] 




IFIED 


UNCLAsVlFIED 


SECRET 


(Code of Federal Regulations] 

[Title 47, Volume 3] 

[Revised as of October 1, 2005] 

From the U,S. Government Printing Office via GPO Access 
[CITE: 47CFR42.6] 

[Page 6] 


TITLE 47-TELECOMMUNICATION 

CHAPTER I-FEDERALCOMMLINICATIONS COMMISSION (CONTINUED) 

PART 42_PRESERVATION OF RECORDS OF COMMUNICATION COMMON 

CARRIERS-Table 

of Contents 

Sec. 42,6 Retention of telephone toll records. 

Each carrier that offers or bills toll telephone service shall retain for a period of 18 months such 
records as are necessary to provide the following billing information about telephone toll calls: the 
name, address, and telephone number of the caller, telephone number called, date, time and length 
of tlie call. Each carrier shall retain tliis information for toll calls that it bills whether it is billing its 
own toll service customers for toll calls or billing customers for another carrier. 

[51 FR 39536, Oct. 29, 1986] 
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UPLOADING OF NSL RETURN INFORMATION 


Synopsis: (U) Provides guidance to the field as to the need to review 

NSL return information pri.or to uploading the information into FBI 
databases . 

Details: (U) 


Counsel, National Security Law Branch [NSLB), that there may be 
occ.asions in which NSL information has been uploaded into Telepihone 
Applications and other databases prior to having been reviewed by any 
FBI personnel. This is particularly likely to occur if the 
information is received in electronic form. However, a problem arises 
if the information that was received is not responsive to the NSL and 
thus, not relevant to an authorized national security investigation, 
or, alternatively, if there was a mistake by the FBI in the NSL such 
that the records are responsive but not relevant to an authorized 
investigation. Such deflc.iencles in the NSL return information may 
never be discovered, or, discovered too late to prevent the use of 
information that the FBI did not pnoperly collect. Therefore, it is 
imperative that the records be reviewed before uploading to assure 
that they are relevant to an authorized national security 
investigation . Thereafter, if the records were properly obtained. 


It has come to the attention of the Office of General 


To: All Divisions From: Office of the General Counsel 

Re: 319X-HQ“A1^S7720-OGC 12/15/2006 


they may be uploaded into a database. If there is a problem with the 
manner in vvTiich they were obtained, other steps need to be taken. ^ 
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^ If the records were not properly obtained, i.e., there was a mistake 
by the carrier or the FBI in the HSL process^ then the records should be 
sequestered v/ith the ODC, and a potential lOB reported to NSLB» Thereafter, 
in its responsive FC, NSLB will indicate the proper disposition of the 
records. If the records were in fact properly obtained i e.a , , the records are 
covered by the attachment, if not the body of the NSL) ) , they may be retaijied 
and uploaded. If the records were not properly obtaj.ned but are relevant to 
an authorized investigation ( e . g w exceed the time frame of the but 

pertain to the subject of Che MSL) , the records should remain sequestered 
until another HSL is issued to cover those records. If the records were not 
properly obtained and are not relevant to an authorized investigation, the CDC 
is expected to contact the owner of the records and determine if the entity 
wants the records returned to it or destroyed by the PEI, Por a full 
explanation of the maimer in v;hich HSL records should be maintained for lOB 
purposes, see EC, dated 11/16/2006, 278-HQ-C12297 3 6, serial 2^70. 


2 


Freedom of Information 

and 

Privacy Acts 


SUBJECT; NATIONAL SECURITY LETTERS 
FOLDER : C 10) CO [ QC/lvJtAt. I S 



Federal Bureau of Investigation 



FEDERAL BUREAU OF INVESTIGATION 
FOIPA 

DELETED PAGE INFORMATION SHEET 
Serial Description ~ COVER SHEET 


Total Deleted Page{s) - 65 


Page 103 
Page 104 
Page 105 
Page 106 
Page 107 
Page 108 
Page 109 
Page 110 
Page 111 
Page 112 
Page 113 
Page 114 
Page 115 
Page 116 
Page 117 
Page 118 
Page 119 
Page 120 
Page 121 
Page 122 
Page 123 
Page 124 
Page 125 
Page 126 
Page 127 
Page 128 
Page 129 
Page 130 
Page 131 
Page 132 
Page 133 
Page 134 
Page 135 
Page 136 
Page 137 
Page 138 
Page 139 
Page 140 
Page 141 
Page 142 
Page 143 
Page 144 
Page 145 
Page 146 


Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Referral/Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Referral/Direct 
Referral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Referral/Direct 
Ref erral/Direct 
Referral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Referral/Direct 
Referral /Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Referral /Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Referral/Direct 
Referral/Direct 
Ref erral/Direct 
Referral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Referral/Direct 
Ref erral/Direct 
Ref erral/Direct 
Ref erral/Direct 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 

X No Duplication Fee X 

X for this Page X 

xxxxxxxxxxxxxxxxxxxxxxxxx 


147 

148 

149 

150 

151 

152 

153 

154 

155 

156 

157 

158 

159 

160 

161 

162 

163 

164 

165 

166 

167 


Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Referral /Direct 
Referral/Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Referral/Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 
Ref erral /Direct 


xxxxxxxxxxxxxxxxxxxxxxxx 

X Deleted Page(s ) X 

X No Duplication Pee X 

X for this Page X 

xxxxxxxxxxxxxxxxxxxxxxxxx 


ALL Ilv* JPJIATIOU COrJTAINED 

HEREIN IS UNCLASSIFIED 

DATE 06-12-2D07 BY 65179 MH/KSR/JW 

1073946 

Good morning Mr. Chairman, Ranking Member Smith, and Members of the Committee. It 
is my pleasure to appear before you today to discuss the recent report by Department of Justice’s 
Office of the Inspector General (OIG) regarding the FBrs use of national security letters (NSLs). 

The OIG’s report is a fair report that acknowledges the importance of NSLs to the ability of the FBI 
to conduct the national security investigations that are essential to keeping the country safe. 

Importantly, tlie OIG found no deliberate or intenticmal misuse of the national security letter 
authorities. Attorney General Guidelines or FBI policy. Nevertheless, the OIG review identified 
several areas of inadequate auditing and oversight of these vital investigative tools, as well as 
processes that were inappropriate. .Althougli not intentionally, we fell short in our obligations to 
report to Congress on the frequency with which we use this tool and in the internal controls we put 
into place to make sure that it was used only m accord with the letter of the law. Director Mueller 
concluded from the OIG’s findings that we must redouble our efforts to ensure that there is no 
repetition of the mistakes of the p:ist in the use of these authorities and I share his commitment. I 
would also like to acknowledge the role of Congress and the effectiveness of congressional oversight 
in surfacing the deficiencies raised in this audit, which was called for in the USA PATRIOT 
Improvement and Reauthorization Act. The report made ten recommendations in response to the 
findings, designed to provide both the necessary controls over the issuance of NSLs and tiie creation 
and maintenance of accurate records. The FBI fully supports each recommendation and concurs 
with the Inspector General that when implemented, these reforms will ensure full compliance with 
both the letter and the spirit of the authorities entrusted to the Bureau. 

National Security Letters 
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National Security Letters generally permit us to obtain the same sort of documents from 
third party businesses that prosecutors and agents obtain in criminal investigations with grand jury 
subpoenas. L^nlike grand jury subpoenas, however, NSL authority comes through several distinct 
statutes and they have specific niles that accompany them, NSLs have been instrumental in 
breaking up cells like the “Portland Seven/* the “Lackawanna Six/* and the “Northern Virginia 
Jihad.’' Through the use of NSLs, the FBI has traced sources of terrorist fimding, established 
telephone linkages that resulted in furtlier investigation and arrests, and arrested suspicious 
associates witli deadly weapons and explosives, NSLs allow the FBI to link terrorists together 
financially, and pinpoint celts and operatives by following the money. 

Tlie NSL authority used most frequently by the FBI is that provided by the Electronic 
Coinniiinications Privacy Act (ECPA). Tlirough an ECPA NSL, the FBI can obtain subscriber 
information for telephones and electronic communications and can obtain toll billing information 
and electronic communication transaction records. Significantly, the FBI cannot obtain the content 
of communications througli an ECPA NSL. Although the exact numbers of ECPA NSLs remains 
classified, it is the most common NSL authority used, 

Purstianl to the Right to Financial P^i^'acy Act (RFPA), the FBI also has tlie authority to 
issue NSLs for financial records from a fmaiicial institution. RFPA NSLs are used commonly in 
connection with investigations of potential terror financing. 

Pursuant to the Fair Credit Reporting Act, the FBI has the authority to issue lliree different, 
but related, types of NSLs to credit reporting agencies: an NSL pursuant to 1 5 U.S.C. 168 lu(a) for 
the names of financial institutions with which the subject has or has had an account; an NSL 
pursuant to 15 U,S,C, 1681u(b) for consumer identifying iiifonnalion (name, address, former 
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addresses, employment and fomier employment); an NSL pursuant to 15 U.S,C, 1681 v for a fiiU 
credit report. Of all the FBf’s NSL authorities, only the last of the FCRA authorities is restricted to 
use only in intemaliotial terrorism cases. 

Finally, the FBI has the authority to issue NSLs pursuant to the National Security Act in the 
course of investigations of improper disclosure of classified information by government employees. 

For the first 3 types of NSLs (EC PA, RFPA, FCRA) the NSL must include a certification by 
an autliorized FBI employee that tlie material is being sought for an authorized national security 
investigation* 'Fhat certification is sliglilly different in tlie case of a FCRA NSL for a full credit 
report, where tlie certification required is that the information is relevant to an international 
terrorism investigation. 

The authority to issue an NSL lies at a senior level within the FBI* An NSL can be issued 
only by an official who ranks not lower than Special Agent in Charge or Deputy Assistant Director. 
All such officials are career government employees who are members of the Senior Executive 
Service. Proccdurally, an agent or analyst seeking an NSL mu*st prepare a d^icument (an electronic 
communication or EC) in which the employee lays out the factual predicate for the request. The 
factual recitation must be sufficiently detailed so that the approving official can determine that tlie 
material souglit is relevant to an investigation* Additionally, it needs to provide sufficient 
information concerning the underlying investigation so that reviewing officials can confirm that the 
investigation is adequately predicated and not based solely on the exercise of First Amendment 
rights. Finally, the EC includes a ''lead’" to the Office of the General Counsel (OGC) for purposes of 
Congressional reporting. 

OIG Report 
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As directed by Congress, we endeavored to declassify as much information as possible 
concerning our use of NSLs in order to allow the maximum amount of public awareness of the 
extent of our use of the NSL tool consistent with national security concerns* To that end, for the first 
time the public has a sense of the frequency with which the FBI makes requests for data with 
national security letters. In the period covered by the report, the number of NSL requests has ranged 
from approximately 40,000 to 60,000 per year and we have requested information on less than 
20,000 persons per year. For a variety of reasons tliat will be discussed below, those numbers are 
not exact. Nevertheless, they, for tlie first time, allow the public to get some sense of the order of 
magnitude of these requests; there are a substantial number of requests, but we are not collecting 
information on hundreds of thousands of Americans. 

There are three findings by the OIG that are particularly disturbing, and it is those tliree 
findings that I wish to address this morning: (1) inaccurate reporting to Congress of various data 
points we are obligated to report relative to NSLs; (2) the use of so-called exigent letters that 
circumvented the procedures required by ECPA; and (3) known violations (both previously self- 
reported by FBI and not previously reported) of law and policy with regard to usage of NSLs. 
Congressional Reporting 

A finding of tlie report that particularly distresses me is the section that addresses the 
inaccuracies of the numbers we report to Congress* That responsibility ties with my division, and 
we did not do an acceptable job. The process for tabulating NSLs simply did not keep up with the 
volume. AJthougli we came to that realization prior to the OIG report and are working on a 
technological solution, that realization came later than it should have* 
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At some point several years before my temire at the FBI began, our process for tracking 
NSLs for Congressional reporting purposes shifted from a totally manual process, where NSL data 
was written on index cards, to a standalone Access database. This database is referred to in the OIG 
report as the OGC database. While the OGC database was a giant technological step forward from 
3x5 index cards, it is not an acceptable system given the significant increase in use of NSLs since 
9/1 L First and foremost, the OGC database is not electronically connected to ACS, the system irom 
which we derive the data. Instead, there is a manual interface between ACS and the OGC database. 
Aji OGC employee is responsible for taking every NSL lead tliat is sent to OGC and manually 
entering the pertinent infonnation into the OGC database. Nearly a dozen fields must be manually 
entered, including the file number of the case in which the NSL was issued (typically 15 digits and 
alphanumeric identifiers). 

Approximately a year ago we recognized that our technology was inadequate and began 
developing an automated system to improve our ability to collect this data. The system, in addition 
to improving data collection, will automatically prevent many of the errors in NSLs that we will 
discuss today. We are building an NSL system to function as a workflow tool that will automate 
much of the work that is associated with preparing NSLs and the associated paperwork. The NSL 
system is designed to require tlie user to enter certain data before the workflow can proceed and 
requires specific reviews and approvals before the request for the NSL can proceed, Tlirough this 
process, the FBI can automatically ensure that certain legal and administrative requirements are met 
and tliat required reporting data is accurately collected. For example, by requiring the user to 
identify the investigative file from which the NSL is to be issued, the system will be able to verify 
the status of that file to ensure that it is s1ill open and current (e,g, request date is witltin six montlis 
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of tlie opening or an extension has been filed for the investigation) and ensure tliat NSLs are not 
being requested out of control or administrative files. Tlie system will require the user to separately 
identify the target of the investigative file and the person whose records are being obtained llirough 
the rerjuested NSL, if different. Tliis will allow the FBI to accurately count the number of different 
persons about whom we gather data llirough NSLs. The system will also require that specific data 
elements be entered before the process can continue, such as requiring that the target's status as a 
United Slates Person or non-Uniled Slates Person be entered. The system will not pennit requests 
containing logically inconsistent answers to proceed. 

1 he NSL system is being designed so tliat the FBI employee requesting an NSL will enter 
data only once. For example, an agent or analyst who wishes to get telephone toll billing records 
will only have to prompt the system that he is seeking an ECPA NSL for tod records and type the 
telephone number once. The system will then automatically populate the appropriate fields in the 
NSL and the authorizing EC. Tlie system will then generate botli the NSL and tlie authorizing EC 
for signature, thereby ensuring that the two documents match exactly and minimizing the 
opportunity for transcription errors that give rise to unauthorized collections that must be reported to 
the Intelligence Oversight Board (lOB). Agents and analysts will still be required to provide the 
narrative necessary to explain why the NSL is being sought, the factual basis for making a 
detennination that the information is relevant to an appropriately predicated national security 
investigation, and the factual basis for a determination whether the NSL should include a non- 
disclosure provision. In addition, this system will have a comprehensive reporting capability. 

We began working with developers on the NSL system in February 2006 and we are 
optimistic that we will be able to pilot it this summer and roll it out to all field offices by the end of 
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the year. M that point, I will be confident the data we provide to Congress in fiiture reports is as 
accurate as humanly possible. 

In the meantime, we are taking several steps to correct the numbers we have previously 
reported. First, we are making data corrections in our database. Tlirough a computer program, we 
have identified all entries that must be erroneous because there is an apparent error in the entry (c.g., 
there are more NSLs reported than requests; the date shows a year that is impossible (203)). We are 
manually reviewing those entries and making corrections. We have also started a random sampling 
of ten percent of the total entries in the OGC database which contains approximately 64,000 entries. 

Those entries will be manually checked against ACS, We will detennine whether there is a 
significant difference between the entries in our database and the actual information in ACS. To 
the extent there is a difference, that will be the factor that will be used to correct our prior reporting. 
While not yielding an exact count, we believe that to be a statistically appropriate way of correcting 
prior reporting. We have discassed this methodology with the OIG and will offer it the opportunity 
to review our work. We are striving to have corrected reports to Congress as soon as possible. 

As with the other shortcomings identified by the OIG, there was no finding of an intent to 
deceive Congress concerning our use of NSLs. In fact, as noted, we identified deficiencies in our 
system for generating data prior to the initiation of tlie OIG’s review and flagged the issue for 
Congress almost one year ago. While we do not know the extent of the inaccuracies in past 
reporting, we are confident that the numbers will not change by an order of magnitude. 

Exigent Letters 

The next significant finding of tlie OIG involved the use within one unit at Headquarters of 
so-called "exigent letters.^* Tliese letters, which numbered in excess of 700, were provided to 
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telephone companies with requests for toll billing information regarding telephone numbers. All of 
the letters stated that there were exigent circumstances. Many of the letters stated that federal grand 
jury subpoenas had been requested for the records even though in fact no such request for grand jury 
subpoenas had been made, while others promised ftiture fiationat security letters. From an audit and 
internal control perspective, the FBI did not document the nature of the emergency circumstances 
that led it to ask for toll records it? advance of proper legal process, did not keep copies of all oi'lhe 
exigent letters it provided to tlie telephone companies, atid did not keep records showing tliat it had 
subsequently provided either the legal process promised or any other legal process. Further, based 
on interviews the OIG conducted, some employees indicated that there was not always any 
emergency relating to the documents that were souglit. 

OGC has been working with the affected unit to attempt to reconcile the documentation and 
to ensure that any telephone record we have in an FBI database was obtained because it was relevant 
to an auUiorized investigation and that appropriate legal process has now been provided. As of late 
last week, there were still a small handful of telephone numbers that had not been satisfactorily tied 
to an authorized investigation. If we are unable to detennine the investigation to which tltose 
telephone numbers relate, they will be removed from our database and destroyed, 

Tlie OIG rightfully objected to the FBI obtaining telephone records by providing a telephone 
carrier with a letter that states that a federal grand juiy^ subpoena had been requested when that was 
untnie. It is unclear at this point why that happened. The Director has ordered a special inspection 
in order to better understand the full scope of internal control lapses. 

We also concur with the OIG that it is inappropriate to obtain records on the basis of a purported 
emergency if in fact, tliere is no emergency. We continue to believe, however, that providers had 
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the rigl'^t to rely on our representation that there was an emergency and that the ''exigent letters'" » 
had they been issued only when there was an exigent circumstance and had they correctly identified 
the legal process that would follow - would have been an appropriate tool to use. 

In response to the obvious internal control lapses this situation highlights, changes have 
already been made to ensure that this situation does not recur. Any agent wlio needs to obtain 
ECPA-prolected records on an emergency basis must now do so pursuant to 18 U.S.C. 2702. 
Section 2702(cX4) permits a carrier to provide infbnnatioii regarding its customers to the 
government if the provider in good faith, believes that an emergency involving danger of death or 
serious physical injury to any person requires disclosure w ithout delay of information relating to the 
emergency. A request for disclosure pursuant to that statute generally must be in writing and must 
clearly state that the disclosure without legal process is at the provider's option. The letter request 
must also set out the basic facts of the emergency so that the provider can make some assessment 
whether it concvirs that there is an emergency. 

Intelligence Oversight Board Process 

The OIG also examined misuse of NS1_^ that had Ix^en reported (and some that had not been 
reported) as part of the lOB process. As Uiis committee knows, pursuant to Executive Order 12863 
the President has an Intelligence Oversiglit Board that receives from the agencies in the intelligence 
community reports of intelligence activities that the agency believes may have been unlawfiil or 
contrary to Executive Order or Presidential Directive. This language is interpreted by the FBI and 
DOJ to mandate the reporting of any violation of a provision of the Attorney General’s Guidelines 
for FBI National Security Investigations and Foreign Intelligence Collection if such provision is 
designed to ensure the protection of individual rights. 
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Tlie FBI requires its employees to report any violations of law or policy about which they 
are aware. We encourage employees to err on the side of reporting so that vve can be sure that all 
violations are appropriately reported. In terms of process, all potential violations (called PIOBs - or 
potential intelligence oversight board violations) are reported to 0(3C. Lawyers within OGC are 
responsible for “adjudicating” the violation - that is, detennjning whether the PIOB is an actual 
Intelligence Oversight Board violation. If it is, a report is made to the lOB, a copy is provided to 
EK)J and a copy is provided to the FBI's Inspection Division. If the violation involved intentional 
misconduct, the Inspection Division will detennine whether the matter should be referred to the 
Otfice of Professional Responsibility for discipline. 

The OIG found that from 2003 tlirough 2005, the FBI had self-reported 26 potential 
violations involving NSL authorities. Of the 26, OGC adjudicated 19 to be violations and reported 
them. Tlte OIG agreed with each of those determinations. Of the 7 PIOBs that OGC determined 
were not violations, the OIG agreed witli all but one. As to the one determination about which vve 
disagreed, upon re-review, the FBI concurred with the OIG that it was a violation that should have 
been reported and it has since been reported to the lOB. TTiese 20 violations included: tliird party 
errors (4), NSLs issued when the authority for the investigation liad lapsed (3), obtaining ECPA- 
protected records without atiy legal process (3) and obtaining a ftill credit report in a 
counterintelligence case (1). 

The OIG also found, however, a number of potential lOBs in tlie files it examined that had 
not been reported to OGC for adjudication. Allhougli press accounts of the reports have implied that 
the OIG found massive abuses of the NSL authorities by the FBI, a carefitl read of the report reflects 
a dilTerent set of facts. The OIG e.xamined 293 NSLs - a reasonably small sample, The sample was 
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a judgmental sample and the size was chosen because the audit was e\1remely labor intensive. We 
do not suggest that the sample was not a fair sample (althoiigli it was not random), but only that it is 
questionable from a statistical standpoint to attempt to extrapolate from a very small sample to an 
entire population. Moreover, there was wide variation in the number of purported unreporled 
violations from different field offices. The OIG found 8 potential violations that were unreported in 
files in both the Philadelphia and Chicago field offices, but only 2 unreported potential violations 
from files in New York and 4 from San Francisco. We are doing additional follow-up work, but the 
wide variance between field offices may be a ftmction of the very small sample, or it may indicate 
that the percentages of potential errors detected are not constant across all field offices. 

Setting aside questions about whether the sample is representative, I urge you to look closely 
at the numbers before arriving at the conclusion that there is a systemic problem concerning the use 
of NSLs. Of the 293 NSLs the OIG examined, 22 (7%) were judged to have potential unreporled 
lOB violations associated with them. Moreover, of that 7%, 10 - or almost 50^/b - were third party 
errors - that is, the NSL recipient provided the FBI information we did not seek. Only 12 of the 
NSLs examined - 4% - had mistakes that the OIG rightfully attributes to the FBI. 

Examining tlie 12 potential errors that were riglitfully attributed to the FBI reveals a 
continuum of seriousness relative to tlie potential impact on individual rights. Four (or just over 1% 
of the sample) were serious violations. Specifically, two of the violations involved obtaining fiill 
credit reports in counterintelligence investigations (wliich is not statutorily authorized), one involved 
issuing an NSL when authorization for the investigation to which it related had lapsed, and one 
involved issuing an NSL for information that was arguably content, and therefore not available 
pursuant to an NSL. (In the latter case, the ISP on which the NSL was served declined to produce 
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the requested material so there was, in fact, no collection of int'ormation to which we were not 
entitled.) The balance of the 12 potential violations identified by the OIG do not, in our view, rise to 
the same level of seriousness as those 4. The remaining 8 involve errors that are best characterized 
as iirising from a lack of attention to detail, and did not result in the FBI seeking or obtaining any 
information to which it was not entitled. Tliose 8 potential violations involved errors such as using 
the wrong certification language in an NSL (although the appropriate certification is not materially 
different) and having the NSL and the EC seeking the NSL not entirely consistent. We do not 
excuse such lack of attention to detail, but we do not believe lliat such mistakes result in or cause a 
risk lo civil liberties. 

In short, approximately \% of the NSLs examined by the OIG had significant errors that 
were attributable to FBI actions and that had not been, but should have been, reported as PIOBs. 

While a {% error rate is not huge, it is unacceptable, and we have taken steps to reduce that 
error rate. First, vve are very concerned that of ail the potential lOBs involving mistakes in NSLs 
attributable lo the FBI (whether previously reported or not), 3 involved the same mistake: namely, 
issuing an NSL for a foil credit report in a counterintelligence investigation. In order to ensure that 
this particular error is folly rectified, the FBI ordered all field offices to examine all 
counterintelligence files in which Fair Credit Report NSLs have been issued since January 1 , 2002 
in order to ascertain whetlier the file contains a foil credit report. If it does, the credit report must be 
removed from the file, sequestered with the field office's attorney, and a PlOB must be reported to 
OGC. The results from tliat search are due lo headquarters by April 16, 2007. 

Several other steps we have taken will, we believe reduce the likelihood that the FBI will 
commit (he other mistakes in the future. First, as indicated previously, the FBI is developing an 
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automaled system to prepare NSLs and tiieir authorizijig ECs. Tliat system will reduce to zero 
mistakes such as having the wrong certification language or inconsistency between tlie NSL and the 
EC. It will also ensure that the investigative file out of which the NSL is being issued is open. 
Finally, it will ensure that an NSL for a full credit report cannot be issued out of a 
counterinlelligence file. 

Other changes to FBI policy have been made that we believe will facilitate better handling of 
lOBs and also reduce errors that lead to lOBs. First, last fall w'e provided comprehensive advice to 
the field regarding its responsibility towards information obtained as a result of third party errors. 
That guidance requires all such infonnation to be sequestered and reported to OGC as a PIOB. If 
the ‘"over collected” infonnation is irrelevant to the investigation (e.g., the telephone company 
transposed a number and provided us records on the wrong telephone account), then it will be 
destroyed or returned. No such information should be entered into FBI databases. If the 
informalion is relevant to the investigation but simply not within the four comers of the NSL, then 
the informalion must be sequestered until a new NSL has been issued for the extra data. After the 
new NSL has been issued, the information can be entered into FBI databases. 

Secondly, we have collected alt tlie mles and policies on NSLs into one document which will 
be disseminated to the field. Tliose rules now mandate that, until tlie deplo>iiient of the automated 
NSL system, all NSLs and ECs be prepared from the exemplars that are provided on OGC’s 
website. Tliat should eliminate many of the mistakes identified by the OIG. 

All of these niles will, of course, only reduce or eliminate errors if they are followed. The 
OlG's report has highlighted for us that there must be some sort of auditing function - above and 
beyond the lOB process * to systematically ensure that these rules, as well as others that govern our 
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activities in national security investigations are followed. The FBI has historically been ver>' good 
at establishing policy and setting rules, but we have not been as proactive as we should have been in 
establishing internal controls and auditing functions. 

The full parameters of the compliance program have not been set, although these aspects 
have been: the Inspection Division with participation of DOJ’s National Security Division and 
Privacy and Civil Liberties Office is in the process of a special inspection of NSL usage in all 56 
field offices and headquarters. That inspection should uncover any other significant problems with 
our use of this tool but should also tell us whetlier there are variances between offices in terms of the 
numbers and types of errors. The results of the inspection will tlien infonii the program that tlie 
Attorney General announced of having teams of DOJ lawyers, FBI lawyers and the Inspection 
Division periodically audit field offices’ use of NSLs. That process will begin in April and should 
result in at least 15 offices being audited this year. We are also considering other proactive 
compliance programs in order to develop a program that ensures, to the maximum extent possible, 
that the rules and policies designed to protect privacy and civil liberties are faithfully adhered to by 
all of our employees, that we promptly identify and correct any violations of law or policy, and that 
any inlbnnation collected erroneously is removed from FBI databases and destroyed. In addition, a 
working group co-chaired by the Office of the Director of National Intelligence and the CPCLO has 
been convened to examine how NSL-derived information is used and retained by the FBI. Tlie FBI 
and DOJ’s National Security Division will have a representative on this working group. We 
welcome the Committee's input as we move forward on these initiatives. 

The FBI is acutely aware that the only way tliat we can achieve our mission of keeping the 
country safe is if we are trusted by all segments of the American public. With events like the 
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London terror attacks of 2 years ago and the Canadian plot to use fertilizer bombs to destroy 
buildings in Canada in 2006, we have all become worried about the risk of a catastrophic attack 
from home grown terrorists. Our single best defense against such an attack is the eyes and ears of all 
Americans ~ but particularly of those segnients of the population in which the risk of radicalization 
is at its highest. We need people in those communities to call us when they hear or see something 
that looks amiss. We know that we reduce tlie probability of that call immeasurably if we lose the 
confidence of those segments of the population. That is one of the reasons that we are looking for 
ways to assure all Americans that we are respectful of individual riglits, iitcluding privacy ri gilts, 
and that we use the tools that have been provided to us consistent wltli the rules set out by Congress. 

1 appreciate the opportunity to appear before the Committee and look forward to answering 
your questions. Thank you. 
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House Judiciary Committee Holds Hearing on FBI Patriot Act Misuse 


CONYERS: 

Good morning. Committee will come to order. 

We're here for a hearing on the inspector general's independent report on the FBI's use 
of national security letters. 

Nearly six years ago, in the immediate aftermath of September 1 1th, the Department of 
Justice told us that they needed significantly enhanced auftiority, while promising the 
members of this committee in no uncertain terms that these new tools would be carefully 
and appropriately used. 

Two years ago, when the Patriot Act was reauthorized, they promised us there was not 
a single instance in which the law had been abused. 

Now, to unders(X>re the importance of the reasons that we're holding this hearing, many 
of us remember the times in the past when the power of our government has been abused: 
in one war, led to the suspension of habeas corpus; another war, the notorious Palmer 
raids; in World War II, the internment of Japanese .Americans; in the Vietnam War, the 
.secret spying and enemy list. 

In my view, we are now in a period where we risk a continuation of these deplorable 
acts and effect genuine harm to the Constitution and the rule of law. 

One week ago, the inspector general told us that the e.xact opposite was true of the 
promise that had been made that there was not a single instance when the Patriot Act was 
being reauthorized that the law had been abused. 

One tool in particular, the national security letters -- essentially, secret subpoenas 
issued without any court review — was used repeatedly to invade the privacy of law- 
abiding Americans outside the law and proper legal process. 

This was a serious breach of trust. The department had converted this tool into a handy 
shortcut to illegally gather vast amounts of private information while at the same time 
significantly underreporting its activities to Congi ess, 

CONYERS: 

We learned that the number of national security letter requests had increased from 
8,500 in the year 2000 to in excess of 1 43,000 from the tliree-year period between 2003 
and 2005. 

Tlie Department of Justice consistently provided inaccurate information to Congress 
concerning the national security letters, failing to identify at least 4,600 security letter 
requests to us. 

The security letters were routinely issued without proper authorization, and outside 
statutory and regulatory requirements. 

The inspector general found that more than 60 percent of the investigatory files they 
looked at included one or more violalion.s of FBI policy. 


But worse, the inspector genera! found even more widespread abuses concerning the 
so-called exigent letters, that is emergency requests for telephone and other data. 
exigent letter, as opposed to a national security letter, is meant to obtain information in an 
extreme emergency, like a kidnapping when the bureau has already sought subpoenas for 
the requested information. Bui the FBI issued these letters in nonemergeneies as a means 
to bypass the requirements of the national security letter procedure. 

And so, as if it wasn't troubling enough, in many instances the bureau attempted to 
issue after -the-fact national security letters to cover their tracks on their use of exigent 
letters. 

Tlie inspector general specifically found that the exigent letters were ordinarily issued 
when there was no emergency present, and very often when there was not even a pending 
investigation. 

More often than not, the letters were issued based on promises that subpoenas were in 
tite process of being issued when that was not the case, and even though some subpoenas 
were never issued at all. 


CONYERS: 

The Federal Bureau oflnvestigation made numerous factual misstatements in tlie 
letters, which were frequently issued in violation of the statute as well as the attorney 
general and FBI guidelines. 

Tlie recordkeeping was so poor that it was impossible for the I.G. to document how 
and why all these problems occurred. 

And what disturbs me most is that the abuse and misuse of these security letters is not 
an isolated instance. It appears to be apparent of a pattern which the Department of 
Justice has violated not only our trust, but the very laws which they are charged with 
enforcing. 

And so I hope — from the approval of the notorious torture memos to warrantless and 
illegal surv'eillance to wrongfiil smearing of able U.S. attorneys, this Department of 
Justice has squandered its reputation for independence and integrity. 

The attorney general needs to understand that with power comes responsibility and 
with authority mu.st come accountability. 

I would like now to turn to the distinguished gentleman from Texas, the ranking 
member of this committee, Mr. Lamar Smith. 


SMITH: 

Thank you, Mr. Chairman. 

Mr. Chairman, I appreciate your holdingthis hearing on the inspector general's report 
on the FBI's use of national .sectirity letters. The inspector general should be commended 
for conducting a thorough audit as directed by Congress in the Patriot Act 
reauthorization. 

The report raises concerns as to the FBI's internal recordkeeping and guidelines for the 
use of NSLs in terrorism and espionage investigations. 

It is clear from the report that these deficiencies are the result of the poor 
implementation and administration of national security letter authority. In other words. 


Ibe problem is enforcemenl oflhc law, not the law itself. Timely corroelive measures by 
tlie FBI and effective oversiglit by the Justice Department and Congress will ensure 
proper use of this important law. 

The inspector generafs report found tbal the FBfs database for tracking NSLs 
significantly underestimated the number of NSL requests, resulting in inaccurate reports 
to Congress on the FBI's use of NSLs. 

From 2003 to 2005, the FBI issued a total of 143,074 NSLs. This compares to 739 
exigent letters to three telephone companies issued contrary to national security 
investigation guidelines. The exigent letters represent 1 /200th of the national security 
letters issued. 

Although the use of these unauthorized letters is disconcerting, the FBI discontinued 
tins practice last year. 

The inspector general makes two other very important findings. 

First, there is no evidence that anyone at the FBI intended to violate the law or internal 
policy. This is a significant finding because it confirms that FBI agents acted in good 
faith and sought to comply with the law, even as they worked under severe time 
constraints and with an urgent desire to thwart terrorist activities. 

Second, as detailed by the inspector general, NSLs are a critical tool in fighting 
terrorism and keeping our country safe. The information acquired through NSLs is 
valuable to international tetrorism and espionage investigations and has allowed the FBI 
and intelligence agencies to identify terrorists and spies, the sources of their financing, 
and their plans to attack or harm our national security. 


SMITH: 

111 addition, the FBI shares important information gathered tlirough NSLs with other 
intelligence agencies Joint terrorism task forces, and state and local law enforcement 
agencies. 

To do their job, the FBI must be able to collect important information about suspected 
terrorists and spies while complying with the law and freely sliare such inlbrmalioii with 
key partners. 

In response to e.xtensive oversight efforts conducted last Congress, the Patriot 
Reauthorization Act added critical new .safeguards. For instance, an NSL recipient can 
challenge the request in court, nondisclosure orders require supervisory approval, and the 
recipient may disclose the NSL to an attorney. 

I applaud the administration’s response to the inspector general’s report and expect the 
administration to follow tlirough on its promise to act quickly to remedy the deficiencies 
identified by the inspector general. 

Mr. Chairman, on September 1 1th, 2001, the United States was attacked More than 
3,000 people lost their lives. Members of Congress overwhelmingly approved important 
new counterterrorism tools for our nation’s law enforcement personnel and updated 
existing authorities to meet the terrorist threat. 

We must continue to demonstrate responsible leadership on the NSLs and other 
important national security issues. 


Of course, we need to be vigilant to make sure these problems are fixed, that the 
inspector general's recommendations are implemented, and that our civil liberties and 
privacy are protected. 

Mr Cbairmaa Til yield back the balance of my time. 


CONYERS: 

And 1 thank the gentleman for his statement. 

rd like now to recognize the chairman of the Constitution Subcommittee, Jerry Nadler, 
for two and onedialf minutes. 

NADLER: 

Thank the chairman. 

rd like to thank Chairman Conyers for holding this important hearing on the FBI 
abuses of national security letters. We are here today in response to the Department of 
Justice inspector general report that found widespread abuses of the FBEs authority to 
issue national security letters. 

Ajid NSL can be issued to third party, such as a health insurance company or an 
Internet service provider, ordering them to reveal all their information about you and your 
transactions, and the tliird party is prohibited from telling you or anyone else about the 
order. Tliat's the so-called gag order provision. 

So you cannot object to an NSL directed at your information in court, as you could to a 
subpoena, because you doni know about it. And the third party may have no interest in 
going to court to protect your rights or your privacy. 

While last year's reauthorization of the Patriot Act did make some changes to tlie NSL 
provisions, these changes were essentially meaningless. For example, the court is now 
authorized to modify or set aside the gag order only if it finds there is no reason to 
believe that disclosure would endanger national security, diplomatic relations, or 
anyone's life or safety. But the court must accept the govemmenfs assertion of harm as 
conclusive, so this protection is meaningless. 

Some of us had predicted that the unrestricted authority of the FBI to issue NSLs 
would be abused. And unfortunately our worst fears have now been realized. 

The l.G.'s audit found the NSLs have been used by the FBI to collect and retain private 
information about American citizens who are not reasonably suspected of being involved 
in terrorism. 

During the last Congress, we predicted that unchecked power would lead to rampant 
abuse. That's why I proposed the Stop Self- Authorized Secret Searches Act two years 
ago. This bill would have restored some pre-Patriot Act provisions: that an NSL could 
not be issued unless the FBI made a factual, individualized showing that the records 
sought pertain to a suspected terrorist or spy. It would have given the recipient of a 
national security letter an opportunity to obtain legal counsel, the right to challenge tlie 
letter, and a nondisclosure requirement — a real right to challenge it. 


NADLER: 


It would have given notice to the target ofthe NSL if the govemincnt later seeks to use 
the records obtained from the NSL against him or her in a subsequent proceeding. And it 
would have given the target an opportunity to receive legal counsel and challenge the use 
of those records. 

Tlie bill would also have authorized the FBI to obtain documents that it legitimately 
needs while protecting the privacy of law-abiding Ajnerican citizens. 

The abuses by the DOJ and the FBI are proving that these legislative fixes are a 
necessary check on the investigatory power. We do not trust goveniment always to be run 
by angels, especially not this administration. 

It is not enougli to mandate that the FBI fix internal management problems and 
recordkeeping, because the statute itself authorizes the unchecked collection of 
information on innocent Americans. Congress must act now to fix the statute authorizing 
the abuses revealed in the I.G. report and to hold those responsible for these abuses and 
violations accountable. 

Thank you. I yield back, 

CONYERS: 

Thank you. 

Tlie chair recognizes the distinguished gentleman from .Arizona, the ranking minority 
member of the Constitution Subcommittee, Trent Franks, for two and one-half minutes. 

FRANKS: 

Well, thank you, Mr. Chairman. 

Mr. Chairman, today our task is a vital one: to check and balance our sister branch of 
government through oversight and to ensure citizens' rights are being properly 
safeguarded. 

Today *s subject is somewhat delicate because we must all walk a fine line. In our grave 
and critical responsibility to prevent jihad ist attacks upon .American citizens, we must 
also be careful to strike the proper balance between vigilance and fighting the enemy on 
the one side of the scales and the preservation of citizens' rights on the other. 

The report of the inspector general that we review today is hopeful. We see that while 
there are human imperfections in the FBI's operation, diere was an overall finding that the 
FBI is indeed carrying out its duties responsibly, tliere being no evidence of any 
intentional or deliberate act to violate the law; and that NSLs are performing their vital 
ftniction as a valuable tool in national security investigations. 


FRANKS: 

To put today's hearing in perspective, we should keep in mind that the issuance of 
NSLs under the Patriot .Act is a relatively new process, given that the Patriot Act is only a 
few years old and that this new use of NSLs will necessarily require a careful 
examination of their best and most appropriate use in this early period. 

Certainly, we will have to work out the kinks, given that we are most likely in the 
business of fighting terror for a long time to come. 


While the FBI's practices have had their shortcomings, it appears that these are 
problems that can be easily resolved, .^iid this is good news. Many of the issues that we 
must review today are administrative in nature and. to some extent, unavoidable. 

Government is a human institution, and it is therefore, by definition, imperfect. 'Hiose 
of us who have run corporations know that a perfect audit is a very rare occurrence, 
particularly on the first go-around. 

Most business do internal audits -- perhaps many, many internal audits -- to discover 
where human judgment has fallen short and where to improve before being audited by an 
outside source. 

Tltis is an arduous but necessary task, and one that I hope we do well here today, and 
prospectively. 

Tlie FBI has vowed that it will make all the adjustments that Mr. Gonzales and Ms. 
Caproni have recommended. We look forward to the realization of this goal. 

And with that, I thank the witnesses for joining us today, and we look forward to 
hearing your testimony. 

And thank you, Mr, Chairman. 

CONYERS: 

Thank you. 

Tlie chair recognizes the distinguished gentleman from Virginia, Bobby Scott, 
chairman of the Crime Subcommittee, for two and a half minutes. 

SCOTT: 

Thank you, Mr. Chairman. 

Mr. Chairman, we all believe that it’s important to be aggressive in fighting terrorism, 
and also aggressive in maintaining privacy and freedoms. And I don't believe we should 
operate on the premise that we always give up freedom in order to obtain security. 


SCOTT: 

But for us to provide appropriate oversiglit, we have to have accurate information. 
Unfortunately, there are indications that we have received clearly inaccurate reports alfer 
the significant use of secret, invasive processes that do not appear to be necessary to 
advance terrorism-related investigations. 

Whether it’s a secret NS A wiretapping in violation of the FISA law or inappropriate 
use of the national security letters, we are discovering that what is .actually occurring is 
quite different from what we were being told. And we cannot evaluate the ongoing need 
for NSA (sic) letters without accurate information. 

There's also a clear indication of intentional misuse of the word "exigent" letters to 
telephone companies as emergency information when, in fact, no emergency existed. 
Somebody obviously knew this was a problem. There were, in fact, reports to Congress 
and oversight boards. And we need to find out who these people are. 

With these disturbing indications, Mr. Chairman, I hope the testimony of the witnesses 
today will reveal who is responsible for these abuses and who should be held accountable 
for false reports to the Congress. 

Thank you, Mr. Chairman. I yield back. 


CONYERS: 

Thaiik you so much. 

Another Virginian, the ranking minority member of the Crime Subcommittee, Mr. 
Randy Forbes? 

FORBES: 

Mr. Chairman, I'd like to thank you and the ranking member, Congressmati Smitli, for 
holding this important hearing today and also for our witnesses for being here. 

You know, the subject matter of this hearing makes for ^eat theater, but when the 
show is over, we have the task of finding the facts and m^ing sure the proper balance is 
struck and implemented to protect our citizens. 

That we will do. And hopehilly we will do it without the negativism and the 
emotionalism that seems so prevailing in public policy today. Pounding our fists makes 
great sound bites, but it does not stop terrorists or protect the privacy riglits of our 
citizens. 

It's clear that national security letters are important tools in international terrorism and 
espionage investigations conducted by the FBI. Tlie inspector general's report, which 
details the audit of 77 case files in four field offices, shows a disturbing pattern: In 60 
percent of those cases, the FBI's files were found to in violation of the FBI's internal 
control policies for issuing national security letters. 


FORBES: 

While the audit conducted concluded that there was no evidence of any intentional or 
deliberate act to violate the law, it's also clear that changes need to he made to the FBI's 
procedures so that they reflect the scope and intent of the law rather than the evolution of 
general practice. 

I look forward to hearing from the FBI about what procedures were in place during the 
time of the inspector general’s audit; and how, given the inadequacies identified by the 
inspector general, the FBI plans to correct this. 

Mr. Chairman, I yield back the balance of my time. 

CONYERS: 

Tiiank you. 

All other opening statements will be included in the record. 

Mr. Glenn A. Fine, inspector general at the Department of Justice, a po.st held since he 
was confirmed by the Senate on December 1 5 th, 2000. Mr. Fine’s worked for the 
department's Office of Inspector General in a variety of capacities since January 1995. 
He's had several years in private practice, and also served as an assistant United States 
attorney in Washington, D.C. 

We're also privileged to have with us the general counsel of the Federal Bureau of 
Investigation, Ms. Valerie Caproni, a position she's held since August 2003. 

Prior to that, Ms. Caproni served as an assistant United States attorney in the Eastern 
District of New York, as a supervisor at the Securities and Exchange Commission, and 
also w'orked in private practice. 


AH your slalements will be made a p;ut of the record in their eiilircly. .And we will 
have a five-minute time for each of you. 


CONYERS: 

And we ask Inspector General Glenn A. Fine to begin our testimony. 

Welcome to the committee. 

FINE: 

Mr. Chairman, Congressman Smitli and members of the Committee on the Judiciary, 
thank you for inviting me to testify about two reports issued by the Department of Justice 
Office of the Inspector General, regarding the FBFs use of national security letters and its 
use of Section 215 orders to obtain business records. 

The Patriot Reauthorization Act required DOIG to examine the FBI's use of these 
authorities. And on March 9lh, we issued reports detailing our findings. 

Today I will summarize the key findings from our reviews, focusing my comments on 
the national security letter report. 

Under five statutory provisions, the FBI can use national security letters -- NSLs - to 
obtain, without review by a court, records such as customer mformation from telephone 
companies, Internet service providers, financial institutions and consumer credit 
companies. 

Although mo.st of the statutory provisions regarding NSLs existed prior to tlie 
enactment of the Patriot Act, the act significantly broadened the FBI's authority to use 
NSLs in two primary ways. 

First, it eliminated the requirement that the information sought must pertain to a 
foreign power or an agent of a foreign power, and substituted the standard that the 
information requested must be relevant to or sou gilt for an investigation to protect against 
terrorism or espionage. 

Second, the Patriot Act significantly expanded approval authority for NSLs beyond a 
limited number of FBI headquarters officials to the heads of all FBI field officers. 

Our review examined the FBfs use of NSLs from 2003 through 2005. Tlie OIG will 
conduct another review, e.xamining the FBI’s use of NSLs in 2006, which we are required 
to issue by the end of this year. 

In sum, our review found widespread and serious misuse of the FBPs national security 
letter authorities. 

In many instances, the FBI's misuse violated NSL statutes, attorney general guidelines, 
or the FBPs own internal policies. 


FINE: 

We also found that the FBI did not provide adequate guidance, adequate controls or 
adequate training on the use of these sensitive authorities. 

Before describing the main findings of our report, however, I believe it is important to 
provide context for these findings. 

First, we recognize the significant challenges the FBI was lacing during the period 
covered by our review. After the September I llh terrorist attacks, the FBI implemented 


major organizalional changes while responding to continuing terrorist threats and 
conducting many counterterrorism investigations both internationally and domestically. 

Second, it is also important to recognize that in most, but not all of the cases we 
examined, the FBI was seeking infonnation it could have obtained properly tlirough 
national security letters if it had followed applicable statutes, guidelines and internal 
policies. 

Third, we did not find that the FBI employees sought to intentionally misuse NSLs or 
souglit information that they kjiew they were not entitled to obtain. Instead, we believe 
the misuses and the problems we found generally were the product of mistakes, 
carelessness, confiision, sloppiness lack of training, lack of adequate guidance and lack of 
adequate oversight 

I do not believe that any of my observations, however, excuses the FBFs misuse of 
national security letters. 

When the Patriot Act enabled the FBI to obtain sensitive information througli NSLs on 
a much larger scale, the FBI should have established sufFicient controls and oversight to 
ensure the proper use of those authorities, Tlie FBI did not do so. 

The FBI’s failures, in my view, were serious and unacceptable. 

I would now like to highlight our review’s main findings. 

Our review found that after enactment of the Patriot Act, the FBI’s use of national 
security letters increased dramatically. 

In 2000, the Iasi lull year prior to passage of the Patriot Act, the FBI issued 
approximately 8,500 NSL requests. After the Patriot Act, the number of NSL requests 
increased to approximately 39,000 in 2003, approximately 56,000 in 2004, and 
appro.ximately 47,000 hi 2005. 

In total, during the three-year period, the FBI issued more than 143,000 NSL requests. 


FINE: 

However, we believe that these numbers, which are based on information from the 
FBI's database, significantly understate the total number of NSL requests. 

During our file reviews in four FBI field offices, we found additional NSL requests in 
the files than were contained in the FBI database. In addition, many NSL requests were 
not included in tlie department’s reports to Congress. 

Our review also attempted to assess the effectiveness of national security letters. NSLs 
have various uses, including to develop links between subjects of FBI investigations and 
other individuals and to provide leads and evidence to allow FBI agents to initiate or 
close investigations. 

Many FBI headquarters and field personnel from agents in the field to senior officials 
told the OIG that NSLs are indispensable investigative toots in counterterrorism and 
counterintelligence investigations, and they provided us with examples and evidence of 
the importance to these investigations. 

The OIG review also examined whether there were any improper or illegal uses of 
NSL authorities. From 2003 tlirough 2005, the FBI identified 26 possible intelligence 
violations involving its used of NSLs. 


We visited four FBI field offices and reviewed a sample of 77 invesUgali ve case files 
and 293 NSLs. We found 22 possible violations that had not been identified or reported 
by the FBL 

We have no reason to believe that the number of violations we identified in the field 
offices was skewed or disproportionate to the number of violations in other files. This 
suggests that the large number of NSL^related violations throughout the FBI have not 
been identified or reported by FBI personnek 

In one of the most troubling findings, vve determined that tlie FBI improperly obtained 
telephone toll billing records and subscriber information from tliree telephone companies 
pursuant to over 700 so- called exigent letters. These letters generally were signed by 
personnel in the Communications Analysis Unit, the C AU, a unit of the CounterlaTorisni 
Division in FBI headquarters. 

The exigent letters were based on a form letter used by the FBI's New York Field 
Division in the criminal investigations related to the September 1 llh attacks. 


FINE: 

Our review' found that the FBI sometimes used these exigent letters in non-emergency 
circumstances. In addition, the FBI failed to ensure that there were authorized 
investigations to which the requests could be tied. 

The exigent letters also inaccurately represented that the FBI had already requested 
subpoenas for the information when in fact it had not. The FBI also failed to ensure that 
NSLs were issued promptly to telephone companies after the exigent letters were sent. 

Rather, in many instances, after obtaining records from the telephone companies, the 
FBI issued national security letters months after the fact to cover the information 
obtained. 

We concluded that the FBI's use of these exigent letters inappropriately circumvented 
the requirements of the NSL statute and violated attorney general guidelines and FBI 
policies. 

In response to our report, we believe (hat the department and the FBI are tiiking our 
findings seriously. The FBI concurred w^ith all our recommendations and the depart nienfs 
National Security Division will be actively engaged in oversight of the FBTs use of 
NSLs. 

In addition, the FBFs Inspection Division has initiated audits of a sample of NSLs 
issued by each of its 56 field offices. 

The FBI is also conducting a special investigation on the use of exigent letters to 
determine how and why the problems occurred. 

The OIG will continue to review the FBTs use of national security letters. In addition 
to issuing a second report on the use of NSLs in 2006, we intend to monitor the actions 
that the FBI and the department are taking to address the problems we found in that 
review. 

Finally, I want to note that the FBI and the department cooperated fiilly with our 
reviews, agreed to declassify information in the report, and appear to be committed to 
addressing the problems we identified. 


We believe that significant elTorts are necessary to ensure that the PBI's use of national 
security letters is conducted in ftdl accord with the statutes, attorney general guidelines 
and FBI policy. 

That concludes my testimony. Ajid 1 would be pleased to answer any questions, 
CONYERS: 

Thank you. Attorney General (sic). 

Will the person in the back row standing up please sit down or leave this committee 
room? 

Tm now pleased to welcome the general counsel for the Federal Bureau of 
Investigation, Ms, Valerie Caproni. 

CAPRONl: 

Thank you. 

Good morning, Mr. Chairman, Ranking Member Smith and members of the 
committee. 

It's my pleasure to appear before you today to discuss the recent report by the 
Department of Justice Office of Inspector General regarding the FBfs use of national 
security letters. 

I've submitted a detailed wiutten statement, and, in the interest of time, will stiess only 
a few points. 

The I.G 's report is a fair report that acknowledges the importance of national security 
letters to the ability of the FBI to keep the country safe and the difficult environment in 
which our employees have been working since 9/1 1. 

The LG. found no deliberate or intentional misuse of the national security letter 
authorities, A.G. guidelines or FBI policy. Nevertheless, the LG. review identified several 
areas of inadequate auditing and oversigiit of these vital investigative tools, as well as 
processes that were simply inappropriate. 

The FBI fully supports each of the I.G/s recommendations and have implemented 
other remedial steps not proposed by the I.G. Collectively, these reforms will ensure hill 
compliance with both the letter and the spirit of the law. 

NSLs generally permit us to obtain the basic building blocks of an investigation from 
third-party businesses. Unlike grand jury subpoenas used in criminal cases, however, 
national security letter authority comes from several distinct statutes ;uid they have very 
specific rules that accompany them. 

The NSL authority used most frequently by the FBI is that provided by the Electronic 
Communications Privacy Act, or ECP A. JTirough an FCPA NSL, the FBI can obtain 
subscriber information for telephones and electronic communications. It can obtain toll 
billing inlbrmation and electronic communication transaction records. 

Significantly, the FBI cannot obtain the content of communications tlirough an ECPA 
NSL. That requires a court order. 

ECPA NSLs are by far the most common NSL that we use. 


CAPRONI: 


Pursuant to the Right to Financial Privacy Act and the Fair Credit Reporting Act, we 
also have the authority to issue different types of national security letters. 

The avithorily to issue an NSL lies at a senior level within the FBI. It can only be 
issued by an official who ranks not lower than special agent in charge or deputy assistant 
director. All such officials are career government employees. 

.And before an NSL can be issued, such employees must certify that the information 
sought is relevant to an authorized national security investigation. 

As directed by Congress, in connection with the I.G.'s report, we endeavor to 
declassify as much information as possible, in order to maximize the transparency of our 
use of this important national security tool. 

To that end, for the first lime, the public has a real sense of the frequency with which 
the FBI uses national security letters. 

In the period covered by the report, the number of NSL requests -- that's not letters; 
remember that one letter can Itave multiple requests -- has ranged from approximately 
40,000 to 60,000 per year. .And we have requested information on fewer than 20,000 
persons per year. 

For a variety of reasons that will be discussed below, those numbers are not exact. 
Nevertheless, for the first time, the public can get a sense of the order of magnitude of 
these requests. 

There are tliree findings by tlie I.G. that were particularly disturbing to me, and it is 
those three findings that I wish to address at some length this morning: first, inaccurate 
reporting to Congress; second, the use of so-called exigent letters; and third, violations of 
law and policy with respect to the usage of NSLs. 

I am particularly distressed by the fact that the I.G. found significant inaccuracies in 
the numbers that we report to Congress. The responsibility to gather the data for 
congressional reporting lies with my division, and we did not do an acceptable job. The 
processes we put in place for tabulating NSLs were inadequate, and we had no auditing 
process in place to catch errors. 

AJthou^ we realized we had a problem prior to the I.G.'s report and we're working on 
a technological solution, that realization came later than it should have, and for that 1 bear 
responsibility. 


CAPRONI: 

At some point several years before I arrived at the FBI, our process for congressional 
reporting shifted from a totally manual process to a stand-alone database. While the OGC 
database was a giant tedinological step forward from 3x5 index cards, it quickly became 
an unacceptable system given the increase in our use of national security letters since 
9/11. 

The OGC database is not electronically connected to ACS, the system from which we 
derive the data, Instead, there's a manual interface between ACS and the database: .An 
OGC employee is responsible for taking every NSL lead that is sent to OGC and 
manually entering the information into our database. 

Nearly a dozen fields must be manually entered, including the file number of the case 
in which the NSL was issued, which is typically at least 15 digits and letters. 

Needless to say, human error creeps in. 


Approximately a year ago, when we were unable to lick and lie numbers in the 
database to previously reported numbers, we recognized that our technology was 
woetiilly inadequate. We began at that point to develop an automated system to improve 
our ability to collect this data. 

That system, in addition to improving data collection, will automatically prevent many 
of the errors in NISLs that we will discuss today by automating much of the work 
associated with preparing NSLs. 

'Hie system will also allow us to automatically ensure that required reporting data is 
accurately collected. 

The NSL system is being designed so that the FBI employee requesting an NSL will 
enter data only once. 

For example, an agent or analyst who wishes to get telephone toll billing records will 
only have to tell the system that he is seeking an ECPA NSL for toll records and type the 
telephone number once. 

The system will then automatically populate the appropriate fields in the NSL and the 
authorizing electronic communication. The system will ensure that the two documents 
match exactly and will minimize the opportunity for transcription errors that gave rise to 
unauthorized collections. 

Agents and analysts will still be required to provide the narrative necessary to explain 
why the NSL is being sought, the factual basis for making a determination that the 
information is relevant to an appropriately predicated national security investigation, and 
the factual basis for any detenni nation that the NSL should include a nondisclosure 
provision. 


CAPRONI: 

We're optimistic that we’ll be able to pilot the system this summer and roll it out to all 
the field offices by the end of the year. that point, I will be much more confident that 

in the fiiture the data we provide to Congress is as accurate as humanly possible. 

In the meantime, we're taking several steps to correct (he numbers we previously 
reported. We’ve discussed our methodology with the I.G. and we will offer him the 
opportunity to review our work. We're striving to have the corrected reports to Congress 
as soon as possible. 

Tlie next significant finding of the I.G. I would like to discuss this morning involved 
the use within one unit at headquarters of so- called exigent letters. These letters, which 
numbered in excess of 700, were provided to telephone companies with requests for toll 
billing information. 

All of the letters slated that (here were exigent circumstances. And many stated that 
federal grand jury subpoenas had been requested for the records, even thougli, in fact, no 
such requests for grand Jury subpoenas has been made. 

From an audit and interna) control perspective, tlie FBI did not document the nature of 
the emergency circumstances, did not keep copies of all of the exigent letters it provided 
to telephone companies, and did not keep records to track whether it had subsequently 
provided further legal process. 

Moreover, some employees told the I.G. that there w'as not always an emergency 
relating to the documents that were solicit. 


(XjC has hijen working with llic afTecled unit to attempt to reconcile the 
documentation and to ensure that any telephone record that we have in an FBI database 
was obtained because it was relevant to an authorized investigation and that appropriate 
legal process has now been provided, 

[f we are unable to determine the investigation to which a number relates, they will be 
removed from our database, and the records will be destroyed. 

The I.G. riglitfiilly objected to llie FBI obtaining telephone records with a letter that 
stated that a federal grand jury subpoena had been requested when that was untrue. If s 
unclear why that happened. 

11\e director has ordered a special inspection in order to better understand the full 
scope of internal control failures and to make sure that in fact every record obtained 
pursuant to a so-called exigent letter has been appropriately connected to a national 
security investigation. 

That review will also determine whelber the practice discussed by the LG. existed 
anywhere other than in the headquarters unit identified in the report. 

In response to the obvious internal control lapses this situation highlights, changes 
have already been made to ensure that this situation does not recur Any agent who needs 
to obtain ECPA- protected records on an emergency basis must do so pursuant to 1 8 USC 
Section 2702. 2702 permits a carrier to provide information regarding its customers to the 
government if the provider believes in good faith that there is a Iife-or-deat!i-type 
emergency that requires disclosure of the record. 

By FBI policy, a request for disclosure pursuant to that provision generally must be in 
writing and must clearly slate that the disclosure without legal process is at the provider's 
option. 

The emergency must also be documented to our files so that the use of the letter can be 
audited. 

The policy allows for oral requests, but any oral requests have to be approved and 
documented to the file. 


CAPRONT: 

The LG, also examined misuse of NSli> that had been reported and some that had not 
as part of the lOB process. As this committee knows, pursuant to executive order, the 
president has an Intelligence Oversight Board that receives from the intelligence 
community reports of intelligence activities that the agency believes may have been 
uiilawfiil or contrary to executive order or presidential directive. 

fhe LG. found that from 2005 to 2005 the FBI had self-reported 26 potential violations 
involving NSL authorities. Tlie LG. also found, however, a number of potential lOBs in 
the files it examined that had not been reported to OGC for adjudication. 

Although press accounts of this report have implied that the LG. found massive abuses 
of the NSL authorities, a carefii! read of the report does not bear out the headlines. 

The LG. examined 293 NSLs: a reasonably small, nonrandom sample. We do not 
suggest that the sample was not a fair sample, but only point out that if s questionable 
from a statistical standpoint to attempt to extrapolate from a very small sample to an 
entire population. 


Of llie 293 NSLs llie TG, examined, 22 were judged to have a potential uiireported 
violation associated with them. Of that 7 percent, 10, or almost 50 percent of that group, 
were third-party errors; that is, the NSL recipient provided the FBI with infomiation that 
we did not seek. 


CAPRONI: 

Only 12 of the NSLs examined, or 4 percent of the total group, had itiistakes that the 
I.G. rightfiiity attributes to the FBI 

Examining the 12 potential errors that were attributable to the FBI reveals a continuum 
of seriousness relative to the potential impact on individual rights. 

Four of them, or just over 1 percent of the sample, were unquestionably serious 
violations. Specifically, two of the violations involved obtaining full credit reports in 
counterintelligence investigations, which is not statutorily authorized. 

One involved issuing a national security letter when the authorization for the 
investigation to which it related had lapsed. And one involved issuing an NSL for 
information that was arguably content, and therefore not available pursuant to NSL. 

ITie remaining eiglit potential errors involved lack of attention to detail, and did not 
involve the FBI seeking or obtaining any information to which it was not entitled. 

We do not excuse lack of attention to detail. .And 1 have admonished the lawyers in the 
field who review NSLs that they must be careful so that they can avoid this sort of error. 

But we do believe that such mistakes pose different challenges and risks, in seeking 
information to which you are not entitled. 

In short, approximately 1 percent of the NSLs examined by the LG. had significant 
errors that were attributable to FBI actions and that had not been, but should have been, 
reported as potential lOB violations. 

A 1 percent error rate is not acceptable, and we have taken steps to reduce it. Those 
steps are discussed at length in my written testimony, and I will not repeat them here. 

But among the steps I do want to mention is the director's order to special inspection of 
all field olTicers' use of national security letters, an inspection that began on Friday. 

We offered to fully brief the committee on the results of that inspection when it is 
complete. 

Several of the actions we are taking involve changes to FBI rules and policy. 

Rules will, of course, only eliminate errors if they are followed. The LG.'s report has 
painildly demonstrated for us that, while establishing policy -- that while we are good at 
establishing policy and setting Riles, we are not as good as we must be at establishing 
internal controls and auditing functions to make sure that the rules are followed 


CAPRONI: 

The ftill parameters of an FBLcompliant program have not been set, and the inspection 
that is currently under way will clearly influence the parameters of the program. 

In short order, however, the FBI will establish a vigorous multidisciplinary compliance 
program that assures as well as any compliance program can that our employees 
faithfLilly adhere to all of Riles and policies, particularly those that are designed to protect 
privacy and civil liberties. 


The FBI is acutely aware lhat the only way we can achieve our mission of keeping the 
country safe is if we are trusted by all segments of the /\jnerican public. 

With events like the London terror attack of two years ago, we were all worried about 
the risk of a catastrophic attack from homegrown terrorists. Our single best defense 
against such an attack is the eyes and ears of all Americans, but particularly in those 
segments of the population in which the risk of radical izalion is at its highest. 

We need people in those communities to call us when they hear or see something lhat 
looks a mess. We kjiow that we reduce the probability of lhat call immeasurably if we 
lose the confidence of any part of the American public. 

CONYERS: 

CounseK can you wind down at this point? 

CAPRONI: 

Yes, sir 

CONYERS: 

All right, 

CAPRONI: 

We will put into place a compliance program to maximize the probability that we do 
not lose the confidence of the American public by dint of the sort of errors highlighted in 
this report. 

I appreciate the opportunity to appear before the committee and look forward to 
answering your questions. Thank you. 

CONYERS: 

Well, General Counsel Caproni, I want to thank you for your candor and 
fotiheomingness in coming before us today. And we will include the rest of your 
testimony, of course. 


CONYERS: 

Now, let me begin the questioning. And I thank both the witnesses* 

Mr, Inspector General Fine, Fm curious as to how youVe come to the conclusion that 
these errors that have been reported and that bring us to this chamber were either sloppy - 
- the results of sloppy book-keeping, recordkeeping or compliance with the law, but none 
of it was intentional. 

How could that be if theyVe known about these excesses since the year 2004, their 
communications analysts unit warned them about it in early 2005, and we have 
something like at least over 700 exigent letters and somewhere in the neigliborhood of 
40,000 to 50,000 NSL letters for tliree years? 

FINE; 

me separate some of those issues* 


I don't believe that they intended to go out and obtain information that they knew they 
could not obtain and said, "We're going to do it anyway." 

I think what they did was complete carelessness, did not follow' the mles, did not 
follow appropriate procedures, and obtained information that they could have obtained 
properly but by taking shortcuts. 

Now, we didn't do a review to ask everybody what was in their mind and what exactly 
they did. But we saw instances where people just simply didn't follow the rules and didn't 
take appropriate action. 

CONYERS: 

But they were being warned. 

FINE: 

Yes. 

CONYERS: 

This didn’t just come up recently. This goes back to 2004. 

FINE; 

In 2004, it is correct that attorneys in the Office of General Counsel had concerns 
about the exigent letters and weren't saying, "Stop it," but were saying, "We need to take 
dilTerent measures to issue these letters." 

CONYERS: 

Do you think that the law was so complicated that people in good faith just couldn't 
figure out what it was we were requiring? 


FINE; 

I think what they did was inappropriately take a model from another context and 
applied it to this context, which was wrong, it clearly was, and that they did not think 
carefully and they did not lake appropriate actions. 

Now, I know that the FBI is conducting a special inspection to look exactly at what 
everybody knew and when they knew it and why they took the actions that they did. 

We didn't do that kind of review. We didn't ask everybody up and down the line. And 
it is possible that people had motivations that were inappropriate. 

CONYERS: 

Tliere's no way we can tell. There’s no way I can tell, but there’s no way you can tell 
either. 

FINE: 

It is true that we did not do a performance review of every individual. So I think that's 
an appropriate point, Mr. Chairman, I really do. 


And I do think it's incumbent upon the FBI to go back and look and see exactly what 
people were doing, at what stages, and why they did what they did, and take appropriate 
action to hold people accountable. 

CONYERS: 

Now, do you make a distinction between the national security letters and the exigent 
letters in terms of the severity of the ofTense that brings us here today? 

FINE: 

I do. I think the exigent letters were the most troubling aspect of this. 

CONYERS: 

Ajid why is that? 


FINE: 

Because there’s a process in the law to allow voluntary disclosures from these 
telephone companies if there is a tnie emergency. And we believe the FBI should have 
followed that voluntary process. 

Instead, they went with these exigent letters, which they use in a different context, and 
applied it to this context, which, in our view, was inappropriate, 

With regard to the national security letters, there were many of them, and many of 
them did comply with the requirements of the law we saw. And we tried to do a review to 
see how many didn't. We found a significant number didn't. 

But with regard to the exigent letters as a whole, that whole practice was very troubling 
to us in and of itself 

CONYERS; 

Now, are you satisfied with the steps that have been described here today by the 
genera) counsel in terms of how we clean this mess up? 

FINE: 

Well, we have been briefed by the department and the FBI about the steps they're 
taking. I tliink they are taking this seriously. But I'm not in a position right now to say, 
"I'm completely satisHed, I trust all tltis." 

We need to see what happens witii these steps, see whether they're concerted efforts 
over time, to see whether they really are adequately implemented. 

So I cant say right now that it is -- they’ve done all they can. 


FINE: 

But 1 think they are taking important steps and taking this very seriously. 
CONYERS: 

.All right. Thank you so much. 

And 1 recognize I^mar Smith. 


SMITH: 

Tliaiikyoii, Mr. Chairman. 

Mr. Chairman, I’m hoping my first question woift count against my time. 

Mr. Fine, I noticed in reading your bio that ulien you were a senior in college and co- 
captain of the basketball team, you were recruited by the San Antonio Spurs. They 
happen to be my hometown team. 

My question is this: Don't you regret not playing for the Spurs... 

(LAUGHTER) 

... rather than becoming a Rhodes scholar and graduating from Har\^ard Law^ School? 
CONYERS: 

The gentleman’s lime lias expired. 

(LAUGHTER) 

FINE: 

Congressman, I was drafted in the 10th round by the San Antonio Spurs. And if I was 
maybe a little taller than 5*9", I might have had a chance to play. 

So I don't really regret that my fliture was in the law, ratlier than professional 
basketball. 

But I tell people who don’t believe I actually played basketball when they see me a! 

5’9”, before I started this job as the I .G., I was 6’9”. 

(LAUGHTER) 

SMITH: 

Very good answer 

Mr. Fine and Ms. Caproni, let me address a more serious question to both of you all, 
and it is this: We've unearthed these problems Uial are recognized and that are being dealt 
with. And some of the reasons for those problems have already been seen and the practice 
has been discontinued. 

But my question is this: Do you all feet that the problem is with how the law was 
enforced rather than with the law itself? In other words, if the law were carried out as 
intended, doesnt that solve our problem? 

Mr. Fine, first. 

FINE: 

You know, Congressman, Vm really not in a position to say what the law should be or 
if there should be modifications to llie law. 

My job is to look at the law and look at the application ofthe law and see the problems 
that occurred. 

I do believe that if the FBI had assiduously and careflilly applied the law, we wouldn't 
have seen as many problems as we have. And it really was unacceptable and inexcusable 
what happened here. 

SMITH: 

Ms. Caproni? 


CAPRONI: 

From our perspective, the problem is nut with the law. AUhougli, I would note that 
unlike other areas that our agents - where they get these sorts of records, there are very 
specific rules and they have to wend through those rules. That, in my sense, is our 
responsibility as the lawyers to make sure that the agents understand what they can do 
and wlial they can't do. 


CAPRONI: 

Again, there is no doubt that the problem with the national security letters was a 
colossal failure on our part to have adequate internal controls and compliance programs 
in place* 

The laws themselves provide us with a needed tool. And it’s a tool that we should use 
responsibly 

SMITH: 

OK, thank you. 

Mr. Fine, Ms* Caproni, why are national letters of security — national security letters 
important in our investigation of terrorism? 

CAPRONI: 

They are critical Tliey are — national security letters provide us the basic building 
blocks that we need to build an investigation. 

For those of you who had prior criminal AUSA experience — and I know a number of 
you did — you're used to issuing grand jury subpoenas to provide - to obtain telephone 
records and banking records* 

Frequently, in terrorism investigations, we don’t have an open criminal investigation. 

In fact, that was one of the things that the 9/1 1 Commission really encouraged us to do, 
ajid this committee encouraged us to do, and the intelligence committees, to move more - 
- when we’re thinking about terrorism case, move from simply a criminal mindset to 
thinking in intelligence mindset. 

So a national security letter is the tool that we use in order to get the basic building 
blocks of those investigations: again, like phone records for almost every terrorism, 
financial records when we’re building terrorism financing cases. 

So without national security letters, our national security investigations would really be 
stopped before tliey even got started. 

SMITH: 

OK, thank you. 

Mr* Fine? 

FINE: 

I do think that they are important investigative tools* They can connect terrorist 
individuals with terrorist groups* They can find out where terrorist financing can occur. 
They’re indispensable in counterintelligence investigations* And the FBI did tell us, from 


folks in the field to headquarters, how important they were to the investigations, and 
showed us examples of that 

Having said that I think they're important, there needs to be important cheeks on these 
tools because they are obtnisive, and there is information that is obtained and retained for 
significant periods of time. 

And so, while they are important investigative tools, there also needs to be appropriate 
checks on them as well. 

SMITH: 

Mr. Fine, in your conclusions it's the second one — you say, "In most but not all of 
the cases we e.xamined in this review, the FBI was seeking infonnation that it could have 
obtained properly tlirough national security letters," 


SMITH: 

What percentage would you guess is tliat? In other words, what percentage of the 
problems could have been resolved ifthey had obtained national security letters? 

FINE: 

We found instances - a few instances where they obtained information inappropriately 
and could not have used a national... 

SMITH: 

How many of the 739 would you guess that is? 

FINE: 

Well, the 739 is hard to tell, because tliey could not tie them to appropriate 
investigations all the time, and there were many limes where they couldn't tell if it was an 
emergency. So I dont know how many in the 739. That's the most troubling aspect of it. 

With regard to the others, the national security letters and the files we reviewed, I'd say 
we found about seven where there were illegal uses of them where it was attempting to 
obtain information through confusion, through error, information that they were not 
entitled to obtain through a national security letter — either an educational record or 
obtaining information — a full credit report in a counterintelligence case, which they're 
not allowed to obtain; or not using an NSL, 

SMITH: 

You said seven times? 

FINE: 

Seven of the ones that we found. .And we found in our — well, seven of the individual 
ones. .And, as you recall, we didn't do a review of every NSL that was issued. We did a 
small sample of them. 

SMITH: 

OK. Tliank you, Mr, Fine. 


Thank you, Mr. Chairman. 


CONYERS: 

Thank you very much. 

The gentleman from New York, Jerry Nadler? 

NADLER: 
rhank you, 

Ms. well, Mr, Fine, I suppose: You stated in your report that there were no 
intentional violations of NSL policy procedure; that these were basically carelessness, but 
there were no intentional violations. No crimes. 

FINE: 

Correct, 

NADLER: 

OK, 

But vve also read in the report that agents intentionally went around the statute to 
provide phony infomiation requests to telephone companies based on false statements. 

For example, the FBfs Communications Analysis Unit went around the NSL statute 
because it felt that the statute was insufficient and contracted with the telephone 
companies to access information directly. 

These contracts were approved by the Office of General Counsel and exploited by 
issuing exigent or emergency letters which well, let me ask the general counsel. 

What is the statutory basis for an exigent letter? As far as I can tell, there is no basis for 
it, 

CAPRONI: 

Well, under 2702, we have the authority to get records from a phone company in an 
emergency circumstance without a national security letter 

T he exigent letters were undoubtedly an inappropriate shortcut to the process, though. 

NADLER: 

Well, under 2702, if you were going to get information in an emergency, what do you 
have to do? 

CAPRONI: 

You simply have to lell the carrier that there’s an emergency, explain — we recommend 
tliat you explain to the carrier what the emergency is. 


CAPRONI: 

And if s then up to the carrier to decide whether or not to provide us records. 
So ifs not a compulsive system. 


NADLER: 


ll’s not a compulsive- But, of course, the carrier has no particular interest in protecting 
if youVe looking at my records or you want my records, for example, the phone 
company has no particular interest in protecting my privacy rights, and I never find out 
about it so I cant go to court to protect them- Correct? 

CAPRONI: 

1 don’t represent the carriers, but I would disagree with ihe theory that they have no 
particular interest in protecting your records. In fact,.. 

NADLER: 

What is their interest? 

CAPRONI: 

In fact, the carriers were diligent in making sure that any record they gave to us they 
subsequently obtained a national security letter for. 

NADLER: 

But wait a minute. But Mr. Fine’s report says that in many, many instances, hundreds 
of instances, that never happened. 

CAPRONI: 

As of riglit now there are still some numbers that have not received national security 
letters to back up the requests. 

NADLER: 

Well, back up years later after the report. But that’s backfilling. In other words — and 
that's certainly not evidence that the phone companies were diligent in seeking these 
things. That's saying that after this report was done someone said, ’'Wow, we got a 
problem on our hands. We better go get these letters four years later, or three years later.” 
So that's not evidence of what weVe talking about. 

CAPRONI: 

Respect tully, even though I'm not defending their practice, it is not the case that it was 
only after Mr Fine’s report came out that they were attempting to make sure that the 
paperwork documentation was appropriate for every record they obtained. 

And let me also say... 

NADLER: 

And you think the paperwork documentation should be done and appropriate. 
CAPRONI: 

And if it’s not, the records are going to come out of our database and be destroyed, 
NADLER: 

And in this morning’s W’ashington Post it says, "Under past procedures, agents sent 
exigent circumstances letters to phone companies seeking toll records by asserting there 


was an emergency. Tlien they were expected to issue a grand jury subpoena or national 
security letter which legally authorized the collection after the fact. Agents often did not 
follow up with that paperwork, the inspector general's investigation found," That we 
know, 

The new instructions -- which according to The Washington Post were just issued to 
the FBI -- tell agents there is no need to follow up with national security letters or 
subpoenas. The agents are also told that the new letter template is the preferred method -- 
preferred method in emergences, but that they may make requests orally, with no 
paperwork sent to phone companies. 

So in other words, it appears from this morning's Wasliington Post that instructions are 
now being given to the FBI not to botlier with any backup documentation after an oral 
request to the phone companies for records invading people's privacy. 

CAPRONI: 

No. Quite the contrary. 

The instructions are that if they get information based on an oral request -- and just to 
give an example of why that -- when that might he appropriate. If a child has been 
kidnapped and the ransom call comes in... 

(CROSSTALK) 

NADLER: 

Oh, I don't -- obviously, in those -- I'm not questioning the need in an emergency like 
that for getting records right away. Obviously. 

(CROSSTALK) 

CAPRONI: 

... get them on an oral request. 

NADLER: 

I don't doubt it. 

Wliat I'm questioning is that, according to today's Washington Post, the opposite of 
what the two of you are .saying is the case and that now they seem to be saying, "Well, 
we'll take care of this lack of follow-up by documentation by simply declaring it 
unnecessary." 


C.APRONI: 

No, Congressman, that's not the policy. 

TIte policy now is that if a request is going to be made on an emergency basis for 
records, that has to be documented. It has to be documented in the first instance in the 
request. But if there is not time to do that so that you need an oral request, then that has to 
be documented to the file, together with the approval for it. 

So it is, again, an internal control to avoid the problem that was existing in C.AU, 
which was "emergency" had become a flexible term... 


NADLER; 


OK. And I have one llnal qiieslion, and that is to Mr, Fine Just a quick clarification on 
accessibility of PIN inmibers and Social Security numbers of individuals through this 
process. 

On page 73 of your report, there's a discussion of a potential intelligence review board 
violation because an agent accessed a bank balance by getting a personas bank account 
and PIN number from tlie result of a FISA order. 

The agent was faulted for not using an NSL, but was not faulted for the fad that the 
PIN number was readily available, 

Ajid the reason I flagged this, because this reference makes clear that tlirough an NSL 
or a 2 1 5 order the government can secretly obtain the PIN number for someone’s credit or 
debit account along with their account number and all their identification, 

CONYERS: 

The gentleman’s lime has expired 
Finish. 

NADLER: 

Well, what limits are there on this and what protections are there on this power to get 
PIN numbers and credit account numbers? 

FINE: 

The FBI can get bank records and records like that, Tliere has to be predication for it, 
and they have to show the need for that, 

Aind that is one of the tools that the FBI has used and can use. And as we pointed out, 
thaf s one of the reasons there need to be controls on this. 


CONYERS: 

The gentleman's time has expired. 

The chair turns to the former chairman, Jim Sensenbrenner from Wisconsin, whose 
letter to the Department of Justice first triggered the inquiries that have flow n from this. 
And I congratulate him and recognize him at this time. 

SENSENBRENNER: 

Well, thank you very much, Mr, Chairman. 

Just by way of background, we did some oversight when I was the chair of the 
committee, and received a letter in late 2005 that indicated that there were problems with 
national security letters. And the audit that the inspector general conducted was as a 
result of a provision that I put in the Patriot Act reauthorizalion that required this audit to 
be made, as well as the subsequent audit that Mr, Fine is doing that Pm sure we're going 
to talk about extensively later when the report is issued, 

rd also like to point out that national security letters were not authorized by the initial 
Patriot Act in 2001, but have been around since 1986 in legislation that was authored by 
Senator Patrick Leahy of Vermont who is the chairman of the Judiciary Committee on 
the other side of the Capitol, 


The Patriol Acl reaulhorization pul in a number ofeivil liberties protections relative lo 
national security letters because we knew that there were problems afoot and decided that 
even though NSLs were not a pari of the Patriot Act, that they needed to have civil 
liberties protections. 

And 1 am proud of that work that this committee did, and eventually found its ways 
into the Patriot Act reauthorization act which was signed by the president in March of last 
year. 

One of the things, Ms, Caproni, that I am really concerned about is that the Justice 
Department, and the FBI in particular, have come lo the Congress repeatedly over the last 
dozen years asking for administrative subpoena authority, meaning that subpoenas could 
be issued without judicial supervision. 


SENSENBRENNER: 

This Congress has repeatedly rejected each and every one of those requests. 

Now, a national security letter is kind of like an administrative subpoena, although it is 
limited to the type of information that can be obtained, 
rd like to know from both of the witnesses whether the FBI simply turned around and 
used NSLs to get huge amounts of information after Congress said no again to 
administrative subpoena authority, 

CAPRONI: 

No, we didn't. 

National security letters are always focused on a particular case. Tliere's no bulk 
collection via national security letters. 

And while our congressional reporting numbers are off, as Mr. Fine correctly found, 
they are not off by an order of magnitude. That is, that we reported that we collected data 
on less than 20,000 people a year. While that number may go up, it's not going to go up 
to above, you know, 200,000. 

SENSENBRENNER: 

And how can you account for the fact that the number of NSLs that were issued before 
9/1 1 was about 8,000-plus per year, and then it went up to 1 50,000? 

CAPRONI: 

I think there are,,. 

SENSENBRENNER: 

Do we have that many potential terrorists running around the country? If so, I'm really 
worried, 

CAPRONI: 

I think it's a fiinction of two things. 

(CROSSTALK) 


CAPRONI: 


First off, 1 think it's a function of the fact (hat. post-9/ 1 1 , a number of agents were 
moved into the counterterrorism area and the director directed that no lead in a 
count erterTorism case would go unpursued. 

So there is a directive to agents that they must cover all counterterrorism leads. That's 
point one. 

But 1 tliink point two was, because we were focusing much more on an intelligence- 
driven reaction to counterterrorism tlireats, the toolbox that we were using was focusing 
mostly on national security letters, as opposed to the prior reaction, wliich would have 
used grand jury subpoenas to get the same records, 

SENSENBRENNER: 

OK, 

Mr. Fine? 

FINE; 

I agree with Ms. Caproni. Prior to the September 1 llh attacks, it was rarely used. There 
were delays in getting them, and they were not following the leads that they would have 
followed after the 9/1 1 attacks. 


FINE: 

After the 9/1 1 attacks, they were attempting to connect the dots, they were attempting 
to track down leads. When there are indications from a terrorists overseas that there 
might be connections to the United Stales, they try and follow it. 

SENSENBRENNER: 

My time is running out. 

You know, I just make the observation that one of the things that gets people in this 
town in big trouble is overreaching. 

I think that, given your report, Mr. Fine, the FBI has had a g'oss overreach. What this 
does is it erodes support for the flmctioii that the FBI does to protect all of us from fiiture 
terrorist attacks. 

You know, 1 hope that this would be a lesson to the FBI that they can't get away with 
this and expect to maintain public support for the tools that they need to combat 
terrorism. 

Given the way the FBI has acted, I have my doubts. But let this be a warning. 

And my time is up. 

CONYERS: 

The chair recognizes the gentleman from Virginia, Bobby Scott. 

SCOTT; 

Thank you, Mr. Chairman. 

Mr. Fine, you've suggested that there’s some confusion in how to work these things. 
There were, as 1 understand it, representations that there was an emergency when, in fact. 


ihere was no emergency; and representations at grand jury subpoenas had been issued 
when, in fact, they had not been issued. 


SCOTT: 

Is that right? 

FINE: 

That is correct, 

SCOTT; 

Has anyone been sanctioned? 


FINE; 

No, the FBI. as a result of this report, is going and looking at - a special inspection to 
look at exactly what happened with lliis, how the problems occurred and to determine 
accountability. And I think that is appropriate. 

SCOTT; 

To your knowledge no one has been sanctioned so far. 

FINE; 

Not yet, no. 

SCOTT: 

OK. 

Ms. Caproni, you indicated that we need to change our mindset from criminal 
inve.stigation to intelligence gathering. 

CAPRONI; 

I'm saying that post-9/1 1 that's been what the FBI has been charged with doing, is 
really not thinking of our terrorism investigations as vvholly criminal. 

SCOTT: 

OK, now, when we use these letters, are we obtaining information regarding United 
States citizens? 

CAPRONI; 

Sometimes. 


SCOTT: 

That's a yes? 

CAPRONI: 

The national security letters... 


SCOTT: 

Not always, but sometimes. 

CAPRONl: 

Right, it's about half and half 
SCOIT: 

You're using this mindset against United States citizens. 

OK, when you gel all this information, like Social Security numbers and phone 
records, how long is this information retained? 

. „.CAPRONl: 

TTie issue of retaining national security -- data that’s obtained via national security 
letters is subiect to a working group that the DNl is chairing together with the 
Department of Justice and that we will participate on in terms of how long we should 
keep it. 

As of ri gilt now, it's subject to the normal archive rules, and so we keep it for whatever 
the law under archives requires, which is typically 20 years, 

SCOTT: 

Twenty years. 

Now, how many criminal convictions have you gotten from NSL letters, infomiation — 
how much information from NSL letters has resulted in criminal convictions for 
terrorism-related offenses? 

CAPRONl: 

That was one of the questions that the LG, was charged with answering. And I think 
deriving it is very difficult, because while national security letters are typically used in 
the beginning of an investigation, we don't tag the data, and so tracing it througli to know 
whellier national security data started in a case that ended in an investigation. 

SCOTT: 

Well, Mr, Fine, can you answer the question? 

FINE: 

No, we tried to, but you cannot tell how many convictions resulted. It's not specifically 
segregated or tagged or tied. And when we tried to follow it through the system, it was 
very hard to do that So I can't give you a number. 


SCOTT: 

If somebody said one, would that surprise you? Could you contest that number? 


CAPRONl: 
I would. 


FINE; 

I would think it would be higher, but I can’t tell you one way or the other, 

SCOTT: 

What information is obtained tlirough NSL letters that could not have been gotten 
through going through the normal FISA process, even in emergencies, when there's an 
after-the-fact process with the FISA Courts? 

C APRON I: 

Anything that we can obtain through a national security letter could be obtained from a 
FISA 215 order, 

I would tell this committee that I think if you changed the law in that way, you would 
be doing grave disservice. 


CAPRONI: 

It would essentially sink the system. 

We issue, as you can tell from the report, thousands of national security letters to get 
information. W e do not have an infrastniclure in place to take every one of those to court 
any more than an AUSA in any district has the infrastructure in place to go to court to get 
every grand jury subpoena. 

It's simply not -- we don’t have the infrastructure to do that. 

SCOTT: 

So you're not getting any information you couldn’t get tlirough FISA but just 
administratively... 

CAPRONI: 

Well, the Patriot Act... 


SCOTT; 

You would have a judge looking at what you're doing and not having a process that 
lacks oversight? 

CAPRONI: 

Con^essmaii, under the FISA statute, Section 2 1 5 of the Patriot Act gave us the 
authority to gel an order for any type of record, 

SCOTT: 

Well, that’s what we're talking about. 

Mr. Fine, did I understand tliat in these cases there’s an actual ongoing investigation 
prior to issuing these letters, or there's not an identitiuble investigation ongoing when 
they issue the letters? 


FINE: 


It lias 10 be tied to some in vestigalive llle. Tlicy have to open an investigative file or a 
tlireal assessment or preliminary inquiry, a ftill inquiry. 11 has to be tied to one of those* It 
canH be issued out of a control file* 

SCOTT: 

That's what theyVc supposed to do. tliey doing that? 

FINE: 

We found that there were instances where they didn't; that they were issued out of 
control files and they were not tied to a specific investigation. 

SCOTT: 

Well, if there's no ongoing investigation, what is the standard for deciding when to 
issue one and when not? 

CAPRONI: 

The standard is that it has to be relevant to an authorized investigation* 

What Mr. Fine was talking about with the control tiles is, while it's a difficult situation 
to understand, those NSLs were -- in fact, they related to an authorized investigation. 
There was a bureaucratic problem, which nobody likes to hear that it's a bureaucratic 
problem that we believe we have worked out. 

None of the NSLs that were issued out of control files did not relate to an authorized 
investigation, Tliey all were tied to investigations that were appropriately opened. 

CONYERS: 

The distinguished gentleman from North Carolina, Howard Coble? 

COBLE: 

I thank the chairman* 

And good to have you all with us. 

Mr* Fine, your report recommends a number of changes on the FBFs use and tracking 
of national security letters. The atloniey general i*ssued a press release on March 9lh 
responding to those reconiinendatiojis* 


COBLE: 

And 1 presume each of you is familiar with lliat report - are you not? the March 9th 
report. 

Let me put this question to each of you: Will those recommendations submitted by the 
A,G. restore the FBI's accountability for its use of NSLs? 

Mr, Fine, let me start with you* 

FINE: 

I believe that the response to the recommendations and what the FBI and department is 
doing is appropriate* 


Is it suflfioient? Is il alt that needs to be done? Tm not sure. Well have to see what the 
results of those steps are. 

We tried to provide recommendations to ensure that these very important but sensitive 
tools are used in full accord with national security letter authorities, with A,G. guidelines 
and inlemal control policies. 

Tliey hadn't been in the past. We'll have to see if they are now. 

COBLE: 

Ms. Caproni? 

CAPRONI: 

I think we Ye going to have to work to get the trust of this committee back. And we 
know that that’s what we have to do, and weYe going to do it. 

COBLE: 

Let me ask you this, Ms. Caproni: Can the FBI implement the attorney general’s 
directions within the four months when the A.G. has requested Mr. Fine to report on your 
progress? 

CAPRONI: 

I hope so. There's some that are going to require some, sort of, interagency work. But, 
certainly, vve will - if not, all of them will be fiiHy implemented in four months since wc 
will have made substantia) progress. 

COBLE: 

And you may have address this earlier, Ms. Caproni, but let me put it to you in case 
you did not: Does the FBI have any discrepancy or challenge with the report tliat Mr. 

Fine has issued? 

CAPRONI: 

No. We accept the report. To the exaent we had factual quarrels, we worked those out 
and either we persuaded them or they persuaded us. 

COBLE: 

What do you think - you may not be able to respond to this what do you think, Ms. 
Caproni, are the greatest obstacles that your office faces in implementing the A.G.'s 
directions? 


C.APRONI: 

I think that any obstacles there are, the director is going to make sure are removed. 1 
think it’s time, it's energy and effort, and we're going to do it. 

COBLE: 

I thank you both for being here. 


Mr, Chairman, if I may, I would like to submit for the record the March 9th press 
release submitted by the attorney general, 

CONYERS: 

Without objection, so ordered. 

COBLE: 

And 1 thank the chainnan, and I yield back my time* 

CONYERS: 

The other gentleman from*.* 

PROTESTER: 

(OFF-MIKE) not any of these FBI (OFF-MIKE) 

CONYERS: 

1 ask the lady to — no, don’t sit down now. I ask you to please excuse yourself from this 
hearing. No visitors can interrupt a hearing in the Congress. 

PROTESTER: 

(OFF-MIKE) 

CONYERS: 

Just a moment* 

Would the officers escort this lady out please? 

The chair recognizes the other distinguished member from North Carolina, Mr* Mel 
Watt* 

WATT: 

Thank you, Mr. Chairman. And I thank the chairman for convening the hearing. 

Mr. Fine, Pm looking on page seven of your testimony in which you indicate that you 
reviewed 293 national security letters in 77 files and found 22 possible violations that had 
not been identified or reported by the FBL 


WATT: 

And Pm trying to extrapolate that, althougli Ms. Caproni seemed to take some issue 
with whether that was a reliable sample. 

Pm trying to assume for the moment that it is, without trying to figure out how many 
there would be of the total national security letters that were possible violations* 

My formula is Pm starting with 143^000 national security letter requests, on page five. 
Would that be an appropriate place to start? Or have you done the extrapolation for me? 


FINE: 


I haven’t done it, but there are 1 43,000 requests* as you kjiow, a request — there 
can be multiple requests in a letter* So there are approximately 45,000 letters during the 
time period, with 143,000 requests* 

So I tliink the starting point would be about 44,000 letters during the time period. 


WATT: 

And if you extrapolated the possible violations out, what would that come to, 
according to your math? 

FINE: 

If youVe talking about 7 percent, approximately 7 percent of the 293 had a violation. 
So 7 percent of 44,000 would approximately be about 3,000* 

WAIT: 

So you're telling me.,. 

FINE: 

That's quick math; I hope that’s correct, but I think it is, 

WATT: 

It is possible that my FBI and my people who are supposed to be protecting my 
interests violated the law how many times? 

FINE: 

Well, I think there are possible violations of either the law, the attorney general 
guidelines or the FBI's policies several thousand times if you statistically extrapolate. It 
was a small sample* 


FINE: 

We didn’t think it was skewed or biased* But if it held up for the entire population of 
files, several thousand; some more serious than others, but that's a lot, 

WATT: 

Ms, Caproni, why ought not our public be concenied about that kind of disregard of 
the law and internal process? 

CAPRONI: 

Well, I think the public should be concerned. We're concerned. And we’re going to fix 
it, 

I would say, as Mr* Fine said, the sort of errors range, sort of, on a long continuum of 
seriousness. The most serious errors that Mr. Fine identified were obtaining full credit 
reports in counterintelligence cases* 

We have had a concerted effort to find all such errors. 


WATT: 


Thai’s seven of the 22 files, where you say they were real serious violations, 
Extrapolate that out for me, Mr Fine. 


CAPRONl: 

That -- 1 percent,.. 

FINE: 

Well, I think, in Ms. Caproni’s testimony, she talked about how — the level of 
seriousness and which were FBI errors and which were company errors, and came up 
with the figure that about 1, a little bit over 1 percent of them were serious violations 
involving FBI errors. 

If you extrapolate that to the entire population, that would be about 600 cases of 
serious FBI misconduct. 

WATT: 

Ms. Caproni, is there some reason that this committee and the American public 
shouldn't be concerned about law enforcement violating the law... 

CAPRONI: 

Again^ we are... 

WATT: 

... 600 times? 

CAPRONI: 

We are quite concerned about this, Congressman. And we are making every effort to 
figure out where those errors are, to sequester the material to pull it out of our files, and 
to destroy it. 

We will also take appropriate action... 

WATT: 

How many files have you all destroyed, based on this investigation, up to this point? 
CAPRONI: 

When we identified data that we have... 

WAIT; 

Isn’t that a number, rather than an explanation? 

CAPRONI: 

Congressman, I don’t know the number. I know that, when we identified data, we 
have... 

WATT: 

Has the FBI destroyed any files, up to this point, based on this investigation? 


CAPRONI: 

We destroy data all the time, when we discover it was improperly collected. So, both 
outside of Mr. Fine's investigation and he... 

WATf: 

Have you destroyed any files based on this investigation? 

CAPRONI: 

Again... 

W.ATT: 

Have you destroyed any files based on this investigation? 

CAPRONI: 

Not a file -- not a file, but we... 

WATT: 

Have you destroyed any information based on this investigation? 

C.APRONI: 

Yes. 

W.ATT: 

What have you destroyed? 

CAPRONI: 

The destruction would have been ofthe full credit reports that were obtained 
improperly. /\nd I think there was also some telephone... 

WATl': 

How many is that, Ms. Caproni? 

CAPRONI: 

It's not much. It's -- but this process is going forward. 

WATT: 

In these 600 cases that you've identified as possible real serious areas, or several 
hundred, have — you intend to prosecute anybody for violating the law? 


CAPRONI: 

We'll have to look at what the facts are. I'm not going to prejudge what the inspection... 
WATT: 

How long is it going to take yon to look at that? 


CONYERS: 

Tlie gentleman’s time has expired* 

CAPRONI: 

Hie inspectors are in the field now, and I think that they will have completed their 
inspection visit, which is a sampling process, but that we anticipate that they’ll have 
completed it within a week or so. 


WAIT: 

You've got a more reliable sampling process than Mr, Fine... 

CAPRONI: 

No, it’s just bigger. It’s bigger and it’s across all field offices* 

WATT: 

Thank you. 

CONYERS: 

The gentleman from California wants an attorney general for his state* 

(LAUGHTER) 

Dan Lungren? 

LUNGREN: 

Thank you very much, Mr. Chairman. 

Ms* Capront, I was one of the ones who have defended the FBI and the Justice 
Department in the use of these as we went through legislation the last two years. And to 
say that Pm disappointed doesn't give justice to what I feel about this. 

Mr. Fine has said that this is the result of mistakes, carelessness, confusion, sloppiness, 
lack of training, lack of adequate guidance, and lack of adet]uale oversight, Thai sounds 
like a report about a first or second grade class. 

We’re talking about agents of the FBI who are lawyers in many cases, who have 
college degrees, who have other kinds of education* We’re talking about people who have 
gone tlirough the FBI Academy* We’re talking about people who presumably have been 
trained to go into this* We are hovv many years past 9/11? 

Ajid in response to the question, I believe it was of Mr* — well, I'm not sure who asked 
you this, but whether you could get this done in four months, you said you hoped so* 

I hope you’ll deliver a message that we expect it will be done, I mean, because I don’t 
think if you can’t get it done in four months you’re going to have to worry about 
improving your procedures for NSLs, because you probably won't have NSL authority* 

1 just I just want to convey to you how upset many of are who have defended this 
program and have believe it is necessary to the protection of our country* And you, the 
FBI, have an obligation, yes, to try and find out who the potential terrorists are, but also 
to make good on the promise we made to the people of America that the terrorists are not 
going to succeed by indirection what they can’t do by direction, that is destroy the 
Constitution* 


LUNGREN: 

And I just « ril tell you ihis^ I talked with Mr Mueller yesterday « because I've known 
him for 30 years. He’s "Mr. Fix It." He goes in and fixes messes. He's done it all over this 
government. Tve seen his work in San Francisco. I’ve seen his work here at the 
Department of Justice. 

If 1 didn’t kjiow him, if I didn’t know his record, if 1 didn’t know he's the man we put in 
many places to fix things, I would have no confidence in the FBI right now. 

So 1 hope you’ll deliver a message to all your people that it's not good enough to tell us 
you hope it's going to be done in four months. I hope you’re going to deliver a message 
that it better be done in four months or you're not going to have NSLs to worry about. 

And I say tliat as someone who supports him and will fight on the floor to have that 
authority given to you if there is proper oversight, but 1 probably won't get a majority of 
votes on the House floor if you don’t fix it. 

So can you tell me you're going to do better than you hope to fix it in four months? 

CAPRONI: 

Congressman, you’re absolutely right. Yes, it will be done. 

LUNGREN: 

I appreciate that. 

Now, Mr, Fine, you’re tlie inspector general for the FBI. I want to congratulate you on 
what you've done. We say - we take some satisfaction in your carrying out the authority 
we gave you, but sometimes that doesn’t happen. And we appreciate the job you have 
done here. 

But maybe you won’t want to answer this question. Maybe you can help me: How do 
you explain carelessness, confusion, sloppiness, lack of training, lack of adequate 
guidance and lack of adequate oversight with the FBI? 

I just turned on the television last niglit and watched one or two or tliree of these shows 
tliat always shows the FBI as being far better than local government that little bun- 
under my saddle, because I’m a former A.G. of California. I appreciate the FBI, but how 
do you explain this? 

I’m not sure what would be worse, frankly. At first I was relieved that you said this: 
"And it wasn’t intentional action by the FBI-” At least we haven't found that. 

I would at first been more worried about that. 


LUNGREN: 

Now, as I think about this, should I be more worried about the fact that the FBI now, in 
sonietlimg as important as NSLs, has marks of carelessness, confusion, sloppiness, lack 
of training, lack of adequate guidance and lack of adequate oversight? 

Is this exceptional in your experience, in your oversight of the FBI? 


FINE: 


I (hink Ihe FBI worked hard to gel these authorities, but didn't take it seriously enough 
putting in controls over these authorities. And I tliink there is often a problem sort of 
between the receipt of the authority and the execution of that authority. And lliat's clearly 
what happened here. .And we were very troubled by it. 

We've seen problems in the FBI in terms of information technology. In trying to 
upgrade their information technology we've seen problems. But tliese are difficult tasks 
and they are trying to do this as they're changing their mission. 

And, quite honestly, there really is no excuse for it. lliere is no excuse for it. 

LUNGREN: 

Did you have any question that the NSLs are of some value? 

FINE: 

Yes, I do believe they're of value. 

LUNGREN: 

And that if we lost them, that would be a loss? 

FINE: 

I believe that they're a valuable investigative tool that are indispensable in many cases 
to counterterrorism and counterintelligence investigations. And that’s why it is so 
troubling that they didn’t... 

LUNGREN: 

So we better fix this so we don't lose a tool that’s truly effective? 

FINE: 

I think they need to fix it. 

LUNGREN: 

'Ibank you. 

Thank you, Mr. Chairman. 

CONYERS: 

File gentleiady from Houston, Texas, Sheila Jackson- Lee. 

J.ACKSON-LEE: 

Again, Mr. Chairman, my appreciation for your continuing effort of e.stablishing 
transparency in government. 

I welcome both of the witnesses here today and recount just a limited history that 
troubles me as we find ourselves here today. 

I know the good intentions of the witnesses, but certainly I'd need not remind you of 
the era of McCarthyism and certainly the role that law enforcement played in that 
misdirected era of the United States of America. 

As a young lawyer, I pailicipated in the investigations into the assassination of Dr. 
Martin Luther King and John F. Kennedy right here in this Confess. And what was 


exposed was the extensiveness of the co-intel problem of Dr. Martin Lulher King; 
wrongheadedness, as far as Tin concerned, as it relates to the utilization of protecting this 
country* 

A civil rights leader who happened to be outspoken against the heinous governmental 
acts of segregation and all of a sudden he became a major target of the Federal Bureau of 
Investigation, with any number of officers -- agents, if you will — probing and looking 
over paperwork that he might have generated. 

That smacks, as far as Tm concerned, of where we are today even thougli, Mr. 
Inspector General, you've indicated that it has been without malice, without intenlions. 

And we all know that there is a phrase that says: A journey to a certain place is paved 
on that road with good intentions* 

So lin not very happy as to where we are today because I argued vigorously about the 
extensive powers that we were giving to the president of the United States out of fear. 

And one tiling tliat the Constitution reminds us, and certainly in the founding fathers, 
who left a tvraniiical society to be free, that tyranny can get the best of us* Ajid lack of 
control can get the best of us. 

Sol ask to the general counsel of the FBI: Did you determine what percentages of 
those letters that were sent without national security letters generated into terrorists 
responses or terrorist incidences or terrorist prosecutions? Fd be interested in that 
number. 

And why don't you just answ^erthat, yes or no, you have the percentage? 

CAPRONI: 

I do not. 

JACKSON-LEE: 

OK. rd like to get the percentage, frankly* 

CAPRONI: 

The directorate ordered a special investigation of the whole exigent letter instance, and 
we w^ill brief this committee when we have the results of that. 


JACKSON-LEE: 

Ajid I will join my colleague on the other side of the aisle. 

How quickly can you get that information? 

lliis is about protecting the Constitution and securing the homeland, two very 
important jurisdictional responsibilities* And I happen to serve on both committees. 
Homeland Security and this. 

So my question is, how soon can you get those numbers? It makes a real difference to 
know whether you generated potential leTTorisl tlireats that would secure the homeland or 
whether or not the FBI was on a fishing expedition* 

CAPRONI: 

Congresswoman, let me assure you that that group was not on a fishing expedition. 


Bui having said that. I understand that my assurance to this committee at this point isn't 
worth a lot. The Inspection Division is conducting the inquiry. They know that they have 
to proceed quickly. But I regret I can't tell you when they're going to be done. 

But I will make sure that the director understands that you want it done as quickly as 
possible. 

JACKSON-LEE: 

And certainly we wish the director well. We would have wanted to have his 
appearance before this committee, but we do wish him a speedy recovery. 

CAPRONI: 

Tliank you. Til let him know that. 

JACKSON-LEE: 

Mr Inspector General, I assume you will say to me that you don't speculate, but let me 
quickly ask you a question. 

.And will you be thinking, the general counsel, on this question? 

The president signed on the Patriot Act a signing statement, which indicated that he 
was going to interpret or have the act interpreted in a manner consi.stent with the 
president's constitutional authority to supervise the unitary executive branch and to 
withhold information. 

Just be thinking about that. And I want to know, did that give you a free ride? Tliafs 
why I have legislation that indicates that agencies should not be running, I must say, 
amuck because of the signing statements. 

Mr Inspector General, what you looked at. And you've said it has not been intentional. 
Help me out, however. Don't you believe there should be restraints put in place, strictures 
put in place? /\nd might the Patriot Act be entirely too broad to even be a valuable took 
that would restrain people in balancing both security and, as well, balancing civil 
liberties? 

FINE: 

I do believe that there needs to be controls, I do believe that there needs to be a 
balance, a balance of effective tools to prevent terrorism; at the same lime, elfective 
controls on the use of those tools. 

And what was most troubling to us was tliat those controls were not implemented and 
not followed. And 1 share the concerns expressed by the members of this committee, and 
that's why we did the report. 


FINE: 

We were not — we were not restricted or limited in what we did. 

And I know there was a presidential signing statement, but the department did 
cooperate with us. We did provide all the information that we had. We provided it in the 
most unclassified way we could, and the department actually did unclassify a fair amount 
of this intbrmation so that it could be fiilly aired. 


And we also provided a classified report io lids comniilfee and other coiTimiltecs 
desci'ibingthe additional information. 

So we did what we could to identify the problems in this program. 

CONYERS: 

The gentleman from Florida... 

JACKSON-LEE: 

Mr Chairman, could I just let the - can she answer yes or no on the signing statement? 
Would you indulge me? 

CAPRONI: 

The signing statement had absolutely no impact on how we interpret our national 
security letter autliority. 

JACKSON-LEE: 

I thank you. 

CONYERS: 

The gentleman from Florida, Mr Ric Keller? 

KELLER: 

Thank you, Mr, Chairman. 

Ms. Caproni, let me begin with you. 

If the FBI didn't have national security letters as an investigative tool, you could get 
the same information via prosecutor througli a grand jury subpoena or by going before a 
FISA Court and getting a court order, isn't that correct? 

CAPRONI: 

Yes. 

KELLER: 

And the concern that you have with those two options is that you essentially don’t have 
the manpower — I think you said it would, sort of, sink the system. 

CAPRONI: 

I was responding to a suggestion that all of these should be obtained via court order If 
that were the law, that would create substantial obstacles lo our national security 
program. 


KELLER: 

But that’s why you aren’t using in all cases the grand jury subpoenas or the FISA Court 
orders, because you don’t have the manpower to do that and still do your investigations. 


CAPRONI: 


I would say it's perhaps stighlly more niiaiiced ihan I hat. On grand jury subpoenas, 
there are cases where we doiVt have a criminal case open, sc a grand juiy^ subpoena is not 
an option. 

Further, the whole philosophy of making sure that you're thinking - weVe thinking 
from an intelligence perspective rather than immediately culling to ihe chase ofa 
criminal investigation encourages agents to use national securiiy tools versus criminal 
tools. The grand jury subpoena is a criminal tool, 

KELLER: 

AH right, let me follow up, because the challenge we have is getting this in the strike 
zone. We want you to have this information that you need as an investigative took but we 
want thereto be some sort of check on your authority. Aid if you use the grand jury 
subpoena, for example, to gel my phone records, I have the ability to move to quash that 
subpoena and have a judge hear it, correct? 

CAPRONI: 

You only have the ability to do so if someone tells you that the subpoena has been 
served, which is not the typical route of a gi and jury subpoena, 

KELLER: 

OK, or if you went before a FISA Court, you have a set of eyes ihrougli the FISA 
Court judge looking at it, correct? 

CAPRONI: 

Tliat's correct. 

KELLER: 

In tenns of using the national security letter, lefs say you served it on my phone 
company, the phone company's not necessarily looking out for my personal privacy 
interests, and so lliere's not a set of eyes looking at it, at least from an individuars 
perspective, right? 

CAPRONI: 

And, again, lhafs the same as wilh a grand jury subpoena, that's correct. 

KELLER: 

So all we have really is our inspector general as a check on the controls to make sure 
that you're applying it in an appropriate way. 

CAPRONI: 

Well, again, I think this report has told us we internally have to do a far better job at 
making sure that we are maintaining internal controls over the use of this tool. 


CAPRONI: 


I fully expccl Mr. Fine to come back to visit us in lulure years, and will dutifully take 
us to task if we have not accomplished that. 


KELLER: 

All right. 

.And, Mr. Fine, imagine a housewife in Orlando, Florida. And she does absolutely 
noUiing relevant to terrorism or espionage. She’s never met or spoken vvilh a terrorist or a 

^py- 

Based on your investigation, does she have any reason to worry about national security 
letters violating her privacy, by looking at her phone records, bank records or Internet 
search records? 

FINE: 

I think that there are times when the FBI looks for telephone records of potential 
terrorists and looks to see who theyVe contacted or they’ve been in contact. 

Now, it could be intentional contact; it could be inadvertent contact. And as a result of 
that contact, there can be efforts to look and see what telephone numbers have been 
called. 

Now, if they have had no contact whatsoever with the subject of a potential terrorist 
investigation, it’s less likely that there will be - the records would be obtained here. 

KELLER: 

Well, in framing my question, I said no contact, eitlier writing or spoken. 

So let me ask you, bailed on your investigation, were there any situations where you 
saw national security letters being used when there was no relevance whatsoever to 
international terrorism or espionage? 


FINE: 

We couldn’t, in our review, look at all the investigative case files and .say, "This was — 
there was an adequate predicate; there wasn’t an adequate predicate.” 

We looked at how they were used and whether on their face they were improper. So it’s 
impossible for us to say that the relevancy standard was met. 

One thing that we did find, however - and I would note tliis - is that, in many cases, 
the counsel of die FBI field offices, either the chief division counselor or the assisLint 
counsel, did not aggressively and independently look for that. /\nd they're the ones who 
should be checking on that. They're the ones who need to be sure that there’s adequate 
predicate for this investigation. 

And we saw, in many cases, that didn’t happen, that they acceded to the wishes of the - 
- or the arguments of the case agents or the special agents in charge, without 
independently and aggressively looking at that... 


KELLER: 

Let me cut you off there because I have one final question. 

Ms. Fine (sic), can you give us an example to help make your case, if you have one, as 
to what’s a scenario where a national security letter is your best investigative tool 
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To: 

Re: 
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SECRET 

From: General Counsel 

278-HQ-C1229736-VIO, 12/28/2006 


LEAD (s) : 

Set Lead 1: (Action) 


(U) The field should contact the carrier and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed, with appropriate 
documentation to the file. 

Set Lead 2s (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight 
Board (lOB) Matters, retain a record of the report of a 
potential lOB matter for three years for possible review by 
the Counsel to the lOB, together with a copy of the OGC 
opinion concerning the basis for the determination that lOB 
notification is not required . 


♦♦ 
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NSLB 


From: Inspection 

Internal Inve^tiaationfl Rpcr.ion ^PU, Room 3 0 41 

Ext I ~| 
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Contact i 


CRS 


Approved By: Miller David ALL Ihforkation COHTAiNEt 

HEREIN IS UNCLASSIFIED 

I kas Mir 05-3C-2CI07 BY 6S179/THH/KSR/RW 

( Pending) 


Drafted By: 
Case ID #: 


Title : 


(U) 


(U) 278-HQ-C1229736-VIO 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 2569 
OGC/IOB# 20Q6| 


b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

{lOB} matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 


27S-HQ-C1229736-VIO Serial 1517 
273-HQ-C1229736-VI0 Serial 1986 


Details; (U) 


an EC fronf 


The Interna] Investigations Section (IIS) received 


. ■ dated 07/03/2006, reporting a 

possible I OB error . Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE b2 

blE 


To I 


Date; 01/17/2007 
Attn: SAC (Personal Attention) 


From; Inspection k>6 

Internal Inve stigations Section, IPU, Room 3 04 1 


Contact : CRS^ 


] 2xt 


Approved By: Miller David Ian 

Drafted By: 


DECLASSIFIED BY SS179/DHH/K3R/RM 
OK OS-30-2007 


Case ID #: 


(U) 263-HQ-O-U - 678 (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 2569 b2 

OGC/IOB# 2006 ^ I 

Synopsis; (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 


Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1517 



Reference: (U) 278-HQ-C1229736-VIO Serial 1517 

278-HQ-C1229736-VIO Serial 1986 


Details; (U) Upon review of | | captioned report 

of a potential lOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident . 
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(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

♦ ♦ 
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DATE; January 29, 2007 


TO: Keniiotli \V, Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


ALL FBI IKFORHATIOW COMTAIIlEt) 


HEREIH 13 UHCLA33IFIED 

TihTP nS-30-2007 BY cSnS/DIBi/FSR/RW 


FROM; Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJECT: 


OIG Co mplaint No. 2007002618 
Subject: | ^ 


1 


FBI No, 26J-0-U-678 
CMS No. 2569 
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VV'e consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


important notice 


liJeniitying inloFUiaiion may have been roiJaciefl trom the attached OIC Keport/Hekrral pursuant to § 7 of the 
1C Ait or because an indiviffuat has (a) requested cotiridentialhy or (b) expressed a tear ol reprisaJ, It you 
betieve that it is necessary that redacted information be made as ailabte (o your Agency^ you may contact the 
Assislant Inspector General for Investigations^ 

Please be advised rhjf> where adverse action is not cojitemplHTtcd, the subject of an investigation does not have a 
right to have access to au OtG Rejrort/Kcferral or to the identities of complainants or witnesses, and that* in all 
cases , complainjinis and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Aftiichment 
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0!.C ■ INVESTIGATIONS DIVISION 

Complaint Form 

OIG NO. 1 

3e9-2007-002618-M 

Received By: 


1 Date Recei ved : 

01/C8/;C07 

How Received: A 


SUBJECi’: I 

Tj. r.ie: SA 
ComponenC: FBI 

M J 

HoTne r |_ 


Pay Plan : 
EOD Date^[ 

1 


Phone : {) - 

Wo r k - , 1 

Ph ne: [202 


ZIPi 

ZIP’ 



1 1 

1 O.O.Hi T 

i AI ien No . : 

669 

F , B . I No. : 

D/L NC. : 

of f enses : 


f ■■ n 

1 D . 0 3 . : 

1 

1 A 1 i n No . : 


SUBJECT: I 
Ti Lie : SSA 
Component: FBI 
Misc: 

Home : I 

Phone : ( ) - 

VJork : 


Pay Plan: 
EOD Date: 


ZIP 


F. B . I , No 
B . O* P.No 
D/L No 
Cf f enses 
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689 


PbOrpG : 

(202)j 

21P : 

COM PL A 


1 


SSNO : 1 


Title : 

ESA 

Pay Plan: 

L 

1 0,. 

D.B. :f 

1 

Component: FBI 

EGD Da ti e J 

.1 A.L : en 

No . : 


M .1 S C : 



Ih B 3 

No . : 


Heme : 

1 

^ 1 

B.O.P 

, No . : 


Phone : 
Work : 

{) - 

ZIP: 


D/L 

No, : 







Phone r 

(2C2)I 

1 ZIP: 




Cor f i dent i al ; 

Revealed : 

Author 

ity; none 



Deta i 1 s : 

Information provided by the FBl/ INSD repo rting a potential lOB matter involving improperly 
received information. lOB ^2006 ^ ^ 

iJUfina an author! zee inves t ti on ; the FBI properly served a National Secoriiy Letter iNG Li- 
en a cenmn n 1 ca t i or s provj.der for information regard meg the target of the FEI j n ves Ir get Lion . 
In response, the FBI obtained information beyond the scope of the NSL, The FB 1 [ I 

is ion idenr i f Led the problem and indicated that the nnauLh.or r ^ K \ not beeii 

analyzed or added to any databases and has been sequestered vjith i | CDC. 

It is the opinion ot the Office of the General Counsel that t. his matter neco nnt he rfef>orted 
ro the ICB. 
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ALLEGATIONS: 639 lOB Violation 


Occurrence Date: 06/08/200G 

TIME: 





CTTY:| 1 

State : 



Zip : 


DISPOSITION DATA: Disposition: 

Referred to A.gency: 

M Date: 

Date Sent : 

01/08/2007 

Approval : 
Component : 

POWELL, 

FBI 

GLENN G 
'iV-' 


Fatir-ot Act: N 
Sensitive: N 


Civil Plants: n 
W histleblower: n 


Component Number: 263 0 U 678, 2569 
Consolidated Case Number : 


ALL FBI lUFOPIlATIOJJ CONTAINED 

HEREIN IS UT-ICLA33IFIED 

DATE 06-06-2007 BY 6S179/DMH/K3R/RW 
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OIG - TMVESTIGATIOWS DIVISION - Complaint Form 


OTG NO- 


689“2007- 007.6IB-M 


Remarks : 

Predicatir^g material contains classified inforiTiation that vvill be stored in a secure 
container ^^ithln OTG/ IN V/ HQ. 

1/29/07 - Sent to ]\D Kaiser, FBl/rNSD. (yhtl 
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Date: 10/25/2006 


To: Office of the General Counsel 

Attn: NSLB 


Inspection 


Cyber 


Room 7947 

Internal Investigations 
Section 
Room 3041 


ssa[ 


C3IU-1 all IHFORHATIOW COHTaIHZD 

Room 5931 HEPZIB IS UKCLASSIFXED EXCEPT 
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To: 
Re r 


ff>ce of the General Counsel From: 
278-HQ-C1229736 -VIC, 10/25/2006 
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To: 

Re: 


Of^ce of the General Counsel From: 
273-HQ'C1229736‘VIO, 10/25/2006 


analysis of the mat erial . SA 

|SSA 1 As per t he N^Ll I 

ooTTirtiuhicat iun nay — oeen prepared , 


then reported the mat ter to 
guidelines, this 
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SEi^T 

To: Office of the General Counsel From: 

(U) Re.; 278-HO-C1229736-VIO, 10/25/2006 

LEAEKs) : 

Set Lead 1 ; (Info) 

QGC (NSLB) 

AT WASHINGTON. DC 

(u) Please provide guidance as to how to handle 
overreported information . 

Set Lead 2: (Info) 

CYBER 

AT WASHINGTON. DC 
(U) Read and Clear , 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) Please provide guidance as to how to handle 
overreported information* 
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FEDERAL BUREAU OF INVESTIGATION 


(U) 

(U) 

(U) 


(U) 


(U) 


Precedence: ROUTINE 

To: 


Date: 12/12/2006 
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Counterintelligence 
Inspection Division 


Attn : 

Attn : 
Attn: 



From: Office of the General Counsel 

NSLB/CILU/Roo m 790 / 

Contact; AGC 


ALL IHFORHATIOH COHTAIWED 
HEREIH IS UMCLA3SIFIE0 EXCEPT 
WHERE 3H0WM OTHERWISE 


Approved By: Thomas Julie 




27 8“HQ~C122 9"? 36-VIO (Pending) 
.nVPRST GMT BOARD 


INTELLIGENC, 
MATTER 200 




DATE! 05-31-2007 

CLASSIFIED BY 65179 /DIIH/K3R/RW 

REA30U: 1-4 (c) 

DECLASSIFY OM: 05-31-2032 
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Synopsis : X ^ 

the Office of the General Counsel 


requested that 


(OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (lOB) . It is the opinion of OGC that the 
incident does not need to be reported to the lOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the lOB , 

(U) 
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Administrative : 


;y OhT 

J.J .. VC . ir=>v This electronic communi cation (EC) 
information from: thb EC dated 10/25/2006 frorj ho OGC 
reporting a potential lOB matter. ^ 

278-HQ-C1229736-VIO 


(EC) contains 
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Reference : 






Ohi'DOJ REVIEW! 

fi’l lIvVESTIGATldl: 

OiCTOJ IKVESTIGHiaN: 


DATE;. ■ 5 '■0 
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iU) 


To: 
Re : 


SE^^T 


From: Office of the General Counsel 

278-HQ-C1229736-VIO, 12/12/2006 


Details : X By EC dated 10/25/2006 1 [ requested that OGC 

review an incident and determine whether it warrants reporting to 
the lOB. 

(S) 
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To: 
R6 : 


From : 


Office 


of 


Hb-'Jio, 12/12/2006 


the General Counsel 
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(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the .Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the lOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
lOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) , or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the lOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the lOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the lOB requesting 
their concurrence to treat third party errors as non-reportable , 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential lOB matter. 

By letter dated 11/13/2006, the Counsel to the lOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the lOB. 

(U) In the instant case the collection of information 
by the FBI was not the fault o| ]0nce the case agent 

discovered that he had received intormation beyond the scope of 
the NSL request, the case agent immediately sequestered the 
information, placed the information in a secure safe and reported 
the matter to OGC. 
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To: 

Re: 




''77'H-HU-C"I77y / j>b-v 


From: Office of 

10, 12/12/2006 


the General Counsel 


LEAD(s) : 

Set Lead 1: (Information) 

INSPECTION 

AT WASHINGTON. DC 
(U) For information. 
Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(U) For information. 
Set Lead 3: (Action) 


(U) For action deemed appropriate. 
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1- lOB Library 
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(Kcv 01*31-2001.1 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 


From; 


Inspection 
Internal 
Contact : 


TnvRQi- TPtl. Room 
CRS Ext I 


3041 

II 
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Approved Bys Miller David 
Drafted By: 


AH IWFORHATIOH COHTAIHEt 

HEREIN 13 UJTCLASSiriED 

DATE 05-31-2007 BY 65173/DHH/KSK/RW 


Case ID #i 


(U) 278-HQ-C1229736-VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KINGjf 31 55 b2 

OGC/IOB# 2Q07 i | 

Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference; (U) 278 -HQ-C122 9736 -VIO Serial 1794 

278-HQ-C1229736-VIO Serial 1987 

Details: (U) The Internal Investig ations Section (IIS) received 

an EC from i I dated 10/25/2006, reporting a 

possible lOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


♦♦ 


(Rev. 01 -3 1 -2003) 


/2 0 3 2 0 117 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To: 


Date; 01/17/2007 


Attn: 


Personal 


Attention) 


From; 


Inspection 

Internal 

Contact : 


Invest iaations 
CRR 


Section , 


IPU, 

Ext 


Room 304 1 


152 

b7E 

b6 

b7C 


Approved By; 

Drafted By: 

Case ID #: (U) 263-HQ-O-U - 682 (Pending) 


Miller David Ian 


DECLASSiriEIi BY 6S179/I)MH/K3PyRW 
ON 05-33-2007 


(U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 31 55 
OGC/IOB# 2 OO 7 I 


b2 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS- 


(U) 

Enclosure (s) 



(U) 278-HQ-C1229736-VIO Serial 1794 


Reference ; 


(U) 


278-HQ-C1229736-VIO Serial 1794 
278-HQ'C1229736-VIO Serial 1987 


Details: (U) Upon review of| { captioned 

report of a potential lOB violation^ ITS dic3 not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


b2 

b7E 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 


St0^^//2O32O117 


(Rev 01 -3! -2003) 



FEDERAt. BUREAU OF INVESTIGATION 


Precedence ! ROUTINE 


Date: 10/30/2006 


b2 

b7E 

b6 

b7C 


bl 

b6 

b7C 


To: General Counsel 

Inspection 
Counterintel 1 igenr-P 


Attn: 

NSLB , 

Attn; 

IIS 

: / 

Attn: 

CD- 

2A, 

Attn: 

CDC 



(S) 

<U) 

(U) 


From: 

Contact : 
Approved By: 

Drafted By: 

Case ID #: ( 

( 

bl f 

Title: 


Room 4133 



tLl IHFOBHATIOII COFTAIHEI) 
HEBZIN IS UIICLASSIFIEO EXCEPT 
UHERE SHOOT OTHERWISE 


. X 


278-UTO-C1229736-VIO (Pending) - [ 


POTRMTTBr. rnn Mammop TKnr:p]^i7];j.jg 
SA 
SSAl 


DATE: 05-31-2007 
ClAS SIFTED B'l 65179 /DHH7K3R/P.W 
b6 REASCH: 1.^ jc,d) 
b7C declassify OH: 05-31-2032 


Synopsis, I OB rennrting of carrier 


- X 

Reference: (U) Conversation with CDC 

Details: The following information is hi^-ino rvr-^ir-i h^h in 

response to bhe quarterly EC from CDC| | 
requesting Intelligence Oversight Board reporting be brought 
to the attention of the OGC and Inspection Division. 

fsi r 



bl 

b“?D 


Deriv 
Declassi 


on 10/18/2006. 


b6 

b?c 



so kXjMjuT OilKll 




^(D1 b6 

1 b7C 



b2 

b7E 


To; General Counsel From; 

Re; (U) 278'HQ-C1229736-VIO, 10/30/2006 



information [ 


-Lai 


rntormation re ceived wa3~in correctlv given*~by 

J 1 nnl ■ "l information was requested. None( 

Received have been uoloaderf inro arg r>y~ 

placed in the ^ file of the 3 ubatanriv(=> I | 


linitiallv reouestPd M.qr. gnhar'T-i 


■g ^ceived a reply to the NSL | 

In addition to 


1 


were received 


en by 


1 


1 


pj-aoea in cne lire Ot_tne SUbS tant ive 1 | 

werp r^^ru^ned \ \ — | ^ 

I fTiistake is Being reported within the mandatory 14 - 
day reporting period , 


bl 

b6 

b7c 


bl 

b2 

b7E 

b6 

b7C 


bi 

b2 

b7E 

b7D 



ET 


2 


To: 
Re : 


b2 

b7E 


General Counsel From: 

(U) 278-HQ-C1229736-VI6, 10/30/2006 


LEAD (3) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Information is being provided to NSLB for 
whatever action is deemed appropriate. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) Information is being provided to IIS for 
whatever action is deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-2A: Read and clear. 

Set Lead 4: (Action) 





AT 



(U) Information is being provided to CDC for 
whatever action is deemed appropriate. 


♦ ♦ 



(R.CV.CP 1-3 1-2003) 



FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b6 

b7C 


<U) 

(U) 


(U) 


( 0 ) 

(U) 

( 0 ) 


Precedence 
To; 


ROUTINE 


Date: 12/12/2006 


Counterintelligence 
Inspection Division 


Attn : 

Attn; 

Attn; 


SAC 

CDC 

SA 

SSA 


ns, CR5 


CD-2A 


From: Office of the General Counsel 

NSLB/CILU/Rooja_J.aAJ 1 

Contact; AGC 


AIL INFORHATIOK CCHTAINED 
HEPIIH IS UNCLASSIFIED EXCEPT 
IjIHEBE SHONH OTHERUISE 


Approved By: Thomas Jul 




Drafted By: | 

Case ID # : X 278-HQ-C1229736-VIO 



..Title: 



I NT E L L I G EN C E_QiiEE5 
MATTER 2001 1 


IGHT BOARD 


DATE; OS-31-2007 

CLASSIFIED BY 6517S .-'DHH/KSF/RU 

PEASOH: 1.4 (c,d) 

DECLASSIFY OK: OS-31-2032 


b2 


requested that 


Synopsis; /T&j I i Field Office 

the Of fice'^of^the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (lOB) . It is the opinion of OGC that the 
incident does not need to be reported to the lOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the lOB. 

(U) 


b2 

b7E 



This electronic communic ation (E C) contains 

_Jto OGC 


Administrative: . 
information fromF" tFTe EC dated 10/30/2006 from 
reporting a potential lOB matter. 

Reference; 278-HQ-C1229736-VIO 9^ 

Details': X. By EC dated 

review an incident and dete 


b2 

b7E 


10/30/20061 requested that OGC 

rroine whether Tt rants reporting to 





0IG./D0J REVIEW: 

FBI INVESTIGATION; 

OIG/OOJ INVESTIGATION: 


DATE; 


K- '-'b 

— — 


b6 

b7c 




sec: 


b2 

b‘E 



1 i From: Office 

278-HQ-C1229736-VIO, 


of the (Jeneral 
12/12/2006 . 


Counsel 



bl 

b6 

b7C 

b2 

b7E 

b7D 


(S) 


(S) Upon review of the d ocuments provided to| 

it was learned that the information ! I provided, purs uant to 

the NSL, exceeded that which was requested. The error by 
was apparently a misunderstandi ng on its part as to the nature ot 
the request, since requests for | ~ ~ | information and 

subscriber information are requested separately by the FBI. 




reported that t hey 


returned 


bl 

b2 

b7E 

b7D 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the lOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
lOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) , or other guidelines dr regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the lOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the lOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the lOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 

‘2 ■ ■ 


To; 

Re: 


From : 



Office of the General Counsel 


278 -HQ-0122 9736-VIO, 12/12/2006 


b2 

b7E 



any improper collection under an NSL as a potential lOB matter. 

By letter dated 11/13/2006, the Counsel to the lOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the lOB. 


(S) 



In the instant case 
not the fault of FBI 




by the FBr wa 
discovered that he had received information 


oil g et ion of information 
Once the case agent 
beyond the scope of 


the NSL request, the case agent immediate ly seque stered the 


information, returned said information to 
matter to OGC* 


and reported the 



bl 

b2 

b7E 

b7D 


3 


b2 

bTE 


L£AD(s) : 

Set Lead 1: (Information) 

INSPECTION 

AT WASHINGTON. DC 
( U ) For information . 

Set Lead 2: (Information) 

COUHTERIMTELLIGEHCE 

AT WASHINGTON, DC 


To: 

Re: 




From: Office of the General Counsel 

L rti-H0-CI229736-VIO, 12/12/2006 


(S) 


( U ) For information . 
Set Lead 3: (Action) 









is requested tc 


bl 

b2 

b7E 

b7D 


to ensure that the 


appropriate "prococol s are in place to prevent similar types of 
disclosures in the future. 


cc: 1 - Ms , Thomas 

1-1 

1 -| 

1- lOB Library 


b6 

b7c 


♦ ♦ 


S£1 
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(Rev 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 01/12/2007 


To I 


General Counsel 


Attn: NSLB 


From; Inspection 

Internal Inve stigations Section. IPU. Room 3041 

Ext I 


b6 

b7C 


Contact: CRS 

Approved By: Miller David 

Drafted By; 


] 




ALL INFCifiHATIOW COnTArUEIi 

HEFZIH 13 UWCLASSIFIED 

DATE 05-31-200? BY 65n9/PHHyK3R/RW 


Case ID #: 


(U) 278-HQ-C1229736-VIO (Pending) 


Title: (U) 


INTELLIGENCE OVERSIGHT BOARD MATTER 


INSD/IIS 

OGC/IOBJt 


TRACj 

2007 


-INGM 31 


58 


b2 


Synopsis: <U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Otfice of General Counsel, National Security 
Law Branch (NSLB) . 


b2 

b?E 


Details: (U) The Internal Investigations Section (IIS) received 

an EC fronj division dated 10/30/2006, reporting a possible 

lOB error.' Basea upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 


Reference: (U) 27S j_H^-C1229736 - VIO Serial 1798 

278 | ^ 076104 Serial 450 

278-HQ-C1229736-VIO Serial 1988 


♦ ♦ 


(Rev 0l-jl-20«3) 


Se5j*^//20320117 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 01/17/2007 


To: 


Attn: SAC (Personal Attention) 


From; 


Inspection 

Internal 

Contact ; 


Inve stigations Section, 
CRS | 


IPU, Room 3 041 
Ext I [ 


b2 

b7E 

b6 

b7C 


Approved By 
Drafted By: 
Case ID # : 


Miller David Ian 

t 


DECLASSiriED BY S5179/DHH/KSR/RO 
ON 05-31-21307 


(U) 263-HQ-O-U - 683 (Pending) 


b2 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KING# 3 158 
OGC/IOB# 2007 |~" ~ 

Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure(s) : (U) 278 -HQ-C122 973 S -VIO Serial 1798 


Reference: (U) 278 -HO- C1229736-VIO Serial 1798 

278 1 I C76104 Serial 450 

278-HQ-C1229736-VIO Serial 1988 


Details; (U) Upon review of ~1 Division' s captioned report 


of a potential lOB violation/ IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 


SE 


O^iTy/20320117 


b2 

b7E 


IJ.S. Departme >f Justice 



Office of the Inspector Genera) 


D.C. 20^30 


DATE: Januarj' 26, 2007 

TO; Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


FROM; 


ALL FBI IKFOPIIATIOH COKTAirtED 
HEREIN IS UNCLASSIFIED 

Glenn G. Powell date 05-31-2007 EU 6S179/DMH/KSR/R¥ 

Special Agent in Charge 
Investigations Division 


SUBJECT: 


OIG Complaint No. 2007002584 


Subject II 


FBI No. 263-0-D-6S3 
FBI CMS No. 3158 


b6 

b7C 

b2 

b7E 



VVe consider this a management matter. The information is being provided to you 
for w hatever action you deem appropriate in accordance w ith your agency's policy 
and regulations. A copy of your findings and/or final action is not required by (he 
OIG, 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


lilentirymg informniion miiy have been redacted from the attached OIG Report/Referrsil pursuant to § *? of the 
IG Act or liecause »n individual has (a) requested confidentiality or expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available lo your Agency, you may contact the 
.Assistant Inspector General for Investigations, 

Ptease be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Re port/ Referral or to the identilies of complaicianu or witnesses, and that, i n all 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspecior General Act 
and the N^'histlebtower Protection Act, 


Attachment 


- INVESTIGATIONS DIVISION - 

Corn p 1 a i n t Form 

OIG IJO. 1 

“I b 2 

J- ^ 6 9 - .r? - 0 0 A’ 5 9 4 - !>•: 

/(••ceived 0 y;| 1 

Date Received ; 

01 / 08 / 2 C 07 

liew Received: A 


iUDjr,':? : I 

rivxe: SA 

orient- : FriT 


i f:-r(e : 
rl-ior;.?: {) - 

vork : . , 

'r-ont:?: (202 


?ay E l£in ; 
FOD 


21 P 


::p; 


;UP..JH.CT: \ ~ ~ I 

.'ivl-S! USA 
;:cmponefjt ^ FFiT 



^hone: () - 

Jo r k : , ^ 

(202) 


Fay Flan; 
FOD Date : 

7.:P : 
EIP: 


;C1';P'LA [ IIANT : [~ 
'ic.l e: ATTY 
>. 7 inponenL ; F 3 T 
MfiC: 

I 

; f ] ' 

Fnone; ( 202 ) 
ri f. iden c ia 1 ; 


: 

Pay P^aa: 
DOD Date : 


ZIP; 

ZIP; 

Revealed; 


SShlO: 

D-O/ti, : 

Alien No,: 

P. Bx I . NOx : 

B, O. f * No, ; 

D/L Ho, : 

Of f enses ; 6 B 9 


FSNO; 

D,0, B, ; 

Alien No, ; 

F.B, I . Ho, : 

B.O. P, No . : 

D/L Mo. ; 

Of t erases - 6 B 9 


b 6 

b 7 C 

b 2 


SSNC: 
D,0,B, : 
Alien Mo,; 
F,D. : .No, : 
B,0. F,Mo, : 
D/L No, ; 


Authority; none 


Details: (S) 

7 he FBI provided in forniat: ion regarding n potontital lOB rratter | 


b 2 


bl 


The National Security Letter (NSL) raqr;et.ted subscriber information, hov;ever the reply to 
the NSL provided toll records, None of the toll records were uploaded into FBI databases 
ar;d tne erroneously provided information was reported within the mandatory 14 day reporting 
pe nod , 

It is the opinion of the Office cf the General Couiisel that this matter need ]iot be reuoit.ed 


Che TOB, 


d.lXGATIONS: 68 9 iJ 9 Violation 

^c-cu rrence Date : b 2 

::tyI I blZ 


TTMF: 

State! 


iip : 


Ji^POBITTDN DATA; Disposition: 


M 


Date: D 1 / 25 / 2 &C 7 


Approval: POWFLL, GLENN G 
Co;nconent : FBI 


-o I erred to Agency: Date Sent: 

c^rjxCt Act: N Civil Rionts: n Component Number; 263 - 0 ^ 1 ) 663 , 3153 

ensitive: N Whis t leb lower : N Consolidated Ca.se Number: 


DATE: 05 - 31-2007 
FBI lUFO* 

CLAN'S I FIED BY 65179 /DKH/KSR/PW 
PEASCH: 1.4 ic) 

DECLASSIFY OM: 05 - 31 - 2 Q 32 




1 of 2 


C? r .-i n, ^ fi f', -) 




>:G - THVESTTCAT'IONS DlVJSlOr^f - Co.n-p i. a ir.^ Form 


GIG NO. 


6 8 5 ” 2 C 0 7 - 0 S 6 - 


Rj-ri'ci 1' k?? : 

V-'r ed irrit ing tr.aterial contair-s cLassil'led ir.iorrnaiion that vjiii be n-ia intd ined lu a s^ecui'e 
con ta'i ner withir; 0IG/7NV/HQ. 

01 /?tj/07 -Sent to Kaiser/FBl /INGD. (dz) 


? a :j : y o f 2 




9 ’ *>1 ^ 


nV^VRev 03 21-2005) 


FEDERAL BUREAU OF INVESTIGATION 


I - ■ 

i: 


Precedence : ROUT I ME 


Date: 05 / 03/2006 


b2 

b7E 

b6 

b7C 


(U) 



m 




INTELLIGENCE OVERSIGHT BOARD (lOB) ERROR 


Synopsis: To report possible lOB error, unauthhori zed , 

unintentional collection of information. 


bl 

b2 

b7E 

b6 

b7C 



in >6 


bl 


3 . 

<S) 


Possible lOB Error: Unintentional collection of 
information. 



^>;^escription of lOB Error (including any reporting 
yj ,^-d^ys) . Financial records were furnished , pursuant to -a' National 
Security Letter (NSL) for individuals other than the subject o??h 


the 


SO 

Ju. enUiUi 


SEd^^ 


b6 

b7C 


SEC 


m) 

b2 

b7E 




To: \Eiypection From: 

Re: m 278-HQ-C1229736-VIO, 


05/03/2006 


(S) A National Security Le t^ter 
ranti ect was requested 


-^3' 


for f1 nAori a] rof-r,rHg 



b6 

b7C 


(U) were received by writer and held until the analysis 

of those records was able to be conducted. During the course of the 
analysis writer found records that wer e in the n ames of individuals 


other than the captioned subject. SSRA 
this. 


was advised of 



2 


To: 
Re : 


b2 

b7E 


(U) 





:cWt 

1 /^ 


SEC 


ct :i. on From: 
278-HQ-C1229736-VIO, 03/03/2006 


LEAD (3) : 
Set Lead 1 


(Action) 


INSPECTIOM 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 


♦♦ 



4 




FEDERAL BUREAU OF INVESTIGATION 


ROUTINE 


b2 

b7E 

b6 

b7C 


m 

(U) 

(U) 



Date; 12/26/2006 


Counterterrorism 

Inspection 


From: Office of the General Counsel 

NSnB/CTLUTT/ LXl /Room l.q-aiO 
Contact; AGC 


Attn; 

SAC 



CDC 


Attn: 

SSRA 


Attn: 

ITOS 

II 

Attn; 

IIS, 

CRS 



Approved By : 



Drafted By; 

Case ID 278-HQ-C1229736 - VIO Serial (Pending) 


ALL INFORHiTION CONTAIHEb 
HEPXIH IS ItllCLASSiriED EXCEPT 
liJHEBE SHOWH OTHERWISE 


DATE: 05-31-2007 

CLASSIFIED M 65119 /Vm/Km/M 

REASOU: 1.4 (c) 

DECLASSIFT OH: 05-31-2032 


Title ; 


INTELLlGEWCELJ^ilElRSIGHT BOARD 


MATTER 2006 ^ 


b2 


SyixopSis i It is the opinion of the Office of the General 

Counsel (OgC) that this matter is not reportable to the Intelligence 
Oversight Board (lOB). Rather, it should be maintained in the 
control file for periodic review by Counsel to the lOB. Our analysis 
follows . 


b2 

b7E 


(U) 


From 


Decl 


126 


(U) 


Reference: 


Details : 

OGC revie 


bl 



(S) 


) By EC dated 05/03/2006, | [ requested that 

tne facts of the captioned matter and determine 


whether it warrants reporting to the lOB. As explained below, 
in our opinion, the FBI is not required to report this matter 
to the lOB. 


be 

b7C 


OIGIDOJ REVIEW:. 

FBI INVESTIGATlfl 
OIGIDOJ INVESTiGATION: 



b-7E 


To: 
Re : 


From: office of the General Counsel 


278-HQ-C1229736-VIO, 12/26/2006 


bl 

b6 

b7C 

b7D 




(U) The records not pertaining to oantinnp-H 

b 2 hav e been separated, segregated and sealed ini 

I 1 none of those records have been uploaded into ACS or other 
FBI record systems , 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (lOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 


To; 

Re; 


From: Office of Che General Counsel 

278-HQ-C1229736-VIO, 12/26/2006 


b 

b 


responsibilities, the lOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection* 


(U) Section 2*4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC) , respectively} report to 
the lOE intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive* This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General *s Guidelines for FBI Mational Security 
Investigations and Foreign Intelligence Collection ( NSIG ) , 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights* Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the lOB* The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the lOB may review them upon request* The 
determinat ion as to whether a matter is "administrative in 
nature^* must be made by OGC* Therefore, such administrative 
violations must be reported as potential lOB matters* 

m M NSLs are a specific type of investigative tool 

that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and 

email communication records from telephone companies and 
internet service providers (Electronic Communications Privacy 
Act, 13 U.S.C. § 2709); (2) records of financial institutions 

(which is very broadly defined) (Right to Financial Privacy 
Act, 12 U.S.C, § 3414(a)(5)(A)); (3) a list of financial 

institutions and consumer identifying information from a credit 
reporting company , (Fair Credit Reporting Act, 15 U.S.C. §§ 
1681u(a) and (b) ) ; and (4) Cull credit report in an 
international terrorism case {Fair Credit Reporting Act, 15 
U.S.C. § l68lv) . NSLs may be issued in conformity with 
statutory requirements, including 18 U.S.C. § 2709. NSIG, 
section V . 12 . 


(U) 


X 


Here, during an authorized investigation, 
FBI properly served an NSL on a financial institution.- 


the 

In 



3 


-Jt fo 


b2 

hlE 


To: 
Re : 


From : 


Office 


of 



the General 


278-HQ-C1229736-VIO, 12/26/2006 


Counsel 


response to the properly served NSL, the FBI obtained 
information regarding other indivuduals that were not relevant 
to the investigation*^ It appears that this information, 
although lawfully obtained, is not relevant to the 
investigation and was properly segregated to protect the 
potential privacy interests of United States persons* Once 
information not relevant to an authorized investigation is 
received, the field should contact the carrier and ask whether 
the unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

(U) Based upon these facts , in accordance with the 
terms implementing the reporting requirements of Section 2 * 4 
of EO 12863, it is our opinion that this error is not 
reportable to the I OB* A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the lOB * 


<U) 





The target’s rights were not violated because he 
was n6t tfie subject of the improperly collected information. 
It is unknown , however , whether the information associated 
with the other subscriber pertained to a United States Person 
inasmuch as there has been no review of the information. 



4 


b2 

b7E 


To: 

Re: 


SE^i^ 

From; Office of the General Counsel 
278-HQ-C1229736-VIO, 12/26/2006 


LEAD ( s ) : 

Set Lead 1; (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report of the 
potential lOB matter, as well as a copy of the OGC opinion 
concluding that lOB notification is not required, for three 
years for possible review by the Counsel to the lOB. 


Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT T^ASHINGTON . DC 
(U) For information , 


Set Lead 3; (Action) 








(U) 


should contact and ask whether 


the improperly or unintentionally acquired information should 
be returned or destroyed with appropriate documentation to the 
file . 


cc: Ms. Thomas 

b6 ^ 

b7C 

lOB Library 





5 


{rs:v. 01 o 1-2003.1 


b7£ 

b6 

b7c 


(U) 

{U) 


(U) 


(U) 


b2 

b7E 

bi 

b7D 


(U) 


b6 

b7C 

b2 

b?E 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To: General Counsel 

Counterterrorism 


Attn: 


Attn ; 
Attn ; 


Date ; 

NSLB/CTLUII 

LXl 

Room 


01/10/2007 


t 


AGC 
ITOS II 
IIS. 




CRS 




Attn: A 5 ;<=;nri \)\ vm nn 

Counsel 

b 2 


SSA 




From: 


HEREIN IS UNCLASSIFIED EXCEPT 
WHERE mow OTHERWISE 



SA 


278-HQ-C1229736-VIO 


^endi 




INTELLIGENC E OVERS IGHT BOARD 
MATTER 2006- 


b2 


Synopsis ; 

provided 


[5 ) Destruction of records which wer e inadvertently 



DATE: DS-31-2D07 

CLASSIFIED BT 65 I 7 S /DIIH/KSR/PJJ 

REASON: 1,4 (c) 

DECLASSIP/ ON: 05-31-2032 

b2 
b7E 
bl 
b7D 


Ref ; 



— *0320^ 

278“HQ-C1229736-VI0 Serial 1970 


Details: iS] Referenced EC requested 

the unintentionally acquired information 


1 




C 


which was obtained via a National Security Letter (NSL) , should 
be returned or destroyed with appropriate documentation to the 
file. 

Those specific d ocuments which were 
unintentio ha r ly acc^uired by FBI I L o u s 1 y 

segregated, sealed and maintained by FBl j I chief Division 

Counsel. On J anuary 10, 2007, Associate Division Counsel (ADC) 


I J r , 

opened the sealed package to review the documents , 


not for its content, but to determine if the documents were 
originals or copies, A review of the documents revealed they 



s: 






b2 

b?E 


(U) 


To: Gene r cl 1 Counsel From: L___— 

Re: 278-HQ-C1229736-VIO, 01/10/2007 



(S) 



Rased upon ADCl 

review, on January 10, 2007, ADQ. _ Ishredded those documents 

which were unintentionally acquired 



(U) b2 ^^3 As the on int ent ionally acquired documents have 

b7E been destjC^yed, 


::onsiders the lead covered , 


b€ 

b7C 

bl 

blD 



2 




tU) 


To: 

..Re; 


General Counsel From: 



278-HQ-C1229736-VIO, 01/10/2C07 


LEAD ( 3 ) : 

Set Lead 1; {Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) Read and clear. 

Set Lead 2; (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 
{U) Read and Clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 
(U) Read and clear. 


♦♦ 


SEc)l^T 

3 



CT CT 


(Rev (;]-3l-200Jj 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 


b6 

b7c 

b2 


From: Inspection 

Internal Inve stigations Section. IPU. Room 3 041 


Contact ; CRS 
Approved By; Miller David Ian 
Drafted By: 




ALl IHFOBHATIOM COHTAIHEI* 

HEPTISI IS TOCLASSIFIED 

MTE 05-31-2007 EY (5517?/t'HH/K3P./RW 


Case ID #: 


(U) 278-HQ-C1229736-VIO (Pending) 


Title; (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KINGS 21 76 
OGC/IOB# 2006- 

b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) , 


Reference: (U) 2 78 - HQ-C12 2 97 36 -VIO Serial 1353 

278-HQ-C1229736-VIO Serial 1970 

Details; lJU The- Internal Investigations Section (IIS) received 

an EC f romi I Pi vi s-i on dated 05/03/2006, reporting a possible 

lOB error. Based upon a review of the referenced EC it is the 
b?E IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 




(Rev, m-3 1 -201)3) 


/ 2 0 3 2 0 1 1 7 

FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b6 

b7c 


(U) 


b2 

b7E 


Precedence; 


ROUTINE 


To: 


Date; 01/17/2007 
Attn: SAC ( Personal Attention) 


From: Inspection 

Internal Invest iqat ions Section, IPU, Room 3041 



Case ID #: 
Title; (U) 


(U> 263-HQ-O-U - 684 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 2 176 
OGC/IOB# 2006-[ I ^2 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


X 





Derin 

Dec! 


n; 


J.7 


Enclosure (s) : (U) 

Reference: (U) 


278-HQ-C1229736-VIO Serial 1353 


278-HQ-C1229736-VIO Serial 1353 
278-HQ-C1229736-VIO Serial 1970 


Details: (U) Upon review of 

of a potential lOB violation, IIS 
indicative of willful misconduct. 


I Division' s 
did not find 


captioned report 
the matter 


IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278'HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 


SEJ:EET//20320117 


U.S. Dcpartiru of Justice 

Office of the Inspector Genera! 



IJ.C 205^0 


DATE: Januan 29, 2007 


['O: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


ALL rsr IWFOPHATTOU CONTAINED 

HEPIIN IS UNCLASSIFIED 

DATE 05-31-21007 fiY 5517^/MH/KSR/R« 


SLBJECT; OIG C omnlaint No, 2007D02639 
Subiee tt 

FBI No. 263-0-LI-684 
b7E FBI CMS No. 2176 



We consider this >i management matter. The information is being provided to vou 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your Findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint w ill be investigated by the OIG. 


IMFORT.ANT NOTICE 


Idenlifying information rnny have been rcdacled from the attached OIG Report/Refcrral pursuant to § 7 of the 
IG Act or because an individual has ^a) requested confidentiality or (b) expressed a fear of reprisal If you 
hcNcve that il is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised tbat« where adverse action is not contemptated* the subject of an investigation does not have a 
right to have access to an 0(G Report/Refcrral or to the nlentities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Afffuhment 


1C - iNyts? 

IGA710N2 DIVISION - Coniplair.t Form 

OIG KO. :[^ 

J-689-2007-OC2&79-M 

t;ce.i ’.'ed By: 

] Da te Kece i ved : 

01 /O'l /2007 

f" c w Ae ce i v e d i A 


;-l:=jnC'r : 

.t' i ^'f^l 


orrt: : 

lior + fj : 


■j^.'-r-.c-? : ( 20 /) 


X>MFI-A:MANT: 


fO V k : , , p 

( 20 ?^ 

L \denr i a 1 


y Plan : 
lOD Date: 



SSNO 
D . 0 . B - 
Alien No. 

F. B. I .No. 

3.0, P. No. : 

D/L No . : 

Of f enses : 66 9 


•j i] c 

: FXLCG 



Pay 

Plan : 


:oMiporieri r : FBT 



EOD 

Da te : 


ic-rne : 



’hone 

: 0 - 




ZIP; 


- k : 








ZIP: 
Re^ea led : 


SSNO; 
D.O.b. : 
Alien No.: 
F . B . I . No . : 
Q.O.P.NO. : 
D/L Mo. : 


A'Jthor i t y : none 


b6 

b7C 

b2 


retails: 

I'r’je FBI provided inff^'-rma t i on regarding a potential JOB matter (20C6- T I 

?"fu[.[rKt a:' ^ i.ri ves 1 1 ga t i cn, the FBI properly served a National Security l.etter <NSL; 

^•n a finanoio . :.st icut ion . In response to the N5L, the FBI was provided with information 
s-ssociateo wir:n i.ndi vidua is who were not relevant to the investigation. Thie information was 
properly segregated to protect the potential privacy of the individuals. 

J t is ti.e opinion of the Office of the General Counsel that this matter need not be repcrtod 
a 1. liRGAT IONS : I OB Violation 

>.:c j r r e nee Date: T T MF : b2 


'yu'i: I b7E 


S DOS IT ION DATA: 

Di spos i 1 1 on : 

M 

Date: 

01/29/2001 Ap p r 0 V a J . : 

POWELL, 

GLENN 

G 

^.c f e r i; ed to Agency 

: FBI 

Date 

Sent 

: 01/29/2007 Component : 

FDI 



Patriot /^ct : ]i 

Civil Kiohcs 

: N 


Component Wumbe r : 

263-0-U- 

■684, 

2176 

Sensitive: N 

Whist ieblowe r 

: N 


Consolidated Case Number : 





Remarks : 

predicating rracoria l contains classified t n f on^'a t ion that will be maintained in a secrue 
container within OIc;/ INV/HQ. 

01 /29/07-Sent to Ka i scr / FBI / 1 NSH (d'z) 


ALL FBI IMFORHATTOT: CCrNTAIHEE) 

HEPZIM IS UNCLASSIFIEI' 

DATE 06-06-2007 BY S5i79/DllHyK^5P./Rt] 


i^i / ^ 'y ry fy—f 


y . -} n ► '; fi 


Freedom of Information 

and 

Privacy Acts 

SUBJECT; NATIONAL SECURITY LETTERS 
FOLDER ; ^C)^- O-O- \)o\oKt 



Federal Bureau of Investigation 


(Rev.0l-3l-2O»i) 


bl 

b7D 


SECRET 




DATE; 05-25-2007 

CLASSIFIED BY 65179 DHH/KSR/JW 

REASOH: 1,4 (C) 

DECLASSIFY OH: OS-25-2032 


FEDERAL BUREAU OF INVESTIGATION 

ALL IHFORHATlOn COHTAIHED 
HEREIH IS ^CLASSIFIED EXCEPT 
WHERE SHOWH OTHERWISE 

Date: 01/04/2007 


1073946 


ROUTINE 


Precede;cice: 

/ 

To : -inspect ion 

General Counsel 


Attn: ITS r Room 11861 

Attn: NSLB , Room 7975 



b6 

b7C 

b2 

b7E 


Case ID #: 


(U) 

(U) 

(S) 


278- 

278 




-C1229736-VIO 
C26391 (Pending) -- 
(Pending) — 


■1 ‘I 


( Pending) ~ f 

bl 


Title; 


(U) 


TMTET.T.rnRMr.E OVER SIGHT BOARD (lOB) 

:al agent 


SUPERVISORY SPE? 


SPECIAL AGENT 


b6 

b7C 


(S) 


Synopsis : 

ICE 



REPORT OF A POTENTIAL lOB MATTER 

To report a possible lOB 
unsolicited telephone toll records 


(uTcStl Derive^t^F1foIn : G-3 

Dec 1 a^tfify^On : XI 


(S!»5 


bl 


Ref erence:(S) j Serial 11 

(U) 278-HQ-C1229736 Serial 2570 

Details; In accordance with reporting requirements relating 

to known or suspected Intelligence Oversight Board (lOB) 
violations, per reference 2, notification is being made to the 
Office of General Counsel regarding unsolicited telephone toll 


b6 

b7C 


X 

_< 

0 V - 1 f 'C 7 


•-.3 
( Av 


SE 

C'jL 


^ i U 1 V. — 

I E ; 




'Uhl 


b6 

b7C 


1 7-. 


To; 
Re ; 


b2 

b7E 


Inspection From : 

(U) 278-HQ-C1229736-VIO, 


SE^ ' 


01/04/2007 


(S) 

bl 

records 


(S) 


bl 

b2 

b7E 

b7D 


LSjJ 



1 Isend a National Securitv Letter (HRLl to 

n — z I 

-- -1 


reauestina subacriher i n forma t -i on 1 


1 

1 |- 1 




(S) [ 


1 nfr\-rmAi- i nn 


received the 


uT""Tt5i^nDTTef tuii recoras. 

These toll records were not requested in the NSL. 


bl 


bl 

b7D 

b6 

b7C 

b2 

b7E 



xai 


<A/CDC)|_ 


|records, | 

Less National 


have been rnri-ipH r,\r^-r to 

J pending a response r ^ _ Mat- i r^na i 


CDC 

Security Law Branch regarding this matter, 
the toll records within his office safe. 


A/ CDC 


secured 



b2 

b7E 



To: Inspection From: I 

Re: (U) 278-HQ-C1229736-VIO, 01/04/2007 

LEAD(s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON . DC 

(U) Request IIS cake appropriate action as necessary 
in response to this potential lOB matter. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) At NSLU, review information provided herein and 
act as deemed appropriate. 


♦♦ 
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(Rev, 01 0 1 -2003) 


SfeC^T 

FEDERAl. BUREAU OF INVESTIOi^TION 


Precedence: ROUTINE 


To: 


Attn : 


b6 

b7C 

b2 


ALL riJFOPMATIOH C OFT AIMED 
HEKEIH IS UHCLA331FIED EXCEPT 
WHERE SHOUW OTHERWISE 

Counterintelligence 


Inspection 


iisf"! 

A/CDC 


Date: 02/05/2007 

J 


Attn: CD-2 


Attn: IIS, 


From: Office of the General Counsel 

NSLB/CILU/Room lAdl ^ 

Contact; AGC 


DATE: 05-25-2007 

CLASSIFIED BY 65179 DHH/KSR/JW 

REA30H: 1.4 (C) 

DECLASSIFY OH: 05-25-2032 


Approv 


Drafted By; 


ed Bv! - -T b a n n n 1 i g.~ p(f£ i)l7 


202-324 




Case "ID #'; ]^) 27 8-HQ-C12297 36- VIO Serial^(^<^ (Pending) 

(U) •i - tie: 


(U) 


I NTELLIGKNc E UVi^h.3 ibn i uOAnu 
MATTER 2 Ul'' . . 




Synopsis:' (Xj It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (lOB), Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the lOB. Our analysis follows. 


(U) 


Derived''^rpfTf^ ; 
Declass>fyXlD; 


G-3 

02/05/2032 


b2 

b7E 

bl 


( 0 ) Administ rative : 

i nf ormatidnn from _rhe EC dated 01/04/2007 from the 


Office 


This electronic i-nmmnn -i i-ar i pn . a •; 

^ Field 


to OGC reporting a potential lOB matter. 


Reference: 


(S) 013 


requested that 


h2 

b7E 


(U) Details: (X) By EC dated 01/04/2007, 

i~ OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the lOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the lOB. 




0iG/D0JREV!E’)L^ 
B! INVESTIGATION: 


LWESriGATION: 


— 

‘ ' ^ 


SE 


b6 

b7C 




b2 

b7E 




Tor 

Re: 


278-HQ-C12297. 


SEC 

ui f of the 
VIO, 02/OS/2007 


General Counsel 


bl 

b2 

b7E 

b7D 


b2 

b7E 

b7D 

bl 


C 




^drafted an NSL pursuant 


to 18 U.S.C. § 2709 seeking subscriber information for a 
felephone nnmh^r h^3l i p^7<=>H to c;nh-i^nt 
ilSL was sent to 


The 




‘eceived the rea nested 

subscriber information along | 

1 


Jhe^ toll records was immediately turned over to the 


Acting Chief Division Counsel for sequestration. 

(U) The President, by Executive Order 1233^, dated 
12/0‘3/1981, established tlie President’s Intelligence Oversight 
Board (PIOB) , On 09/13/1993, by Executive On'er 12863. the 
President renamed it the Intelligence Oversight Bear- {lOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the lOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 

(1); Section 2 . 'I of .Executive Order 12863 man'‘^ii'us that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD) , and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the I OB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General’s Guidelines for FBI Hational Security Investigations a nd 


Foreign Intelligence Collection ( HSIG ) , effect! 
other guidelines or regulations approved by the 
in accordance with EO 12333, dated 12/04/1981, 
was designed to ensure the protection of indivi 
Violations of provisions that merely are admin i 
and not deemed to have been designed to ensure 
individual rights are generally not reported to 
Inspection Division is required, however, to ma 
such administrative violations for three years 
Counsel to the lOB may review them upon request 
determination as to whether a matter is "admini 


laai 

ve 10/31/2003, or 
Attorney General 
if such provision 
dual rights . 
strative in nature 
the protection of 
the lOB. The FBI 
intain records of 
so that the 
The 

strative in 


SEC^J^ 


SECOTT 


hZ 

b7E 


To: 

Re: 


From; Ottice of the General 
278-HQ-C1229736-V10, 02/05/2007 


nature'* must be made by OGC> Therefore, such administrative 
violations must be reported as potential lOB matters- 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the lOB requesting 
their concurrence to treat third party errors as non-report able, 
though NSLB would still require the field to continue to report: 
any improper collection under an N5L as a potential lOB matter. 

By letter dated 11/13/2006, the Counsel to the lOB agreed that 
third party errors in the collection of information pursuant to an 
NSL must be reported to the FBI OGC, but are not reportable to the 
lOB, 


(U) In the instant rhp i s of toll record 

information was not the fault of | Once it was 

discovered that the information was beyond the scope of the NSL 
request, the inf ormat in,;, was immediately sequestered and the 
matter was reported co CGC, 

(U) Baseti upon these facts, in accordance wirh the 
terms implementing the reporting requirements of Section 2 ^ of 
EO 12863, it is our opinion that this error is not reportable to 
*"hc nf this decision shoiMd be mPintaTred in the 

Jr i. L 1 . by the Counsel to the 1C_. 



b2 

b7E 


To: 
Re : 


SE<^^T 

I Troiii';-"' fice oi the 
278-HQ-C1229736-VIU, 02/05/2007 


General 


Counsel 


L£AD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report of the 
potential lOB matter, as wel.l as a copy of the OGC opinion 
concluding that lOB notification is not required, for three years 
for possible review by the Counsel to the lOB, 


Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(U) For information. 


1: - L 

^ , > I 

\ P.U'C loi 1 i 




b2 




(K) If deemed relevant 

should submit the appropriate NSL reauestiria the toll records or 
re turn 1 j If the in formation is no t relevant 

or | ~ i coes not seek their return, I - - - | 

destroyed with appropriate documentation placed in the file. 


cc; 


Ms._ Thomas 


♦♦ 


bS 

b'?C 


SE^R^ 


lOB Library 


(jUv 


FEDERAL BUREAU OF INVESTIGATION 


Precedences ROUTINE Pate: 03/23/2007 

To: General Counsel Attn: NSLB 


From: Inspection 

Internal Inve stigations Section. IPU, Room 30 4 1 
Contact ; CRS Ext , 

Approved By; Miller David Ian 

Drafted By; 


Case ID # : 


(U) 278-HQ-C1229736-VI0 (Pending! 


b6 

b?c 

b2 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KINOtt 
OGC/IOB^t 2007r 


b2 


Synopsis; (U) To report a potential Intelligence Oversight Board 
(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278 -HQ-C122 9736 -VIO Serial 2037 

276-HQ-C1229736-VIO Serial 2199 

Details: (U) The Int ernal Investigations Section (IIS) received 

an EC f rom l | Division dated 01/04/2007, reporting a 

b2 possible lOB error. Based upon a review of the referenced EC it 

b7E is the IIS's opinion the incident described therein is an 

administrative issue. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 


♦♦ 


ALL IWFOPHATION C0t^TAI^JE^ 

HEREIN IS mCLASSIFIED 

DATE 05-25-2007 BY 65179 DHH/KSR/JN 


{Rev 01-^1 -2003) 


SE^ET//20320328 

FEDERAL BUREAU OF INVESTIGATION 


Precedence i ROUTINE 

b2 I 1 

blE. To; 


Date: 03/28/2007 

Attn: SAC (Personal Attention) 


From: Inspection 

Internal Tnvjpqt ■: oat i ons SRrtion. IPU. Room 304 1 


Contact : CRS 

Approved By: Miller David Ian'^C^'1 

Drafted By: 


Ext , 




DECLASSIFIED BV 6S179 DMH/KSR/.IW 
UN U5-25-2Q07 


\ Case ID #: (U) 263-HQ-O-U - 738 (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KING# 3443 
OGC/IOB# 2007-j I 


Synopsis; (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


tU) 


Derived'^FriMEu^r^ G-3 
Declassg^fyonj^ 20320328 


Enclosure (s) : (U) 278 -HQ-C122 9736 -VIO Serial 2037 


b2 

b7E 


Reference : 


(U) 278-HQ-C1229736-VIO Serial 2037 

278-HQ-C1229736-VIO Serial 2199 


Details: (U) Upon review of 


Division' s captioned 


report of a potential lOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) , 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

♦ ♦ 


SE^ET//20320328 


b6 

b7C 

b2 


4 


I D-')f>2(Rcv. 03-21 2005) 


SE^T //20320212 

FEDERAL BUREAU OF INVESTIGATION 


bi 


Precedence: ROUTINE 

To: 


Date: 02/12/2007 


Inspection 
General Counsel 


Attn: ADC 

Attn; riS, Room 11861 , 
Attn: NSL6, Room 7575^'' 


From : 


Contact: SA 

Approved By : 

Drafted By: 


cdz-^ 


(U) ease. ID #: 27 ^JtiQ: 5 C 1229736 -VIO " 

- 

- 2£f 


b2 

b7E 

b6 

b7C 


ALL IMFOPAATIOM COWTAIHEE 
HEPEIM IS UNCLASSIFIED EXCEPT 
WHEEE SHO™ OTHERWISE 


(3) 27 

(/G\ 62 d 


A95380 

A89^55-IOB 


Title; (U) REPORT OF POTENTIAL 

INTELLIGENCE OVERSIGHT BOARD (lOB) ERROR 


<U) 


Synopsis: To report possible lOB error. 

(u> 


Details ; 


iS) 

1. 

iS) 

2. 

(U) ()() 

3. 


(S 

(U) (X) 

4 . 


Derive^ From : G ~3 

Decl,ai^y On: 02 / 12/2032 


DATE: 05-25-2007 

CLASSIFIED BY 65179 I'HH/KSR/JM 

EEA30K; 1.4 (C) 

DECLASSIFY' OH: 0S-35-2C32 


‘ Description of lOB Error {including any reporting 
ciela vs ) . 


bl 

b7D 


_LSJ A National .gRcnrirv r.P.rr>=r (NSL), 

lfn.r. rej~n,.nds.C 



b6 

b7C 



-I-/ 




SECiiR'j’//?n32n?i? 

To: 

Inspection From: 


(0) Re: 
b2 

- 27B-HQ-C1229736-VIO, 02/12/2C07 

b7E 

(S) 1 

1 lreviewed...the_.recQj:ds 1 

bi I 

b7D 1 

[ and found 



1A? The original documents ref lectmn_L]i^_Lnformation which 

was not requested have been forwarded to| [ ADC for 

b2 sequestering. Redacted copies only reflecting the requested 

b7E information will be retained for the case file. 


SECRET//20320212 

2 


SEck^/20320212 

To: Inspection From: 

Re: )4) 278-HQ-C1229736-VIO, 02/12/2007 

L£AD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate 
Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT MASHINGTOH. DC 

(U) For action deemed appropriate 


♦♦ 


SECRET//203202X2 

3 


(0J/:6. 199K) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence j ROUTINE 


Counterintel 1 igence 
Inspection 


Date: 3/2/07 


Attn: SAC, CDC, ADC 

Attn: AD 

Attn: IIS, CRS 


b6 

b7C 

b2 

b7E 


From: General Counsel 

National Security Affairs/Room 7974 
Contact: Julie F. Thoi/as 

Approved By: Thomas Julie 



Drafted By: 
Case ID # : 


ALL IHFORHATIOK COHTAIKED 
HEEEIH IS UHCLAS3IFIED EXCEPT 
WHEPt SHOinO OTHERWISE 


DATE: 05-25-2007 

CLASSIFIED BV 65179 DHH/KSR/JU 


278-HQ-C1229736-VIO — P^ASOH: 1.4 (C) 
278p|A95380-05 ' ^^CLASSIPf OM: 


05-25-2D32 


62F 


-A8945S. 




Title; POSS IBLE IH TELLICEHCF OVERSIGHT BOARD MATTER 


2007- 


I^tel: 

] 


Synopsis': (M It is the opinion of the Office of the General 

Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the lOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the lOB. 


(U) Deriv^d^rom : G-3 
Decla^'fe^y On: XI 


(UJ Reference : 

b2 ■ 
b7E 


3/ 278 

-HQ 

-C1229736 

30 278 


-A95380 

s\ 62F 


-A89455 


Details; (S) 

bl 

bTD 


b6 

b7C 


•iJia/DOJ REVIEW 
m iNl'ESilGATiUrT-n-- 
■!iG/D0J INVESTIGATIONS 


}ATE:_V^ 



b2 

b7E 


To: 
Re : 



278 


From; Office of the General 
■HQ-C1229736-VIO, 3/02/07 


Counsel 


(S) 


b2 


b7E 

bl 

(S) 1 

reviewed 

b7D 

the records received! 

Liffi — , 




U (-wijibii wabj pilo-t — the time period requested in 


me I'lSJTT 


(U) The original documents ref lectiac^ the i u format ion 

which was not requested have been forwarded to | ADC and 

sequestered. Redacted copies which only reflect information 
requested by the NSL will be retained for the case file. 

(U) The President, by Executive Order 12334, dated 

12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 9/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (lOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
Che lOB has been given authority to review the FBI’s practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG) , effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 



2 


b2 

b7E 



To; I I From: Office of the General Counsel 

Re; 278-HQ-C1229736-VIO, 3/02/07 


deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the lOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the lOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential lOB matters. 

I . V 

KSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 

communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 

very broadly defined) (Right to Financial Privacy Act, 12 U.S.C. § 
3414(a) (5) (A); (3) a list of financial institutions and consumer 

identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and (b) ; and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 168v) . NSLs may be issued in 
confo rmity with statutory r equirements, including 18 U.S.C. § 

27 09 . 1 I 


E 


(S) Here, d uring an authorized investigation 
properly served an NSL 


Ihs F 


|In response to tTe ^operly” served NSL, the FBI obtained 
containing information beyond what it is legall 




authorized to receive. The FBI, having ascertained 




r , , , [ were beyond the scope of the NSL, forwarded” th^ 

unasked for information to the ADC for sequestering and redacted 
their files to reflect only information responsive to the NSL. 


lU) 


■ By agreement with the Counsel to the lOB, it is 

ion chat this error is not reportable to the lOB. A 


our op in 

record of this decision should be maintained in the control 
for future review by the Counsel to the lOB. 


file 


bl 


bl 

b7D 


SECRET 


3 


To: 

Re: 


From: Office of the General Counsel 

278-HQ“C1229736-VIO, 3/02/07 


b2 

b7E 


Set Lead If 


(Read and Clear) 


1 ^ 




n\nJU^ c:5=4Jj3-^ ^ 

turn \original document s which reflect 


bi 

b7D 


(S) 

inf orrriat ion Beyond th(e scope of the NSL 

_ 


Set Lead 2: (Info) 

COUNTERINTELLIGEHCE 

AT WASHINGTON. DC 

(U) Read and clear. 
Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) Read and clear. 




j 


I-MS. Thomas 


1 -lOB Library 


b6 

b7C 


(Rev (H.31-;003) 


FEDERAL BUREAU OF INVESTIGATION 


b6 

b7C 

b2 


b2 

b7E 


Precedence: ROUTINE Date: 03/28/2007 

To: General Counsel Attn: NSLB 


From; Inspection 

Internal Tnve^ti a^t long Section. IPU, Room 3041 


Contact : CRS 


Ext 




Approved By: 
Drafted By; 
/Case ID #: 
Title: (U) 


Miller David Ian 


DECLASSIFIED BY 65179 DHH/K3R/JU 
ON 05-25-2007 


(U) 


(U) 278-HQ-C1229736-VI0 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3618 
OGC/IOB# 2007- 


b2 




Synopsis; {^) To report a potential Intelligence Oversight Board 
(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference; (U) 278 -HQ- C1229736 - VIQ Serial 2154 

278(_]-A95380 Serial 68 
278-HQ-C1229736-VI0 Serial 2234 

Details: (U) The Internal Investigations Section (IIS) received 

an EC frort ) | Division dated 02/12/2007, reporting a possible 

lOB error.^ Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 


♦♦ 


(Rev m.:>i-:oo.^) 


b2 

b7E 


b6 

b7C 

b2 


b2 

b7E 


SEOTET//20320328 

FEDERAL BUREAU OF INVESTIGATION 


Precedence ! 
To: 


ROUTINE 


Date: 03/28/2007 

Attn : SAC { Personal Attention) 


Front; Inspection 

Internal Inve stigations Section, IPU, Room 3041 


Contact ! 


CRS 


Ext . 


Approved By: Miller David lanxfe^.-/ 


Drafted By: 


DECLASSII'IEI' BY 6517? plffi/KSP./JO 
OH 05-25-2007 


''Case ID #t 


(U) 263-HO-O-U - 754 (Pending) 


Title : 


(U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KINGS 3fil 8 


OGC/IOB# 2007 


b2 


Synopsis; (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


m 


('^ Derived 

Declassi 



G-3 

20320328 


Enclosure(s) : (U) 278 -HQ-C122 973 6 -VIO Serial 2154 


Reference: 


(U) 278-ii£l-C1229736-VIO Serial 2154 

27 ^ I -A95330 Serial 60 

278-HQ-C1229736-VI0 Serial 2234 


Details: (U) Upon review of 


Division' s captioned report 


of a potential lOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
{278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 


SEd^T//20320328 


l'D-S>62(Rcv 03-2)-2(K)5> 


SECRfiT//20320201 

FEDERAL BUREM OF INVESTIGATION 


Precedence; ROUTINE 

To; Inspection 

General Counsel 


Date: 02/01/2007 


Attn: 
Attn : 

Attn : 


IIS, Room 11861 
NSLB, Room 7975 

ASAcX! 

CDC 




From 


b2 

b7E 

be 

b7C 


(C) 


Contact : SA 

Approved By: 

Drafted By; 

Case... ID # : 


jgC^' 


ALL IHKORMATICIH COIJTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


.) 62 F- 


_ 7 

A89455-IOB _ 


278-EQ^1229736-VIO 


Title: 


(U) 


SA 

ss; 


DATE: 0S-2S-2Q07 

CLASSIFIED BY 65179 DHH/KSR/JM 

PEASOH: 1.4 (C) 

DECLA3SIF/ OH: 05-2S-2032 


(U) 


INTELLIGENCE OVERSIGHT BOARD (lOB) ERROR 
Synopsis: To report possible I OB error, 

(U) tX* 


DerivSlK,ErpBt'''1^ G-3 

02/01/2032 


Details ; 



b7E (S) 


<U) 4 _ Description of lOB Error (including any reporting 

delays) ; 


-LU-E 


tSC LLiie 0 

CA& 


^11 3 \to ft?*) SEh^T//20320201 


rlr ikj^ C 


t^fo\ 


b6 

b7C 


\ 



(S) 


- -tSrl The ca.se fir^t ne.u i p_waH L ^ 

1 

1 

1 uivisiori Lounse 


(S) 


it was 

lOB error occurred. Case agent contact 
Investigative Support Specialist (ISSlI 


edT 


a possible 
~l Di v i s i on 


1 


7q ^ r 


explained that! 
errors | 


Irenardinn this rnAt-h far P 


lixrjac i- ja f-1- j thls 


lui error and he requested that 




SEh^T//20320201 


SE^R^T//20320201 


(U1 

To: 

Inspection From: I 

1 b7E 


Re : 

278-HQ-C1229736-VIO, 

02/01/2007 


^‘(S) 





i^L 


zr 





(S) 


Lai_l 





1 destroyed the oriainai \ 



bi 

b6 

b7c 

b7D 




SEC^T//20320201 


b2 

b7E 


SEC 


(U1 To: Inspection From: 




20320201 


Re : ■■■ K 278 -HQ-C1229736-VIO, 02/01/2007 

LEAD(s) ; 

Set Lead 1 : {Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

Set Lead 2: (Action) 


GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 


♦♦ 


SEC^K(;//20320201 


(Rev 01. 3 1-2003) 


SECRJ’T 

FEDERAL BUREAU OF INVESTIGATION 


bb 

hlC 

b2 

b7E 


b2 

b7E 


(U) 


Precedence: ROUTINE 

To: 


Date: 2/21/2007 


Attn 


Counterintelligence 
Inspection 

From: Office of the General Counst 



Contact; AGC 
Approved By: Thomas Julie 


Draft‘=d By: 
Case ID # ; ^ 


iqd7 / 



^ 202-32-3- 



7 27 8cjiQ-C12297 3 6-VIO''^ Pending ) 


\ Q Q/1 5 3 - jr\u 


(UJ 




Tit 


tie: 


R 2007‘ 


[GHT. o,'ARD 
b2 


Field 

Of f ice 



synopsis; ()^) The I | Field Office | requested that 

the Office of tlie General Counsel fOGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (lOB). It is the opinion of OGC that the 
incident does not need to be reported to the lOB. Rather, this 
EC should be maj.ntained in the control file for periodic review 
by Counsel to the lOB. 



Derived^''^om : 
Declassy^ On : 


G~3 

2/21/2032 


Aaministrative: This electronic communi car -- on 

information from: the EC dated 2/01/2007 from 
reporting a potential lOB matter. 


Ec: 

to 


contains 

OGC 


Reference; 278-HQ-C1229736-VIO 


DATE; 05-30-2007 

CLASSIFIED BY 65179 DMH/KSR/JU 

PZASOH; 1-4 (C) 

DECLASSIFY OH: 0,5-30-2032 




ALL IHFOPMTIOH COTJTAIHED 
HEREIH IS tmCLASSIFIED EXCEPT 
TJHEPE mom OTliEFBISE 


cr IT 


7E 


To: 

Re; 


Prom: Offi.ce o2 


SECfei;^ 


^ n i i. B 1 




278-HQ-C122973S-VIO, 2/2i 


i / 


(S) 


bi 


requested that OGC 


Details: (^) By EC dated 2/01/2007, 

review a n incident and determine whether ir warranr.s _r ppnrt 1 ng to 
the lOB . I ~ - 


I A Nat icna"! Securi ty better (NSLl was 
— , I served I ~1 The NE T, rpanP^tPH only 

I information f l_ The 

H5L results we re Prov.j dpH ml , , ( , 






tS) 


b2 

b7E 

b?D 




di s 


case agent reviewed 


C 




rnar in addit ion to the requested 

h 


□ 


Ihad nrnviripH i nfr,rmjr i nn 


]- 


case ccent immediat ely ceased the review and reported thp 


The 


n u c 1 iL, i. 

contacted 


t n e case 

j 

anen 

The Pui cr 


U^U'CCTT^ dLfUlUUl id LU' 


and 

1 [provided tne in.+ orma^ error. 


Subsequently. f 


(U) Section 2,4 of Executive Order (E.O.) 12863, 

dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Co,7iinunity components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the lOB was known as the President's Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI and the 
lOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) , or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the lOB. The FBI is required, however, to 


SE{?^T 


b2 

b7E 


Re . 


i- ; ;.rrt: Ci fice 

■^8-HQ-C1229736-VIO, 



of the Genersl 
2/21/2007 


Counsel 


maintain records of such administrative violations so that the 
Counsel to the lOB may review them upon request. 

(U) On 03/28/2006, the FBI’s National Security Law 
Branch (NSLB) sent a letter to the Counsel for the lOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential lOB matter. 

By letter dated 11/13/2006, the Counsel to the lOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the lOB. 


b2 

b7E 


(u) In the instant case the coll ection of information 
by the FBI was not the fault of FBI ' I Once the case agent 

discovered that he had received information beyond the s pone nf 
the NSL request . the .c age anei-Lt i mmedi atet y notified the | 

CDC and notified __j thereattcr, all copies and 

emails regarding this request were deleted and or destroyed. As 
a result, this matter does not need to be reported to the lOB. 



3 


b2 

blE 


To; 

Re: 


I From: Office 

278-HQ-C1229736-VIO, 



o [; the 
2 / 21 / 200 / 


1 COun=:v’, 


LEAD(s) : 

Set Lead 1; (Info) 
INSPECTION 

AT WASHINGTON. DC 
(U) For information. 
Set Lead 2 : (Info) 


COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(0) ;'oi information. 


Set Lead 3: (Action) 


b2 

b7E 


L 


(S) 

b?. ensu! 
b7E simij 
b7D 
bl 

cc : 


5) 

Ti m 





1 Lu 

requested to coordinate with 


:o 

event 



has the appropriate protocols 

in place to pt' 


1 - Ms. Thomas 

ll 


1- lOB Library 


b6 

b7C 


♦♦ 



4 


cr cr 


(Rev 01-31-200.^) 


FEDERAL BUREAU OF INVESTIGATION 


7E 


Precedence: ROUTINE Date: 03/28/2007 

To: General Counsel Attn; NSLB 


From: 


Inspection 

Internal 

Contact ; 


Inve stigations Section. 
CRSl 


IPU, 
Ext . 


Room 304 1 


Approved By: 
Drafted By: 
Case ID #: 


Miller David Tan 


-- - - - - - - _j ■ 

(U) i /B-H0'TT77^m'-'Vr7 


AU IBFOPmTIOH COHTAIWEt 
b6 mREIU IS UHCLASSIFIEI* 
b7C date 05-26-2007 BY eSlYSTIOi/KSP/JM 

b2 

( Pending) 


Title; (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACJ£tiM3ii_L&^ 5 
OGC/IOB# 200' 


b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference; (U) 278-HQ-C1229736-VIO Serial 2119 

278-HQ-C1229736-VIO Serial 2202 

Details: jLLU — Ttin ■ Internal Investigations Section (IIS) received 

an EC from] joivision dated 02/01/2007, reporting a possible 

lOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 


♦♦ 


\Kcv 


b6 

b7C 

b2 

b7E 


b2 

b7E 


S^^ET//20320328 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To: 


Date: 03/28/2007 

Attn; SAC (Personal Attention) 


From: Inspection 

Internal Inve stigations Section, 


CRS 


Contact : 

Approved By: Miller David la 

Drafted By: 




IPU, Room 304 1 
Ext .1 


DECLASSinEI' BY 6 517? tllH/KSP./JU 
OW 05-26-200? 


■'Case ID #: 


(U) 263-HQ-O-U - 749 (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKINGS 3555 
OGC/IOB# 200l I 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

G-3 

Dec la^eirEyD]>t^^2 03203 28 


Enclosure(s) ! (U) 278-HQ-C1229736-VIO Serial 2119 


Reference: (U) 278-HQ-C1229738-VIO Serial 2119 

278-HQ-C1229736-VIO Serial 2202 


Details: (U) Upon review of ^ 


Division' s captioned report 


of a potential lOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

♦ ♦ 


SE^ET//20320328 


(irev 0l-J)-2O03> 


SECfesl^ 

FEDERAL BUREAU OF INVESTIGATION 


- V 


b6 

bTC 

b2 

b7E 


Precedence: ROUTINE 

To; Inspection Division 

Office of the General Counsel 

Prom: 


Date: 02/05/2007 

Attn: IIS 

Attn: NS LB 


Approved By: 


Drafted By; 




i 


Contact : 

“577] 

I 


Case ID #: (U) 278-HQ-C1229736-VIO 

(U) 278 □ C136372 


Title: 


(U) 

(U) 


( Pending) 
( Pending) 
REPORT OF A POTENTIAL lOB MATTER 
REPORT OF A POTENTIAL lOB MATTER 


ALL INFOPMATIOM COLITAIHED 
HEMIW 13 mCLASSIFIED EXCEPT 
WHERE SHOWH OTHERWISE 


DATE; 05-26-200~t52 
CLASSIFIED BV e;i37E DHH,'T^3R/JW 
FZASeil: 1.4 (C) 

DECLASSIFY ON: 05-26-2032 


Synopsis: (u) To report potential Intelligence Oversight Board 

{ lOB) matter . 


(U) 




DerivedsJ^om : G-3 

Declas8,i¥y^ On: XI 


Details: 

Case Background and Case Aoent 





(Rev ilOl-2003) 



FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b6 

b7C 


Precedence : ROUTINE 

To: Inspection Division 

Office of the General Counsel 

Prom; 


Date; 02/05/2007 

Attn: IIS 

Attn; NS LB 


Contact 
Approved By: 

Drafted By; 

Case ID #; (U) 278-HQ-C1229736-VIO (Pending) 

(U) 278j |-C136372 (Pending) 

Title; (U) REPORT OF A POTENTIAL lOB MATTER 

(a) REPORT OF A POTENTIAL lOB HATTER 



ALL IHFOPHATICiN COHTAIHED 
HERIIN IS UWCLASSlriED EXCEPT 
lilHERE SHOOT OTHERWISE 


DATE: 05-26-2007 
CLASSIFIED EY 65I7S DHH/KSR/JU 
-0 /P^ASI^: 1,4 (C) 

/ 'declassify OH: 05-26-2052 


Synopsis: (U) To report potential Intelligence Oversight Board 

(lOB) matter. 


(0) K 


Derivfed^^rom : G-3 

Decl^^ai^ On; XI 


Details; 




bl 

b6 

b7C 


To; 

Re; 


S^SjtET 

Inspection Division From: 

(U) 278-HQ-C1229736-VIO, 02/05/2007 


b2 

b7E 


(S) 


Title; 


bl 

b6 

b'7C 

b2 

b7E 


tS) 


IS) 

CD 

Report of Potential lOB Matter 



The case agent o 

^supervisor is SSA 


SA 


. 




approved directind 

1 r to 

produce to the Federal Bureau of Invest iaat inn 


1 . 


(S) 


bi 

b6 

b7c 

b7D 


(S) 





SE^^^ET 


To; Inspection Division From; 

Re; (U) 278-HQ-C1229736-VIO, 02/05/2007 


fc >2 

b7E 


(S) 


bl 

b6 

b7C 

b7D 


Ml 






(S) 


(S) 


(S) 




I in addition, I 

[included T-f^rni-d^ 


• 

• 

• 

• 




T 


(S) 


The NSL served [ 


[ 


specifically requested financial recn7dPt~fo^l^ 


u^juuesteu ur urovingfl aw <^o^-r^Qr^r^n. 


that 


never 


ence requesting records for 


l^egal guidance provided by OGC and NSLB noted 
3 potential JOB violation includes "a carrier providing 
information beyond the scope of a NSL resulting in the 
unintentional acquisition of data" [27a -HQ-C122 973 6-2570 . ] 




arid intormed her 


02/05/2007, SA\ 

Chief Divisional Counsel , 


contacte d 

1 n T r ■! rt ' 


of this matter. At the request ot 


on 


bl 

b7D 

b2 

b7E 

b6 

b7C 


__25Z0,_the records nrnvidpH 1 

1 



were sequestered and provided to 




SECR 


:Rfes;; 


3 


SE^ET 


b2 

b7E 


To; Inspection Division From: | 

Re: (U) 278-HQ-C1229736-VI0, 02/05/2007 

LEAD(s) : 

Set Lead 1: (Action) 

IHSPECTION DIVISION 

AT WASHIWGTOKT. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 




SECR 
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(Rev. 'M-3I-200J) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence ; 
To: 


ROUTINE 


b2 

bTE 

b6 

b7C 


Counterterrorism 

Inspection 

Prom: Office of General Counsel 

NSLB/CTLU _I 

Contact : 


Attn: 

Attn: 

Attn: 


Date: 03/05/2007 

SAC 

CDC 

ITOSl, CONUS 4, 

IIS 


I 


AU IHFOPJIATIOH COUTAIHEb 
HEREIN 13 UHCLASSiriED EXCEPT 
IJHEPE SHONN OTHERWISE 


Approved By: 


Drafted By; 


Thomas ,Tii 


T i‘ o vJi JtaMJ 


Case ID #: 2 7_a_-HQ-Cl2^ ^ ,( Pending) 


DATE: 05-26-2007 

CLASSIFIED BY 6S179 l'tIK/KSP,/JN 

REASON: 1.4 (C) 

DECLASSIFY OH; 05-26-20S2 


(U) 

Title: 


(S) 


Tn 


(Pending) 


bl 

b2 

b7E 


^ INTELLIGENCE OV ERSIGHT BOARD 


lOB MATTER 2007- 


! 


b2 


Synopsis:' (X) It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (lOB) . Our 
analysis follows. 


m 




DerivedT'FrMi.'^ G-3 
Declassifi^OBu^ 03/05/2032 


(U| 

<U) 


Reference: 278 -HQ-C1229736 -VIO Serial 2153 

(X) By electronic comm unication fEC^ dated February 
5, 2007 and Referenced above, thel — [""^j 


biE ^^ported to the OGC's National Security Law Branch (NSLBr arid 
the Inspection Division this potential lOB matter. 



bl 

b6 

b7C 

b7A 


b2 

bie. 



To; From; Office of General Counsel 

(HI Re: ^ 278-HQ-”cl229736-VIO, 03/05/2007 


(S), m[ ^ |y pursuant to this authorized 

/investi aat-.ion. a ^Ja^^nna^ .qprnri fy Letter (NSL) waS iSSUed 

{ ■ I all f-inanf~-ia1 


tS) 

bi 

b6 

b7C 

b2 

b?E 

b'7D 


records pertaining I 


1 




I 


nmy-irigd aniS re ceived by SR 

|. Upon review, S fl 1 found I I 


for 1 

1 which had not been 

requescea. 


SA 

Icontacted ... -Chief 

Division Counsel. 

1 who adviaedJ 1 .send the 


I records 

be sequester 




(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it Che Intelligence Oversight Board (lOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the lOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 


(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD) , and the General Counsel, 
Office of the General Counsel (OGC) , respectively) report to 
the lOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) , 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 



2 


b2 

b7E 


b2 

b7E 




To: 

Re: 


w 


From: Office 

278-HQ-C1229736-VIO, 03/05j 



General 

'2007 


Counsel 


rights are generally not reported to the lOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the lOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential lOB matters. 

KSLs are a specific type of investigative tool 

that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and 

email communication records from telephone companies and 
internet service providers (Electronic Communications Privacy 
Act, 18 U.S.C. § 2709); (2) records of financial institutions 

(which is very broadly defined) (Right to Financial Privacy 
Act, 12 tJ.S.C.§ 3414(a)(5)(A)); (3) a list of financial 

institutions and consumer identifying information from a credit 
reporting company (Fair Credit Reporting Act, 15 U.S.C.§§ 
1681u(a) and (b) ) ; and (4) full credit report in an 
international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in conformity with 
statutory require ments, including 18 U.S.C. § 2709. I 


In this instance, ! ~ lo roperlv served 

an NSL requesting financial records relevant to the subject of 
the preliminary investigation. In addition to responsive 
■ .records..- due to an error by the financial institution. I I 

also obtained records beyond the scope of the NSL. 

(U) ^ ^ ^ Based on our analysis, the financial 

institution's mista)ce is not reportable to the lOB as the FBI 
has not acted unlawfully or contrary to Executive Order or 
Presidential Directive. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the lOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the lOB. 


(U) Since the additional records in this instance 
are still relevant to the authorized investigation, the 

additional records may be maintained by the FBI if an 

additional NSL is served for those records. Otherwise,! 




b2 

blE 


b2 

b7F. 




(U) to; 

Re; 


SEC 


From: Office of General Counsel 


278-HQ-C1229736-VIO, 03/05/2007 


should contact the financial institution and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation 
to the file. 


SECR 
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To: 
(U) Re: 



SB 



I From: Office of General Counsel 

278-HQ-C1229736-VIO, 03/05/2007 


b2 

b7E 


LEAD(s) : 

Set Lead 1: (Action) 



Field Office should 
serve an additional NSL for the relevant records, or in the 
alternative, contact the financial institution and ask whether 
the improperly or unintentionally acquired information should 
be returned or destroyed with appropriate documentation to the 
file . 


Set Lead 2: (Info) 


COUNTERTERRORISM 

AT WASHINGTON. DC 
(U) For information. 


Set Lead 3; (Action) 

INSPECTION 


AT WASHINGTON. DC 

(U) INSD should retain a record of the 
report of the potential lOB matter, as well as a copy of the 
OGC opinion concluding that lOB notification is not required 
for three years for possible review by the Counsel to the lOB 


CC : Mg ThrMfinao 


lOB Library 


b6 

b7C 


♦♦ 
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(Rev 01^31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE Date: 03/28/2007 

To; General Counsel Attn: NSLB 


From: 


Inspection 

Internal 

Contact ; 


Investigations. <^pction 
CRS 


IPU, Room 30 41 
Ext .j ~j 


b6 

b7C 

b2 


Approved By: Miller David Ian 


Drafted By: 


/Case ID #: (U) 278 -HQ-C12297 36 - VIO 


ALL IHFOPJIATIOM CONTAIEIEl! 

HEREIN in ITWCLA33IFIED 

PATE OS" 26- 2007 BY 6SI79 PMH/KSR/JM 


( Pending) 


Title; (U) 


INTELLIGENCE OVERSIGHT BOARD MATTER 


INSD/IIS 

OGC/IOBtf 


TRAC 

2007 






b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security- 
Law Branch (NSLB) , 


I 

b2 

b7E 


Reference; (U) 278 -HO-C122 9736 -VIO Serial 2153 

278 -C136372 Serial 124 

278^H^-C1229736'VIO Serial 2233 

Details: (U) The Interna l Investigations Section (IIS) received 

an EC from | [ Division dated 02/05/2007, reporting a 

possible lOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


♦♦ 


(K<rv 01-31-2003) 


b2 

b7E 

bb 

b7C 


SEC^^//20320328 


FEDERAL BUREAU OF INVESTIGATION 


Precedence I 
To; 


ROUTINE 


Date; 03/28/2007 
Attn: SAC (Personal Attention) 


From: Inspection 

Internal Inve stigations Section. I PU, Room 304 1 

Contact : CRS 1 I Ext 


Approved By: 
Drafted By; 
Case ID # : 
Title; (U) 


Miller David Ian 


DECLASSIFIED BY 6 SI 79 DHH/KSR/JW 
OH OS-26-2007 


(U) 263~HQ“0“U - 755 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KINGS 3619 
OGC/IOB^t 2007- 


b2 


Synopsis ! (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

tai ^ : G-3 

20320328 

Enclosure(s) ; (U) 278-HQ-C1229736 -VIO Serial 2153 


Reference : 


b2 

b7E 


(U) 27 8-HO- C1229736-VIO Serial 2153 

27 ^ [ C136372 Serial 124 

278-H5-C1229736-VIO Serial 2233 


Details; (U) Upon review of 


Division' s captioned 


report of a potential lOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 


SE^ET//20320328 


,Rcv.0J-3t^2003) 
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FEDERAL BUREAU OF INVESTIGATION 


6(ci^ 


b2 

b7E 

b6 

b7C 


bl 

b6 

h7C 


Precedence : ROUTINE 


Date: 03/22/2007 


To; 


Counterterrorism 

Inspection 


Attn: 

Attn: 


Attn: 


CDC 


ITOS 1 L Conus 






IIS 


From; 


Contact : 
Approved By: 
Drafted By: 


Tiac’ '''■ 


1 


Case ID 


Title j 


#: {U) 27S-HQ-C1229736'VIO (Pending) 

(U) 27^ [ci36372 {Pending} 


(U) 

REPORT 

OF 

A 

POTENTIAL 

lOB 

MATTER 

(U) 

REPORT 

OF 

A 

POTENTIAL 

I OB 

MATTER 


ALL IHFORKATIOH COFTAIHED 
HEEtIDI IS UNCLASSIFIED EXCEPT 

whe:re shown otherwise 


UAIt,: .JS-26-2007 

CLA’SSIFIED ET 55179 IMIH/KSR/-TW 

REASON: 1,4 (C) 

DECLASSIFY OM: OS-26-2032 


Synopsis: (U) To report resolution of potential Intelligence 

Oversight Board ( lOB) matter . 

(0 )<) 

Reference: (U) 278 

(U) 278 

Details : 


Deri 

Decla 


om : 
On: 


G-3 

XI 


Q C1229736-VIO-2233 
C136372-130 


b2 

b7E 


Case Background and Case ftqent 






To: I I From 

Re; (U) 278-HQ-C1229736-VTO, o'^22/2007 




b2 

b7E 


Case ID#: 
Title : 


(S) 


(S) 



bl 

b2 

b7E 


(S) 


Report of Potential lOB Matter 


cap 


A National Security Letter (MSP 


I approved | 

] to produce to tha PaHaval I mfpgt- 1-fijah 1* 


[FBI) all financial rec ords 


(S) 



The NSL 

the financial records to be provided for P 

(s5=====i 


specifically requested 




bl 

b6 

b7C 

b7D 


bl 


records requested in the NSL 

SECft^ 


rpe~rsQnanv provided to IS^ 


1 bl 

J b6 

b7C 

b7D 


to: 

Re: 


From : [_ 




b2 

b7E 


(U) 278-HQ-C1229736-VIO, 03/22/2007 


(S) 


KIC!T, r 


M 


bl 

b7D 

b6 

b7C 


|rereiYf^r]^_bp„ rpj^nl b-S__CLfl-bhp 


□: 


requested. In addition T 


as 


(S) 


bi 


(S) 



] included records 


The M.qT, r 


specifically requested] 


records f or onlvl 
J Division at l I never 


b7D 

b6 

b7C 

b2 

b7E 

bl 


(S) 


[ 


requested or provided anv correspondence requesting ry ords for 


. Legal guidance provided by OGC and NSLB noted 

that a potential lOB violation includes "a carrier providing 
information beyond the scope of a NSL resulting in the 
unintentional acquisition of data" [278-HQ-C1229736- 2570 . ] 



) 02/05/2007, SA 

nriT\t ;^r*^ 


[chief Divisional 

L Counsel,! 


and informed her 

of this matter. 

At the request 

ot CDcl \ 


(S)[ 


On 03/12/200 7. Sa[ 
Joivision’s CDd 


2570 . the records nrovidedJ 

1 

1 "" 



I 

were sequestered and provided to CDC 



taceive 


j 


b2 

b7E 

b6 

b7C 

b7D 


referenced ECs via 

. ___ _ — , , Referenced ECs 

were drafted by the Office ot General Counsel/ The referenced 
ECs noted the following; "Based on our analysis, the financial 
institution's mistake is not reportable to the lOB as the FBI has 
not acted unlawfully or contrary t o Execut ive Ore er or 
.Pr^idential Directive." Further,] Division at 

Jwas directed to "contact the institution and 


asK 


whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation to 
the file”. 


SECRET 


3 


SEbl^ET 


To; 
Re : 


From: 


27^-h0-Tl229736- 

VlCC' 03/22/2007 


b2 

b7E 


(S) 


On 03/12/2007, 
acknowledge receip t of the 
1 Ito contact! 


SA l I contacted CPC 
referenced ECs . CDC[ 


~&Ire 


to 

rected 




1to contactf 


would desire the "improperly or unintentionally acquireH' 


<S) 


b6 'S) 

b7C 

b2 

b7E 

bl 

b7D 

(S) 


information!, 
contacted 
mail . 


jcetmr.ned oan destroyed. 


On 


f 


3/12/2007, SA 
Division, via 


tZ] 


On 03/14/2007. r 


Treborted f 


unintentionally acquired 

information" to be destroved bv the FBI. 

1 ^Division* 

would provide 

^ wr i on 

documenting | 




Ml 


On 03/16/2007. rp 

request for 




i Q-f n-rmipH l 

J Division 


to 


aestrov cne " imbroT^erlv or unintentionally acquired information*' 

stated that the "improperly or 




unintentionall y acquired information” would b e destroyed by the 


>i 


ivision. Further, CPcQ] 

communication would be drafted by the Legal 


destruction of the aforementioned files to the captioned cases. 


electronic 


noted that a written 
Unit to confirm the 



To: 
Re : 




SECl^T 

From: | . 

(U) 278-HQ-C1229736-VIO, 03/22/2007 


LEAD ( s ) : 

Set Lead 1: (Info) 

b2 INSPECTION DIVISION 

b7E 

AT WASHINGTON. DC 
(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON, DC 
(U) For information. 


Set Lead 3: (Info) 




AT 



(U) For information. 


♦♦ 
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rn-?62(Re\'. OJ-2 1-2005) 


SECRbq;//2 032 0201 

FEDERAL BUREAU OF INVESTIGATION 


precedence: ROUTINE 


Date: 02/01/2007 


To: Inspection 

General Counsel 


Attn: IIS, Room 11861 ^ 

Attn: NSLB, Room 7975 



Attn: AS AC 

1 n 

CDC 




From 


:[ 7 =l 


Contact: SA 

Approved By; 

Drafted By: 


<0 


Case ID # 




: 278-HQ-C1229736-VIO ^ 

62f | h A89455-IQB ^ [6 


b7E 


Title: (U) SA 

SSA 


All TNrORHATIOM COTJTAINED 
HEPirU IS UNCLASSIFIED EXCEPT 
tlHEPX SHOlffN OTHERWISE 

PATE I 05-26-2007 

CLASSIFIED BY 65179 DHH/KSR/JU 

REASON; 1.4 (C) 

DECLASSIFY ON: 05-26-2032 


INTELLIGENCE OVERSIGHT BO.^D ( lOB) ERROR 


(U| 


Synopsis; X To report possible I OB error . 

(U) 'X 

Details ; 

(S) 1, 



Deri vecr^-*:jcLQ; 
Declas^ 


G-3 

02/01/2032 



{5) 2. 

bl 

(S) 3. 

b2 

b7E 

{S) 


X 


1 

Possible I OB Error 

! 











b2 


delays) : 

LS-U 







bl 


SOS^T//2 03202 01 


b6 

b?C 


(U) 


To: . 
Re: 


SEC^S^//20320201 

:~""i 


Insoection From; 

278-HQ-C1229736-VIO, 02/01/2007 


b2 

b7E 


(S) 


bl 

b6 

b7C 

b2 

b7E 


wdb jji eg ^Jia in 

accord ance with the Attorney General Guidelines. Thp NSL wap 
servedi 


[J^rovided the results of the NSL to[_ 


] Field 


Office via e-mail as a courte sy, nni-inq that a hard copy of the 
information was in transit to 


b7D 


(S) C 


tX' A review of the results of the NSL re vealed tha t 
[supplied what the case agent determined to be I I 


This 


in format ion was not utilized by the case agent in” any analysis nor 
was it documented in the case file. 



SECRET//20320201 

2 


b2 

b7E 


<U) 


Se'cS^^//2032020 


1 



hi 

b7D 

b6 

b7c 


To: Inspection From: | 

Re: 278-HQ-C1229736-VIO, 02/01/2007 


provided a hew CD-R which,, contained the appropriate information 
that was originally requested by the NSL served f I 




mail mes 5iaag received f 
I information. 


:ase agent perman ently deleted t he e- 
Iwhich contained! 


(U) (Note: This was the second possible lOB error that 
resulted from the same request. Both errors were identified as 
separate incidences. These comments are provided to clarify any 
confusion associated with the two extremely similar incidences 
occurring in an extremely close time period.) 


SEC^T//2032020l 



To: 



nspect ion 


From; 


Re: 27 8-HQ-C12297 3 6-VIO, 02/01/2007 

LEAD<s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
Set Lead 2; (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Eor action deemed appropriate. 


♦♦ 


SEC^T//20320201 
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FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 


b2 

b7E 


(TI) 


b2 

b7E m 


m 


Precedence : 
To: 


ROUTIIJE 


Date: 2/21/2007 


Counterintelligence 

Inspection 


Attn: 

SSA 


SA 


CDC 

Attn : 

CD-4 

Attn: 

IIS, 



(U) 

(V) 


From: Office of the General Couns/el 

NSLB/CILU/Room 7947 / 



ALL INFOPJIATIOH COHTAIHEIi 
HEPIIH IS f.HICLA3SIFIED EXCEPT 
WEPf SHOWH OTHERWISE 

Contact: AGC 


b7C 

Approved By: 

Thomas 

Lie n 1 wl'W 




b2 

Drafted By: 

' / j 


date; 

CLASSIFIED BY 65179 DMH/'KSR/JW 
f£AS0H: 1.4 1C] 

DECLASSIFY OH: 05-26-2032 


Case ID ff ;• 27 8 -HQ-C122 97 36-VIO^ ^Pending) 

iitie:. 


Synopsis : 


iM : r. CLiLaLNCh—OiiJUliiUGH'l SO/mu 
MATTf.R 2007i ^2 

le 


requested that 


_ Field Office I . _ 

the Office of the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (lOB) . It is the opinion of OGC that the 
incident does not need to be reported to the lOB. Rather, this 
wC should be msaintained in the control file foi‘ periodic review 


by Counsel to the lOB. 
(U) 


Derived^R^m : g-3 

Declas^id^On: 2/21/2032 


: (^) This electronic commu ni cation (EC) contains 

Dm: the EC dated 2/01/2007 froml 


Administrative : 
information from 
reporting a potential lOB matter. 


to OGC 


Reference: 278-HQ-C1229736-VIO zt ZO 


Details: jX) By EC dated 2/01/2007,| 

review an incident and determine whetner it 


requested that OGC 
warrants reporting to 


b6 

b7c 


m iNVESf'tGATbi:37 
ARVac.i!^!VB'IOATiO!F 


SEch^T 


Date ^hh 


b2 

b7E 


T; 


SEC 


From: Offic... 


■ /. o Gener ■ 


Re: 278-HQ-C1229736-VIO, 2/^ .707 


C G u n ^ e i 


iS) 


(S) 


the lOB. 

1 



1. A [Mationai 

Security Letter (NSH 
1 The. HST, reniif?<;raH only 

I 

served 1 


bl 

b7D 

b2 

b7E 


NSL results were p];Qvidpd 


The 


<S) [ 


,M, 

IdiscoveredTHat aJdi p r^n i-o the requested 


nt [ 


provided information f 


] rHe 


P 


case agent ijnmedi^ e 1 y ceased the rePew 7nd reported the 

it-Adent tQl lDi.v1:sinn Cniinsp] I - the case 

G'^n;r:cted f 

The POC t h e 1 1 -L n ra U L g^ " ' r r^' h p ~ rnp"""^ K 5 ' 


I ’ ~ — 7 

( S) out'sequ cotly, | 

deleted ! I regarding 

fided f 


had prciVi ried 1 


1 


j-ir-Luiirt aLiLrii ill 

dpt^fro yedl 


ITTTT 

I and 


provided the reque?tgd informrir ^ nn i n' rpttipl 
deleted uhe 


eievdJJt 


J-WIICC WiLII — LllU' IlIiLiai 


(U) Section 2.4 of Executive Order (E.O. ) 12863, 

Gated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components {in the FBI 
the Assistant Director, INSD, and the General Counsel, OGC 
respectively) report to the lOE "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981 
when the lOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
lOB (and Its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 

Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981 
If such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
that are essentially administrative in nature need 
not be reported to the lOB. The FBI is required, however, to 



b2 

bTE. ^ 



"rctn: 


. Office 

218-HQ-C1229736-VIO, 


of the General 
2/21/2007 


Counsel 


maintain records of such administrative violations so that the 
Counsel to the lOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the lOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field Co continue to report 
any improper collection under an NSL as a potential lOB matter. 

By letter dated 11/13/2006, the Counsel to the lOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the lOB. 


In the instant case the coll ection of information 


b2 

b7E 


by the FBI was not the fault of FBl[' 
discovered tha' ' ' ' - > - 


Once the case agent 


CDC and notifiec 


ne ndo recexvea 

iniormation nevona une scooe or 
rmir.odlateiv notifiesd thd 1 

c 

. V h ■ leaf ter , 1 I 


"3 rS'^lt, this matter does not need to be reported to the lOB. 



To : 
Re: 


Prom: Office 

278-HQ-C1229736-VIO, 



of ' O' . ‘ •'r.era I 

2 / 21 / 20 . 


CO:r:i3C 1 


LEAD (S) : 

Set Lead 1; (Info) 
INSPECTIOM 

AT WASHINGTON. DC 


b2 (U) For information. 

b7E 

Set Lead 2: (Info) 


■b2 

b7E 

b7D 


COUNTERIHTELLIGEMCE 

AT WASH INGTON. DC 
,vj‘" For information. 


bet Lead 3: (Action) 



cc; 1- Ms, Thomas 

1 ] I b6 

1- b7C 

1- lOB Library 


♦♦ 



^lUv. 0101-2003} 


FEDERAL BUREAU OF INVESTIGATION 


b6 

b7C 

b2 


b2 

b7E 


Precedence; ROUTINE Date: 03/28/2007 

To: General Counsel Attn: NSLB 


From; Inspection 

Internal Investigations Section , I PU . Room 304 1 

Contact : 


Approved By: Miller David Ian 


Drafted By: 

/case ID #: (U) 278 -HQ-C122 9736 -VIO 


ALL IKFORHATION COHTAIHED 

HEPJEIW IS UNCLASSIFIED 

DATE OS-26-2037 BY 6S179 DIW/KSR/JW 

{ Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/riS TRACK INGS 35 56 
OGC/IOB# 2007- 


b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 27 6 -HQ-C1229736 -VIO Serial 2120 

278-HQ-C1229736-VIO Serial 2203 

Details: pJ-i — x hn .. internal Investigations Section (IIS) received 

an EC from ^Division dated 02/01/2007, reporting a possible 

lOB error , ^ Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 


♦♦ 


{Rc^ 01-31-2003) 


SEj«^T//20320328 

FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 


b6 

b7C 

b2 


b2 

b7E 


Precedence j 
To: 


ROUTINE 


Date: 03/28/2007 

Attn: SAC (Personal At tent ion) 


From: Inspection 

Tn\zg..qJLlaaf_Lnns ^p.c ti-on. 

Contact : 


IPU^ Room 3Q4 1 


Approved By: 
Drafted By: 
Case ID #; 
Title; (U) 


Miller David Ian 


DECLASSIFIED BY 65179 Drw/KSR/JW 
C&r 05-26-2007 


(U) 263“HQ-0-U 


- ^ 


6 (Pending] 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KINGS 3 556 
OGC/lOB(* 2007-j I b2 


Synopsis: (U) To advise that captioned reporting of potential 

Intel 1 igence Oversight Board ( lOB} violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) G-3 

Dec 20320328 

Enclosure(s) : (U) 2 78 -HQ- C122 9736- VIO Serial 2120 


Reference : 


(U) 278-HQ-C1229736-VI0 Serial 2120 

278-HQ-C1229736-VIO Serial 2203 


Details: (U) Upon review of 


Division' s captioned report 


of a potential lOB violation) TlS~3id not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 


SE^ET//20320328 


iKc\ n|..U‘iOO.i) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 01 / 03/2007 


To: l^JSD 


Attn: IIS 


b2 

b7E 

b6 

b7C 



Attn: NSLB ^LL IHFOMUTIOfI COFTArUED 

HEREIN 13 UHCIhSSIFIED EXCEPT 
SHONW 0THEMI3E 


DATE; 05‘26-2007 

CLASSIFIED BY 65179 D11H/K3R/JF 

PEA30M; 1.4 (C) 

DECLA33IF/ ON: 05-26-2032 


bi 

b6 

b7C 

b7D 

b2 

b7E 


^ Drafted By: 

Case ID #: ~ 2787HQ-^2?q7^fi-yTO " fP^nri^ nn'. ^ 

' ' Title; REPORT OF A POTENTIAL TOR MATTER; 

(U) Synopsis: ' To repor t e potent re 1 I OB matter 


:u>^o 


bl 






DerivedNTxom : 
Declassiw On; 


G-3 

XI 



•S o 


CM 






se'^s^ 


b6 

b7C 



b2 

b7E 


; Q : 

(U) Re ; 


SEC 


IN5D From: 

(X) 27g-HQ-Ci22973C-V:0, 01/03/2C07 




(S) 


(S) 


bl 

b6 

b7C 

bVD 


(S) 


(S) 


(S) 


bl 

b2 

ta7E 

b7D 




, Qg) 1 "V 

.Lh'cJ^Si, lies .'.exeiiu ter - 

; ^ 





lie_ s’jfcsc 1 i ber in forma z ion 

as of the date of execution, 


E 


1 ,1 and not for fhp 

1 1 p s s nj= nr\ l-hf^ 

The .subscriber ,i nf ormat j nn nr-ovideri 

1 1 

1 

— 

1 

1 



lurcnermore the time period the 


(SI 


X.^rLlie.SJlpH in fhp M^T. 






-ILtujs i nfonndL ion supplied [ 
Iwas consistent with the 


n b C- y- 


request oT" 

information provided Q 


I was not i dent i £ irjble""td"" tilie 
subject o't this investigation. Therefcr^j 


] 


erroneous J y- .provided subscriber in format .lcn~" to ' the 'Vbi on a 
person who is not relevant to 'the investigation! 


(S) 


HSL was drafted bv the Cass AaenrI T 

[ Ireouested t he subscriber information |_ 


The_ 


provided 


was sequestered by the Chief Division Council of 

r f ^ ^^1 It. ^ . 



delayed pending review by ADC 




of new 


procedures outlined in EC captioned "REVISED PROCEDURES FOR 
THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD MATTERS", da c ed 1 1 / 1 6/2 0 0 6 . 


♦ ♦ 




FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

b2 

b?E To. 


Inspection 


Date: 02/21/2007 


Attn : 


Attn : 




IIS, 



Fzom; Office of the General Counsel 
HSLB/CILU/Roo m 79-^7 / 

Contact : AGC 


Approved By; Thomas Julie 


Drafted By: 
Case ID #: 
(U) Title: 


mz 


b2 

b6 

b7C 



278-HQ-C1229736-VIO' 


; Pending ) 


INTELLIGENC E OVER SIGHT BOARD 
MATTER 2007 52 


AIL lUrORMATIOW COTJTAINED 
HERJEIM 15 UNCLASSIFIED EXCEPT 
WHEPE SHOWN OTHEPiTlsE 

DATE: 05'26-2007 
CLASSIFIED BY 55175 DHH/KSR/JU 
PEASON: 1.4 (C) 

DECLASSIFY ON: 05-26-2032 


(U) Syndpsis; (X It is the opinion of the Office of the General 

Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (lOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the lOB. Our analysis follows. 


b.2 

b7E 


(U) 


Deriv^ii^Ffom : G-3 

DeclM^ify^On : 25X1 


tU) Administrative:- This electronic communication JFCl ront;^in 

information fromj, II) t he EC dated 01/03/2007 from[ 


Field Office f 


(2) conversation between 


to._0GC__ rep orting a potential lOB matter; 


j 


and OGC regarding this 


potential lOB matter on \J77TTT2m*! ; (3) an email from 

OGC dated 02/15/2007; and (^) automated case support i ACii )~, 


to 


Reference : 


bl 


(U 

(S 


b2 

b7E; 


■2 7^~HQg;C] 2297.3£rVIO Serial 2090 (Pending) 
Serial 21 (Pending) 


(U) Details: By EC dated 01/03/2007, 


requested that OGC 


review the facts of the captioned matter and determine whether it 


b6 

b7C 


0IG®0J REViEVI 
FBi mVESTIGAT 
Cia/DOJ INVESTiGWION: 



f / 



b2 

b7E 


To: 
Re : 



Froin: Office of the General Counsel 

278-HQ-C1229736-VIO, 02/21/2007 


warrants reporting to the lOB* As explained below, in our 
opinion, the FBI is not required to report this matter to the lOB. 


b2 

blE 


bi 

b7D 


(S) 



Division Counsel. 


tU) The President, by Executive Order 12334, dated 
12/04/1981, established the President’s Intelligence Oversight 
Board <PIOB), On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (lOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities. 


bi 






b2 

b7E 



To: From; Office of the General Counsel 

Re: 2 yy-HO-n-229736-VIO, 02/21/2007 


the lOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD) , and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the lOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ( NSIG ) , effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights, 

(U) Violations of provisions that merely are administrative 
in nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to the 
108. The FBI Inspection Division is required, however, to 
maintain records of such administrative violations for three 
years so that the Counsel to the lOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential I OB 
matters . 

(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention ; ( 1 ) telephone and email 

communication records from telephone companies and internet 
service providers {Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which are 

very broadly defined) (Right to Financial Privacy Act, 12 U.S,C,§ 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 

identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§ 1681u(a) and (b) ) ; and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v) . In addition to FCRA, 

15 U.S.C. §§ 1681u(a) and (b) information (financial institutions 
and consumer identifying information), under 15 U.S.C. 1681u{c}, 
if certain factors are met, the FBI is able to obtain full 
consumer reports in both counterintelligence and international 
terrorism investigations by an ex parte court order , 



3 


b2 

b7E 


To: 

Re: 


278-hO-Ct 


From: Office of the General 

229136-VIO, C2/21/20C7 


Counsel 


bl 

b2 

b7E 


bl 

b7D 

b2 

b7E 


C 




] 


he FBI properly served an NSL that requested 

lawful information ■ h n b 1 


1 

I , -J 

1 


I I 


<S) 

(S)- Subscriber information provided 



1 

1 was not identifiable 

to 

the subiect of the 


bl 

invest iqat ion. 1 




1 

b7D I 

1 

Although lawfully obtained, 

because the 



b2 

b7E 


target, as already accomplished, the information should be 
sequestered- with the CDC to protect the poten tial priva cy 
interes ts of Unit ed States persons. Further. I I should 

contact I [ and ask whether the information unrelated to the 

target should be returned or destroyed with appropriate 
documentation to the file. 


(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
lOB. The carrier's mistake is not reportable to the lOB because 
the FBI has not acted unlawfully or contrary to Executive Order 
or Presidential Directive. A record of this decision should be 
maintained in the control file for future review by the Counsel 
to the lOB. 



4 


b2 

b7E 


To; 
Re ; 




From: Office of the General 

278-HQ-C1229736-VIO, 02/21/2007 


Counsel 


LEAD(s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report of the 
potential lOB matter, as well as a copy of the OGC opinion 
concluding that lOB notification is not required, for three years 
for possible review by the Counsel to the lOB, 


b2 

b7E 

b7D 

b:L 


Set Lead 2 : (Action) 


(S) 



X With respect to t he informa tion received KtiaJ^_j.La.s_Dot 
associated with the target, | ~ should contact ! l and 

ask whether such information should be returned or destroyed with 
appropriate documentation to the file. 


cc: Ms. Thomas 


bo 

b7C I 

lOB Library 

♦♦ 



5 


O' O' 


U<cv 01-31-2005) 


SECRi^//20320327 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: C3/27/2007 

To: General Counsel Attn: NSLB 


b6 

7C 


(CJ 


From: Inspection 

Internal Investigations Section, I PU. Room 30^ 1 

Contact: I 


Approved By: 
Drafted By: 
Case ID # : 


Miller David Ian all iMFDRitATiow co^rrAiUED 

HEPXIIJ IS UWCLASSiriEO EXCEPT 

WHEP£ SHOWN OTHERWISE 

()() 278-HQ-C1229736-VIO (Pending) 


Title: (U) 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KINGS 3532 
OGC/lOBtt 2007- 


DATE: 05-26-2007 
CLASSIFIED B'l* 65179 DHH/KSR/JW 
FEASOH: 1.4 (Cl 
DECLASSIFY OH: 05-26-2032 


Synopsis; (U) To report a potential Intelligence Oversight Board 
(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 

(U) Derive^'-'^^e^ET : G-3 

Declag^i'fyXlri; 20320327 

Referer^fe: (U) 278-HQ-C1229736-VIO Serial 20 90 

I ~l 

(U) 2 yy -HD'-'L'iT2y735"'ViO""Seria'i 2229 


b2 

b7E 


The In ternal Investigations Section (IIS) received 
Office dated 01/03/2007, reporting a possible 


Details: (U) 

an EC from I 

lOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident (s) described therein an administrative 
issue. Therefore, no internal investigation will be conducted by 
the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 




SECRET//20320327 


(Rev 0101-2003) 


b2 

b7E 


b6 

b7C 

b2 


b2 

b7E 


S^jSi^ET//20320328 

FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 

:[, - 


To 


From; Inspection 
Internal 

Contact : 


Date: 03/28/2007 

Attn: ADIC (Personal Attention) 

nvestiaations Section. IPU, Room 3041 


Approved By: Miller David 


Drafted Byi 
v^Case ID #: 
Title; (U) 


tiEClASSIFIED BY 651.79 tHH/KSR/JW 
ON 05-26-2007 


(U) 263-HQ-O-U - 757 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING(t 35 32 
OGC/IOB# 2007-f I b2 


Synopsis : (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


(U) 




Derived : G-3 

Declassify^^: 20320328 


Enclosure(s) ; (U) 278 -HQ-C122 9736 -VIO Serial 2090 


Reference ; 


(U) 278-HQ-C1229736-VI0 Serial 2090 

27B-HQ-C1229736-VIO Serial 2229 


Details; (U) Upon review of 


Office' s captioned report 


of a potential lOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(27S-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 




SEC)(eT//20320328 


KD’062 (Kcv 05 (12-2001) 


FEDERAL BUREAU OF INVESTIGATION 

^ ^ M 

Dates 02/07/2006 ,, 


b2 

b7E 

b6 

b7C 


Precedence; ROUTINE 
To; General Counsel 

i Inspection Division 
From: 

Approved By; 


Attn; National Security Law Branch, 
Room 7975 

Internal Investigations Sect. 


(U) 


Drafted By; 



Case ID #: 278 -HQ- C1229736 - VtO (PENDING) - -''K 

27er JC71404 (PENDING) - 

Title; (^4 INTELLIGENCE OVERSIGHT BOARD (lOB) MATTER 
(«! • . w 

S^opsia; ^ Possible lOB error for an unauthorized dissemination 
or intorma t ion * 


(U) ^ 

Details ; 


DerivedxFrptfi : G-3 

DeclassijKOn: XI 


1 . 


bl 

b6 

b7C 


(S) 2. 


3. Possible lOB Error: 
(S) 



b2 

b7E 


S&^RET 

TO: General Counsel From; 

Re: ^ 278-HQ^C1229736-vf0, 02/(57/2006 


b‘i 

b2 

b7E 

b7D 




py of the records were returned 


J The originals were ni rkrpd nn 



jwas informed of the mishap and 

will ensure corrective action is taken. 


b6 

b7C 


Questions concerning this EC or others aspects of the lOB 
process may be addressed to either CDC] ' 

National Security Law Branch. 


and/or OGC, 



! 

t 



f 

i 

I 

» 

i 

t 


To: ~ neral Counsel From: 



Re: )^) 278 -HQ-C122 9736 “VIO, 02/07/2006 

LEAD ( a ) : 

Set Lead 1; (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUT I N E 

To : 


b2 

b7E 


Count er ter rcriSTt 
Inspection 


From: General Ccunsel 

Counter ror i sm Law Unit/ II 
Contact: Patrice I * ifopistansky. 


Date; C3/2^/2C06 

Attn: SAC, CDC 
* A n 

DATE; 05-26-2007 

Attn: IIS CLASSIFIED BY S5175 DHH/KSR/JU 

REASOH: 1.4 (C) 

^DECLASSIFY OH : 05-26-2032 


Approved Bv : Thomas . J 




b6 

b7C 

b2 


Drafted By: 

Case ID # ; ^ 

"Title: • 


all INFOWtATIOM CONTAIHED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 


278-HQ-C122S736-VIO. 


,-aC ( 


INTELLI GENCR OV FRSTGHT BOARD MATTER, 


ICB 200e 


(U) 


Synopsis: It is tte opinion of the Office of the General 

Counsel (CGC) that this matter does not v,'arrant reporting to the 
Intelligence Oversight Board HOB), Submission of this matter to 
the OPR is a matter within the cognizance of the IIS. 


b2 


(U) 




(U) 


Reference 


Derived f^om : G-3 

Declas^^^ On; 03/24/2016 

fe-HQ-C122 97 36~VIO ()<J ’ 


Administrative: (U) This conamunication contains one or more 

footnotes. To read the fcotrjotes, download and print the 
document in WordPerfect 6.1. 


b2 

b7E 


Details : 

Of ^ 


:ice 




Field 


Be^ Qrenced communication from the 

dated 02/07/2006, requested that OGC review the 


facts of the captioned matter and determine whether it warrants 
reporting to the lOB. In our opinion, it does net. Our analysis 
follows . 


b6 
b7C 

Ri ifSf STIGATiOte _ 

Oll/ieJIimTiSWiQS 



.mjhk 




bl 

b2 

b7E 

b7D 


(S) 

(S) 


(S) During the course of the investigation, [ 

issued 3 National Security Letter (NSL) pursuant to the 
Electronic Commun i cat ions Privacy Act, 18 U.S.C, § 2709. That 
statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United Srarps " The NSL was 
addressed to) 1 I 


Tm 


T 


1 


Teques^;,ecl reco.rds received from | — 

ID The reco rds were supposed to be sent to 
I However, \ \ clerks who work on t he nioh t shift 

packaged the records and ' ' *=;'erir- • t tA ] 


rrp xoy 


An 


J who handles its NSLs ultimacely 


obtained posse ssion of the records and realized that they were 
the records cf I I That pers on contactedi [an d sent It a copy 


of the records. | | contacted i [learned th at the 

or iginal rgicords and EC that were intended for | | were 


at 


^and arranged fori 


field office 


physically pick them .up and send them back to 


* See 278-HQ-C1229736-VIO, Serial 1155, dated 02/07/2006 and 

titled ^'Intelligence Oversicht Board (lOB) Matter'' 
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:70 -HQ-C:'229?'3'6"V:0-H5S ■ '(X' ' 03/2V2006 




[ t 

originals to 



b2 

b?E 


:he paperwork and forwar ded the 
By EC dated 02/07/2006, 


reported this matter as a possible lOB violation. (iee tcotnote 1, 
above . ) 


bl 


(U) Section 2.4 of Executive Order (EO) 12863, 
dated 05/13/1993, mandates that Inspectors General and General 
Counsel of the Intellicence Ccmmur.ity components (in the t’EI, 
the Assistant Director, INSD, and the General Counsel, GGC, 
respectively) report to the 103 concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the lOB was known as the President's Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI and the 
lOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
prevision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/C4/19S1, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the lOB. The 
FBI is required, how'sver, to maintain records of such 
administrative violations so that the Counsel to the IQB may 
review them upon request. 


Section V. 11 . , Investigative Techniques, of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Fcreian Intelliaonce Collection (NETG) 



'«> However, the improper dissemination was not of a 

nature of which the NSIG are concerned. The NSIG focus upon 
assuring that information disseminated to other government 


SE C'h^T 
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Re 






i: r OT7I : 

36’VIO-li55- 


SEC^T 

General Counsel 
, 03 / 2-^/2006 


bl 
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(S) 


agencies or to foreign governments is proper since those entities 
have the ability to adversely impact a person's constitutional 
rights if they misuse information. Since this activity involved 
improper dissemina t ion to another private wire cornimunications 
service prcvider, which does not have the same apparent ability 
to adversely impact the rights of the telephone subscriber, we 
nave determined that this event need not be reported to the lOB, 
This was simply an administrative error by night clerical staff 
in sending unclassified telephone records to a service provider 
other than the service provider who owned the records. An 
employee of the other wire communications service provider, a 
person familiar with the NSL process and thus, presumably 
familiar with the non-di sclosure aspect of it, immediately 
reco gnized the mistake and reported it to the records' owner, 

[ and the mistake was rectified. There does not appea r to be 
any potential damage to national security. There was no impact 
upon the rights of a United States person, nor, apparently, the 
non^USP subscriber* There was no improper collection of 
information , 


CONCLUSION 


(U) OGC concludes that this matter does not w a r r o n u 
being reported to the lOB, 
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LEAD(s) : 


h2 Set Lead 1: (INFO) 

b7E 

FIELD OFFICE 


(U) Read and Clear, 

Set Lead 2 -. (INFO) 


CQUKTERTERRORI SM 


AT WA.SHINGTON, DC 
(U) Read and Clear. 

Set Lead 3 : (ACTION) 

INSPECTION 


AT WASHINGTON. DC 

{(J) For review and action deemed appropriate. 


b6 1 - 

b7c 

♦ ♦ 
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Date : 
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Inspection 
General Counsel 
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IIS, Room 7825^' 
NSLB, Room 7947 


From; 



contact: SA 




Approved By: 


Drafted By; 

Case ID #; (U) 278-HQ-C12297 36-VIO { Pending} 

Title; REPORT OF A POTENTIAL I OB MATTER; 

Synopsis; (U) Report of a potential lOB Matter 
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ALL IMFORHATIClK tOHTAIWED 
HEREIH IS urCLASSiriED EXCEPT 
iJHEFE SHOLIN OTHERWISE 
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Reference: (S) 


(UDetails; ■ The substantive investigation and serials of the 

potential JOB ma i~ t p r -i =; — r p f g r-gi-Lf aH above. The relevant— 
i nvn I VR .d is j Her supervisor is S3? 



LSi 






( 5} The ^ potential I OB matter was discovered on 

3was conducting a t horough review of 




12/18/2006 when SA [ 

result q frnm a MatiVyHal 


,NSL) r , 

received the results on or 


material until£ 


1 i receivea cne results on 

L but did nni- rnnHnr-t- a thorough review of the 



(S) 

accompanied by an e 






SC 







prepared a NSL which was 
>n CEO i I 
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b'E Re: (U) 278-HQ-C1229' 


SEb^l 


Jb-VlO, i2/iy/20U6 


(S) 

bl 

b6 

b7C 


irt the U. 


.Lni s agent requested intormation tor te lephone number 
J when the number was intended to be I J 


Therefore, the NSL contained a substantive tjaKiataotacal error. 


Although the NSL was reviewed for errors, SA 
discover the incorrect number. 


did not 



b6 

b7C 

b2 

b7E 


This NSL did glean pertinent information towards 
the substantive case. Only the relevant material from the CD has 
been printed and placed in the substantive file. The material 
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Cxi r 


^ To: Inspection From: I 

Re: (U) 278-HQ-C1229736-VIO, 12/19/2006 

LEAD(s) : 

Set. Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 
(U) Proceed as mandated. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Proceed as mandated. 

♦♦ 
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NSLB/CIL U/Room 7947 


From: 

Contact : 
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Drafted By; 
Case ID #; (U) 
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278-HQ-C1229736-VIO' 


( Pending) 


Title: 


(U) INTELLIGENC E OVERS IGHT BOARD 

b2 MATTER 200?J 


ALL WTdmknm COWTAriJED 
HEPJETH IS IWCLASSiriED EXCEPT 
WHERE SHOWH OTHERWISE 


DATE: 05“26-2007 

CLASSIFIED BY 65179 DHH/PISR/JW 

REASON: 1.4 [C) 

DECLASSIFY OH: 05-26-2032 


(Ul 


Synopsi 

Counsel 


is: 

I (OGC) 


,) It is the opinion of the Office of the General 
that this matter must be reported to the 
Intelligence Oversight Board (lOB) . OGC will prepare and deliver 
the necessary correspondence to the lOB. 


(U) 


X 


Derived Fr^ttt>:<;;lrturtiple Sources 
D e c 1 a s s ireyCO 1 / 2 0 3 2 


Reference: (U) 27S-HQ-C1229736-VIO Serial 1933 

Administrative: (U) (U) This communication contains one or 

more footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details ; T 


hg, ie£erent:ed elpctronic communication (EC) from 

dated 12/19/2006, requested 

tnat OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the lOB. in our opinion, it 
does. Our analysis follows. 


W £l 

L) rec 


Letter (NSL) requesting 
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FBI INVESTIGATib 
OIG/DOJ INVESTIGATION: 


DATE : 




nal Security 


(S) 


DATE 
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(U) 
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1 From: Office of the General Counsel 

278-HQ-Cl22 973 6-^VIO, 02/01/2007 
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I 


I 


MSL also reouesre 


1 

aC 


I 


3 =^ 


] 


[ , Due to an adm^inistrative error in drafting 

the NSL and the accompanying EC, the case agent requested 
information for the wiSAg telephone nuniber. Therefore, the NSL 
contained a substantive typographical error when it v/as sent to 
the provider. 




thorough review of the material 
realized the error. 


the case agent 


Xcr 


~| did contain some pertinent information 
relevant to an ' authorized investigation. The pertinent material 
was printed and placed in the substantive c ase f ile . H owever . 
the non-pertinent material was not printed^ 
been sequestered , 


(S) 


,the case agent received a 

Ithe NSL results. On 12/18/2006, upon a 


itself has 


(U) Section 2.4 of Executive Order (E.O. } 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community (in the FBI, the Assistant 
Director, INSD, and the General Counsel , OGC, respectively) 
report to the lOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive. " This language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
( HSIG ) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights. Violations of provisions 
that are merely administrative in nature need not be reported to 
the lOB. The FBI is required, however, to maintain records of 


A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et seq , . as "a 
citizen of the United States [or] an alien lawfully admitted for permanent 
residence (as defined in section 101(a) (20) of the Immigration and 
Naturalization Act). , . See also Section I.C fo the Attorney General's 

Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG) (2003). 


SEtR^T 
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b2 

b7E 


SECR^ 


To: 

Re: 


[ 


] From: Office of the General Counsel 


(U) 278-HQ-C1229736-VIO, 02/01/2007 


such administrative violations so that the Counsel to the lOB may 
review them upon request. 


bl 


b2 

b7E 


(U) Under the Electronic Communications Privacy Act 
(ECPA) , the FBI may seek telephone and email communication 
records from telephone companies and internet service providers 
when those records '^are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 10 U,S,C, § 2709. Moreover, under 
the NS_IG, WSLs are an authorized technique and may be issued in 
conformity with stat utory reauirp ments during a preliminary or 
full investigation , 


(U) 


Due to inadvertent typographical error, 
esults on a telephone number that was not 


received 

associated with the subject of an authorized investigation. Upon 
realizing the error, the case agent immediately notified her 
supervisor and took the proper steps to sequester the 
information. None of the non-relevant information from the 
original NSL results was uploaded into the FBI computer systems, 
nor was any investigative action taken based on this information. 
However, due to the fact that there was an unauthorized 
collection of presumed U,S, person information, we must report 
this to the lOB. 
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To : I ^ From; Office of the General Counsel 

Re; (U) 278-HQ-C1229736-VIO, 02/01/2007 


LEAD ( s ) : 

Set Lead 1: {Action) 

b2 I 

b7E 


{U) The field should contact the carrier and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation to 
the file. 


Set Lead 2 i (Action) 


INSPECTION 


AT WASHINGTON. DC 


(U) For action deemed appropriate. 


CC : Mg ThnmaQ 


lOB Library 
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♦ ♦ 



4 


DECLASSIFIED BY 6S179 DHH/KSR/Jlil 
OM 05-26-2007 


February 1, 2007 


BY COURIER 


Mr. Stephen Friedman 
Chairman 

Intelligence Oversight Board 
Room 50209 

New Executive Office Building 
725 17*'*' Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman-. 


Enclosed for your information is a self-explanatory 


The memorandum sets forth details of investigative 


activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-KQ-C1229736-VIO - 2294 


b2 


memoroLOdiim entitled "Intelligence Oversight Board Matter 


2007. " (U) 





Mr, Stephen Friedman 



Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 


Sincerely , 


Julie F, Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R, Gonzales 
Attorney General 
U-S. Department of Justice 
Room 5111 


1 - Mr. Matt Olsen 

Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C 
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CLASSIFIED BY 65173 DHH/KSP,/JW 

PEASON: 1,4 (C) 

DEClASSTn’- OH: 05-26-2032 


b2 

b7E 


INTELLIGENCE 

[ 


lOB 


OVERSIGHT BOARD (lOB) 
1 D IVISI ON 
WAITER 2007-j [ (U) 


MATTER 


(S) 


X) ■ I i of the Federal Bureau 

of Investigation [FBi) reported a potential lOB involving a 

National Security Letter (NSL) requested bv l I which through a 

transcription error, sought information about a telephone number' 
belonging to a person who was not the subject of an FBI national 
security investigation. 


I 


(S) 


I 


Jprepared an NSL requesting subscriber information 

* I ~ - - j 

j Due to an administrative 


error in drarting the NSL and the accompanying EC, the case agent 
requested information for the wrong telephone number. Therefore, 
the NSL contained a substantive typographical error when it was 
sent to the provider. 


(s: 


upon a thorough review of the NSL 


results, the case agent noticed the discrepancy in the telephone 
number. The c^se agent immediately notified her supervisor and 
took the proper steps to sequester the information. None of the 
non-relevant information from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on this information. 

Ck to inadvertent typographical error, i I receiveri 

Ni>L results on a telephone number that was not associated with 
the subject of an authorized investigation. However, due to the 
■ ^act that there was an unauthorized collection of presumed U.S. 
person information, the error is a reportable matter under 
Section 2.4 of Executive Order 12863. 


Derived f ronhs>Tult iple Sources 
Declass if 02/01/20 32 


SEC^T 


SECRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 

To: Inspection 

General Counsel 


a 

Date: 12/18/2006 

Attn; IIS, Room 11861 
Attn: NSLB, Room 7975 


b2 



{TJ) 

(U) 


Synopsis: Possible lOB error for non-compliance with a 

requirement of Che Attorney General. 


' ■ X 

bi Reference; (S) 



Deriv^ 




G-3 


Enclo3ure(3): (U) Enclosed for Che case files are one copy of 

the referenced EC* 


bl 
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b7C 
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o2 

b7E 
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tU) Re: 


SEbR^l 
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Inspection From: 

278-HQ-C1229736 - VIO, 1271872006 


bi 

b6 

blC 

b7D 


bl 

b6 

b7C 

(S) 

b6 

b7C 

b7D 

bl 

bl 

b?D 

(S)b6 

b7C 

b6 

b7C 


(U) b6 
(U) 


uno Supervisors: SSA , 

A ^ A/^ 


A/SSA 

Possible I OB Error : 

Collection of toll billing records via National 
Security Letter (NSL) on a person not related to the 
investigation . 


(S) SA 


submitted an HSL C 


1 


1 tor the telephone siihsrri hPr P 


a 


(S) I , , ~l SaI J was assigned the case 

reviewed the records provided by | |in response to the NSL. 


was assigned the case and 


(S) Upon review of the records, SA 

that the incorrect telephone numbe r, | 

in the NSL and records provided by | [ Were an unrelated 

third party. The unrelated third party is presumed to be an 
USPER, 


identified 
was requested 


provid edj_ 
in EG,r^^ 


O n 03/15/2006, destroyed all documents 


]and documented the destructio n of the documents 


he 

) An NSL 1 

1 was then t tpd t n 1 



(X 

mentioned act 

1 On 12/18/2006, SA 
lions needed to be r< 

BDortl 

was advised that. the above 
as an TOR vi r>l t on . 


(U) 
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b7E 


l^J’ Rfe:- ^) 278-HQ-C1229736 - VIO, 12/18/2006 


To: Inspection From; 


LEAD(s) : 

Set Lead 1; (Action) 

INSPECTION 

AT WASHINGTON. DC 
(U) Read and clear. 

Set Lead 2: (Action) 

GENERAL COtJNSRT, 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements . 


♦♦ 
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^vny psis ; Documents destruction of incorre ct results from 

perta^ining to National Security Letter (NSL) 
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Inspection 


From: Office of the General Counsel 
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Approved By: 


Drafted By: 
Case 'id # 
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278 -HQ-C122 9736- VIO" 


Pending ) 


Title; 


INTELLIGENC E OVRRS TUHT BOARD 
MATTER 2007- ^2 


Synopsis; - • it is the opinion of the Office of the General 

Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board [lOB) . OGC will prepare and deliver 
the necessary correspondence to the lOB. 


(U) 


Derived\^rom : g-3 

Declassify On; 25X1 


Reference: 278-HQ-C1229736-VIO Serial 19 95 

By electronic c ommunication 

jField Office^ 

3f the captioff 


Details : 

the 


£C) dated 12/18/2006, 

. I - - — I requested that OGC 

review t he tacts of the ca ptionba matter aha determine whether it 
warrants reporting to the lOB. In our opinion, it does. Our 
analysis follows. 


(S) 


case agent, suuJlliLLeu a iMationai security Letter (NSL) seeking 



SEC^T 
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blE 
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b7C 
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To: 

Re: 


From: 

27&-HQ"-C122 9736-VIO^ 



Office of the General Counsel 
01/23/2007 




lolgphono j records of a certain target. Dug 

typographical error, the t elephone number on the NSL 
erroneously t ransci: ibed . ^ I 1 SA 


to a 


3 


was 


assigned the case and he reviewed the telephone reoo ^trds an 
derermi ned that they were not the target's records. 


03/1 

and reco 


jimme diatel V 

5/2006, SA I I d 
records and provi 


1 


y ceased review of the telephone records. Cn 
destroyed all improperly collected documents 
ided an EC to the case file.^ 


[ U ) The President , by Executive Order 12334 , dated 
12/04/1981/ established the President's Intelligence Oversight 
Board ^PIOB), On 09/13/1993/ by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (lOB) and 
established the Board as a standing committee of the President’s 
Foreign Intelligence Advisory Board. Among its responsibi 1 i t ies, 
the lOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence col lect ion . 


(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the lOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General’s Guidelines for FBI National Security Investigations and 
boreiqn Intelligence Collection ( NSIG ) , effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 


(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 


' (E) In order to avoid any further dissemi na tion of this 
incorrect telephone number, the number is not being listed in 
this document. 




^ On I2/18/2QQ6, | ~ j realized that this 

incident constituted an lOB violation and promptly reported the 
matter to OGC and the Inspection Division. 
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To; 
Re ; 


I From: 

27 8-liQ-C12297 36*VIO. 



Office of the General 
01/23/2007 


Counsel 


bl 


ensure the protection of individual rights are generalJ.y not 
reported to the lOB. The FBI Inspection Division is required, 
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"administrative in nature" must be made by OGC . Therefore, such 
administrative violations must be reported as potential lOB 
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CJI X NSLs are a specific type of investigative 

that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 

communicat ion records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U,S-C* § 2709); (2) records of financial institutions (which is 

very broadly defined) (Right to Financial Privacy Act, 12 U.S*C.§ 
3^ (a ) ( 5) (A) ) ; (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U*S,C,§§ 1681u{a) and (b)); and { 4 ) 
full credit report in an interna t ional terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v) . NSLs may be issued in 
conf ‘ — rp gu 1 r emen t s , including 18 U.3*C, § 

2709. 


Ts^ In this situation, due to the incorrect number 
stated in the NSL, the FBI received telephone toll billing 
records pertaining to a telephone number that was neither under 
investigation nor related to an investigation* Therefore, the 
information was improperly collected, although unintentionally 
so, in violation of the NSIG and ECPA. 


(U) Here, the target's rights were not violated because 
he was not the subject of the improperly collected information. 

It is unknown whether the erroneous information received 
pertained to a United States Person, inasmuch as there has been 
no review of the information. Nonetheless, based upon the fact 
that information which may be about a USP was improperly, 
although inadverten t ly, collected, and in accordance with the 
reporting requirements of Section 2^4 of Executive Order 12863, 
OGC will prepare a cover letter and a memorandum to report this 
matter to the lOB. 
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mem orandum entitled "Intelligence Oversight Board Matter 


activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
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Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
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1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 


1 - Mr. Matt Olsen 

Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 
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to the lOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the lOB. Our analysis follows. 
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W As required by Executive Order (E.O.) 12863 and 

Section 2-56 of the National Foreign Intelligence Program Manual 
( NFIPM ) , OGC was tasked to determine whether the surveillance 
errors described here are matters which must be reported to the 
lOB. They must . 


<U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Corrmunity components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the lOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive. " 
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Mr . Stephen Friedman 
Chairman 

Intelligence Oversight Board 
Room S0209 

New Executive Office Building 
725 17'^^ Street, Northwest 
Washington, 

Dear Mr. Friedman: 


Enclosed for your information is a self-explanatory 


memoraxu±L|m entitled “Intelligence Oversight Board Matter 
2007| I’’ (U) 


The memorandum sets forth details of investigative 


activity which the FBI has determined was conducted contrary to 
Che Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience , (U) 


1 " The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 


1 - Mr. Matt Olsen 

Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C 

1 - Ms. Margaret Skel ly-Nolen 
Acting Counsel 

Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 


Sincerely, 


Julie F . Thomas 
Deputy General Counsel 
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(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (lOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board, Among its responsibilities, 
the I OB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC ) , respectively) report to the I OB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection f NSIG ) , effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1961, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the I OB, The FBI 
Inspection Division is required, however, to maintain records of 
such admini st rat i ve violations for three years so that the 
Counsel to the lOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential lOB matters. 



l)7E 


bl 




To 

Re’ ^ 




SEO^ET 

From: Office of the General Counsel 

278-HQ-C1229736-VIO, 02/26/2007 


(U) w 

j/5^ NSLs are a sped f ic type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 

records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 

records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.S 3414(a)(5)(A)); (3) a 

list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U'.S.C.§§ 1681u{a) and (b) ) ; and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in co nformity with statutj orv 
requirements, including 18 U.S.C, § 2709. 


(U) 


()b() Here, due to the incorrect number stated in the 
NSL, the FBI received records pertaining to a telephone number 
that was not relevant to an authorized investigation. Therefore, 
the information was improperly collected, although 
unintentionally so, in violation of the NSIG and ECPA. 
Accordingly, this incident must be reported to the lOB . 

In accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, OGC will prepare a cover 
letter and a memorandum to report this matter to the lOB . 
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To: 
Re : 




From: Office of the General Counsel 
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b7E 


LEAD (S) : 


Set Lead 1 ; (Action) 



(U) 


Field Office should contact the 


carrier and ask whether the improperly or unintentionally 
acquired information should be returned or destroyed with 
appropriate documentation to the file. 


Set Lead 2 : (Info) 


COUNTERTERRORISM 

AT WASHINGTON , D , C . 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, D.C, 

(U) For action deemed appropriate. 


CC : Me; ThrhiTi,=i Q 
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February 26 , 2007 
BY COURIER 


Mr. Stephen Friedman 
Chairman 

Intelligence Oversight Board 

Room 5 0209 DECLASSIFIED BY 65179 DKH/KSR/JU 

New Executive Office Building qjj 05-26-Z007 

725 17^^ Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memo randum entitled ''Intelligence Oversight Board Matter 
20C7- | [ ' (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders ^ or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted* 
(U) 

Enclosure 

1 ' 278-HQ-C1229736-VIO - 2321 

UNCLA&SIEiED WHEN 
DETACHEfeC^FROM 
CLASSITira ENCLOSURE 

DerivecK^om; 

Declas^^^ry On; 



G-3 

02/26/2032 



Mr. Stephen Friedman 

Should you or any member ot your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 


Sincerely, 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R . Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 

Deputy Assistant Attorney General 
National Security Division 
U. S. Department of Justice 
Room 22D0 C 

1 - Ms - Margaret Skelly^Nolen 
Acting Counsel 

Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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(S) By electronic communication date d Gani i a' Q /' 7 ^ , 


FBI) 


J'ield 


2007, the Federal Rn-rpan nf Invest iaat ion 

Office reported that,! ^ ^ | the FBI issued a 

National Security Lette r (NSL) seeking subscriber information [_ 

I records . Due to a ty pographical erro r 
marlp hv the FBI on the NSL, the FBI obtained I , , ■ I 


I {records pertaining to a telephon e number that was not 

relevairt to an authorized investigation, | 


Thus , the matter is being reported to the lOB. 


^(S) The FBI deleted the information I 

1 and sequestered the data. The FBI will return the 
inadvertently obtained data to the telephone carrier, or destroy 
the data with documentation to the file. 
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DATE: 05-^7-^007 

CLASSIFIED BY 6517$ DMH/XSR/JW 

FJEASOII; 1,4 (C) 

DECLASSIFY OH: 05‘27^Z0?2 


Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (lOB) ERROR 

To report possible 103 error * 


Synopsis r 

(U! X 


Deriv^dJf^om : G - 3 

Decla^^r^ On: XI 


(U) 


Details 
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bi 


Inspection From; 

)^) 278-HQ-C1229736-VIO, 01/19/2007 



review 


case agent no 


■ 1 the case agent d id not 

_Jin£ormation unrll I I Qa 

ticed I 


I (The HSL that was ’’serv^ to] h ~ 

should not 


speciticaiiy noted |_ 

be included^ The case agent immediately sequestered the original 
results that were stored in the 1-A en velope as w ell as the copy that 
was made from the original. Since the I I CPC was out of the 

office on 01/16/2007 and 01/17/2007, the case agent was not able to 
notify the CDC about this matter until 01/18/2007. On Q1/1 R/2QQ7 thp 
cas e agent provide d the original and copy of the records to 
CDC I 


(s£ 


records orovidedl 


it was determined Lhat l iprovide 


Iseaupaterpri and fho^P rprnrdgi 


£ 2 . 




will 


maintain the Request ered and sealed records under locked conditions 


his office. 

the improperl'y provided[ 
for inve stigat ive purpose s 
I | to the [ 


J information to the case agent 




in that such records were properly provided 
Division in response to the above-stated NSL. 


(S) 


No information pertainin 
information was entered into ACS 


1 


to the tai nt ed | 

_ lin former inn 


] 


IS being stored in the 1-A at this time 
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To; inspection From: | 

Re; ysf 278-HQ-C1229736-VIO, 01/19/2007 

LEAD(s) J 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
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Counterterrorism 
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Counterterrorism Law Unit 
Room 7975 

Internal Investigations 
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ITOS 1/ CONUS I; Team 3 
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Contact : 

Approved By: 

Drafted By; 

Case ID (U) 27B -HQ- C1229736-VIQ-- mu> 
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(S) 


Title : 


(U) 
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OVERSIGHT BOARD (lOB) MATTER 
SSA 
TFO 


AU iIJMjRMATION COUTAIHED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHEPE SHOWN OTHERWISE 


DATE: 05-30-2007 

CLASSIFIED BY c517S/DHH/KSR/RW 

PEASOH; 1.4 (c) 

DECLASSIFY OH: 05-30-2032 

1073946 


Synopsis: (U) Report of a potential lOB matter to the National 

Security Law Branch (NSLB) , Counterterrorism Law Unit (CLU) , and 
the Inspection Division (ID) Internal Investigations Section 
(IIS), as required in the 2/10/2005. Inspection Division's EC to 
All Divisions entitled "Revised Procedures for the Submission of 
Reports of Potential Intelligence Oversight Board (lOB) Matters", 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence i ROUTINE 
To; Inspection 

General Counsel 


Date; 08/23/2006 


Attn: 

Attn; 


IIS 

Room 11102 
NSLB 

Room 7975 


Prom; 


Chief Divisiop_Cmm&&i 
Contact: CDC 
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b7E 
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b7E 
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b6 

b7C 
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Approved By: 


Drafted By: 


Case ID #: (S) 
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DATE: OS-30-2007 

CLASSIFIED BY CS173/DHH/KSR/RU 

PEASOH: 1.*^ (c) 

CLASSIFY OK: 05-30-2032 


1073946 


2Vy-HO-Clli25736-Vlo (Pending) 

Title. X . -■-Pes^ble inteU iaence Oversight RoarH M^bbAr- 


Synopsis: ^ Provides notification of potential lOB matter for 

reporting as necessary. 


tU) 


X 


DgciarsSli?yOrn — -3U^ 
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b2 

b7E To: 
bX Re : 


Inspection From : F 




SECRKT/ORBpN/NOFORN 


(S) 


08 / 23/2006 


bi 

b6 

b7C 


iSi 




^fi/nr/TJP^ 1 L 



fs /nr /MFi 1 ! 




(S/OC/NF) 1 


fS/OC/MF^ r 




{<^/nr /MTT^ 




S ECRET/QHam/NOFORN 


2 


bl 


b2 

blZ 

bl 


<S) 


b6 

b7C 



(U) The name. 


, was queried 

through on* X ins cornTnsrcia.1 d^tcibssss with DOfii t S 



rni On 04/10/2006 

1 learned 

that the 

previous residence nfl 



L_J 


(U) 


learned that 


(S) An nsl[ 


= IJ-UI. anuscriDer inrorr 

and toll billing records was issued to the commnni rab i 

provider of the above telephone nnmhp-rgl 


for subscriber information 

= 3 ^ 



(S) 2) The telep hone number was also by 

a partv other than^ T ^ 



SECRET/O^JS^^OFORN 

3 


b2 

b7E 

bi 


SECRET /ORCON/NS^RN 


To; 

Re; 


(S) 









bi 

b6 

b7C 

h2 

b7E 



(S) 





(S) 

4} The telephone number was also subscribed tn hv 


a party other than) 1 




(S) 



. ^ The toll records provided by 

the communications carrier with regard to the other parties have 


fto 


(U) 


b6 

b7C 

b2 

b7E 


not been utilized or uploaded byp 
tn; 


On 08/22/2006, it was brought to the attention of 
I that the above incident may constitute an 
il *^p nce Oversight Board violation. On the aamp Hav . I 
jsrought this matter to the attention of 
Tcr j, V J.axuu ' CDC . 


lU) 


(U) 


. Remedial act ion, if deemed appropriate , will 

include the permanent ACS charge -out of the communication 
identifying the other party, as well providing all hard-copy toll 
records related to the other party to CDC for whatever action 
deemed appropriate. 

National Foreign Intelligence Program Manual, 
Section 2-02, states that there are certain investigative 
activities which are permitted in the absence of formally 
authorized inquiries and investigations. The collection of 
information pertaining to the other party as described above is 
not one of those activities. Nontheless, it was never the intent 
or the captioned employees to capture information concerning an 
individual who is not under investigation. 


SECRET/ 


NOFORN 
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d2 
ta7E 
bl • 


TO: 



NOPORN 


LEAD(s} : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) The Internal Investigation Section is requested to 
determine if the matter described in this communication 
constitutes a reportable lOB issue. 

Set Lead 2; (Action) 


GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to determine if the matter 
described in this communication constitutes a reportable lOB 
issue . 


♦♦ 
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Attn : CD 
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j 1 


Inspection 


From: General Counsel 


Attn: Intern al Investigat ive Section 


Attn; 


National Q&f n-ri R-r-ari^hl 

Contact : 


Approved By; 
Drafted By; 


Case ID #; X 278-HQ-C1229736-V10— ^ 

Intelligence Over sight Boar d 
(lOB) Matter 2Q06 | ] 


Title: (U) 


b2 


Room 11865 



ALL IHFOFsKATIOM CONTAINEI) 
HEREIN IS UNCLASSIFIED EXCEPT 
UHERE SHOWN OTHERWISE 


DATE; 05-30-2007 

CLASSIFIED BY 65179/DIIH/K3F/RW 

REASON: 1.4 (c) 

aU; 05'3Q-Z032 


Synopsis: It is the opinion of the Office of the General Coxmsel 

(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (lOB) . Our analysis follows. 


£U) 


(u) 

Reference : 

bi (S) 



278-HQ-C12 29736-VIO Seri 


al 1602 (Pending) 
(Pending) 


Administrative: (U) This communication contains one or more footnotes. 

To read the footnotes, download and print the document in Corel 
WordPerfect . 


Details 1 ^ By electronic communication (ec^ da^ad_^»g^lg^ 23, 2006 and 

referenced above, thej [Division [reported to the 

, OGC s National Security Law Branch (NSLB) and the Inspect ion Division this 
potential lOB matter. 



To : 

to R€i 



Counterterrorism From: General Counsel 

<) 278-HQ-C1229736-VIO, 10/20/2006 
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!DI 



bl 

b2 

b7E 

b6 

blC 


CsJ 

Security Letter' 




issued a National 


INSL) to the provider in order to obtain subscriber 
information and t oll records for the telephone numbers 

for the period of | i 


b2 

b7E 


NSLf 


eg) C 


■(C) 


Division the results of the 

J ; a reviewing the 


1 learned that one of the tele(S)ae numbers in 


record 

questi' ^ ^as subscribed by two separate 
rec^uested period of coverage. 


r 


1 


bl 

b2 

b7E 

b6 

b7C 

‘iS) 


I did not provide any toll information outside 
the period requested in t , „ . flSL . 

(S) 

ANALYSIS 

X As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM) , OGC was tasked to determine 
whether the errors described here are matters that should be reported 
to the lOB. We believe that the reported activity does not require 
lOB notification. 


(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the lOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be \m lawful or contrary to Executive order 
or Presidential directive." This language has been interpreted to 
mandate the reporting of any violation of guidelines or regulations 
approved by the Attorney General, in accordance with E.O. -12333, if 

SE^ 


[EC^T 




To; 

Re: 


Counterterrorism From: General Counsel 

278-HQ-C1229736-VIO, 10/20/2006 


bL 


bi 

b2 

b7E 


(U) 


(U) 


(S) 


bl 


such provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E,0. 12333 , unless they 
involve purely administrative matters,^ For the FBI, OGC submits 
reports to the lOB , ’ 


(U) 






^ NSIG 1 Introduction) IS) 


at 4* Section 2-56 of the NFIPM identifies as reportable to the lOB 
unauthorized investigations, the use of unlawful methods and 
techniques, exceeding the authorized scope of permitted activities, 
and failing to adhere to minimization requirements.^ 



the request for one of the telephone numbc^ g . The information 
provided indicated that [ 1 the subscriber of one of 

the telephone numbers was the target of a duly authorized 

tS) 

^ See EC from Inspection Division to All Divisions; Title: 

Revised^Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (lOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005) , The FBI is required to maintain for 
three years records of administrative violations, for possible review 
by the Counsel to the lOB, together with a copy of the opinion 
concerning the basis for the determination that lOB notification was 
not required. Id, at 6, 

) See id, at 4, 


^ also id. at 5, identifying reportable matters as 

ding: Ti) activities believed to be unlawful or contrary to 


including 

Executive Orders or Presidential direct ives 
of the Constitution: 


12L 


atyi rir>e 





(5) initiating a form of 
without author! 5:at i on from tho 




FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a SISC Order, 




b6 

hlC 

bl 


(U) 


To : 
Re : 



Counterterrorism From : General Counsel 



278-HQ-C1229736-VIO, 


10/20/2006 


(S) 

(S) 


investigation, A legitimately issued NSL resulted in obtaining 
information that indicat ed that the target of the investigation^ 


telephone nu ^ersf 


had indeed been the subscriber of one of the 
The informat ion obtained 

^as described in 


falls within \ 

the NSIG and thus, need not be reporte^J to the JOB pursuant to E,0, 
12863 , 
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tuntert error ism From : General Counsel 

^3 278-HQ-C1229736-VIO, 10/20/2006 


LEAD (a): 

b2 
b7E 


(U) For review and action deemed appropriate. 

Set Lead 2: (Discretionary) 

COUNTERTERRORISM 
AT ITOS II 

(U) For review euid action deemed appropriate. 
Set Lead 3t (Action) 


Set Lead 1; (Discretionary 

r 

\ 

— 1 


Z] 


INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight 
Board (lOB) Matters, retain a record of the report of a 
potential lOB matter for three years for possible review by 
the Counsel to the lOB, together with a copy of the OGC 
opinion concerning the basis for the determination that lOB 
notification is not required. 
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Details : 

he FBI provided information regarding a potential lOB matter <2006 
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^ issued a 


NSL To a teiecommunicati^ provider to obtain subscriber information and toll records for 
two telephone numbers . 


Upon reviewing the requested informat ion 


^determined that one of the telephone 


numbers was subscribed to by two separate individuals during the requested period of 
coverage . 

FBI/OGC determined that this matter does not need to be reported to the lOB. 
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A PEASOH: 1.4 (c,d) 

DECIASSIFV Off; 05-31-2032 


(U) 


(U) 


INTELLniKHLh, UyEHyiGHT BOARD (lOB) ERROR 
Synopsis: (^) To report possible lOB error. 

X "Deittved-ton 


(UJ 



Possible rOB Error 


(U) 



Description of lOB Error (includi 
delays) . 


ng any reporting 




6 > C 
Q^6s 


SEC^j^//20310922 



(U) 


SE^^//20310922 


To : 

. Re:. 


Inspection From: 


] 


278-HQ-C1229736-VIO, 09/22/2006 


accordanc e wj-tH the Atti^xn 
served by[ 


provided the results of the NSL t 


was prepared and approved in 
y General Gui delines. The HSL wa i=: 
Office ^nd on I \ 




Field Office. 


b2 

b7E 

bl 

b7D 


(S) A review of the results of the NSL revealed i-harl 1 

1 . .. ■ ■ 

r 


1 


was not 


t was n 

recljUeistea oy me fbi. This information was not utilized by the 
case agent in any analysis nor was it documented in the case file 




SECRET/7#031 0 922 



b2 

b7E 


To: Inspection From: I 

(0) Re: 278-HQ-C1229736-VIO, 09/22/2006 

LEAD (3) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 



FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To; 


Date: 12/15/2006 


be 

b7C 

b2 

b7E 


Counterintelligence 

Inspection 


Attn: 

A SAC 
CDC 



Attn ! 

CD- 

IB- - - 


ss; 


Attn : 

IIS, 

Room 11861 

,^el 





Contact: AGC 

Approved By: Thom^c .n,i ^ 


3 DD 


Drafted By: 




DATE: 05‘3i-2007 

CLASSIFIED BY 65175 /DUH/KSP./M 

PEASOIJ: 1.4 (c,d) 

DECLA33IF/ ON: 05-31'2032 


^2^ 2 7e -HQ- C12 2 973 6-VrO<pinHiT.ql 

<A 62fnA89«5-IOB (C 1 osJ 5)-9 

(U) " Title: (V intelligence OVERSIGHT BOARD MATTER 

\ b2 

cSInlel^IoG^thL^fh^^® opinion of the Office of the General 
Intelligence Oversight\oard^TlOR?^ merit reporting to the 


(U) 



b2 

b7E 


Reference : 


(U) 

(U) 


ALL IHFOPIIATIOH COMTAIWED 
HEREIN 13 UNCLASSIFIED EXCEPT 
lilHERE SHOtJN OTHERWISE 


62f| I-A89455 Serial 4 

278 -HQ-C1229736 -VIO Serial 1709 

••' ggg -F e vlew thl ^cts°of thr^fT 09/22/2006, requested that 

whether it w;^e«s%Jpcr?inr?“tSf 

does not. Our analysis follows. opinion, it 


o/q/dojrevievk 
jWESTIGATl I 

^^^^/NVfSr/GAr/ON; 



h6 

b7c 


b2 

b7E 


To: 
Re : 


SE^I^^ 

From: Office of the General Counsel 

278-HQ-C1229736-VIO, 12/15/2006 


bl 

b6 

blC 


J 


(s) 


bl 

b6 

b7C 

b2 

b7E 


(S) 


(S) 

la Electronic Communication Privaev 



1 


J The WtSL* was properly prepared and served 


{TJ) 


b2 

b7E 


[ 


Office foundr 


Field Office” 

(X) Among the responsive records, however. 1 


responsive records to 

Field 




p.nf ormation 

Dues me the"'scope oi the information sought by the NSL and 
triggered this inquiry. Upon discovering the apparent error, the 
case agent took note that 

the information was never utilized by the FBI in any way, nor 
was it included or documented in the case file, 

(U) Section 2,4 of Executive Order (E,0.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the I OB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the lOB was known as the President's Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI and the 
lOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the KSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O, 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons , 


(S) Here, an error on the part 


resulted in 


the unintentional acquisition of information outside the scope of 


SE( 


b7D 

bl 


b2 

b7E 


To: 

Re: 


From: Office of the General 

278-HQ'C1229736‘VIO, 12/15/2006 


Counsel 


b7D 

bl 

b2 

b7E 


(S) 

(S) 


the NSL, T ^ Rhrml hp noted that the FBI's actions after 
receivinq l overbroad re sr>onse to the NSL were 

commendable: Upon learning [had provided information 

beyond the scope of the NSL, the ] i Field Office took steps 

to ensure that the information was not disseminated and requested 
legal guidance . 


i^) Examination of the record reveals no evidence of 

unlawful actions by the FBI or actions contrary to Executive 
Order or President ial Directive . Accordingly, we opine that this 
incident is not reportable to the lOB. By this EC, we request 
b2 that the ! | Field Office sequester and destroy any remaining 

b7£ record of the two email transactions giving rise to this inquiry. 
Inspection is hereby requested to maintain a copy of this record 
in the event that it is requested by the Counsel to the lOB. 



3 



To: 

Re; 


J From: Office of the General Counsel 

278-HQ-C122973g-VIO, 12/15/2006 


b2 

bTE 


LKAD<s) : 

Set Lead 1: (Info) 




AT 

^ 


(U) For information. 
Set Lead 2; (Info) 

COUNTER I ITTELL I GENCE 

AT WASHINGTON. DC 
(U) For information. 
Set Lead 3: (Info) 


CCj 

b6 

b?C 


INSPECTION 

AT WASHINGTON . DC 
(U) For information. 
Ms. Thomag 


] 


lOB Library 


♦♦ 



'Rev. 01 -jJ -2003) 


FEDERAL BUREAU OF INVESTIGATION 


b6 

b7C 

b2 


Precedence: ROUTINE 


Date: 01/11/2007 


To: General Counsel 


Attn: NSLB 


From: Inspection 

Internal Inve stigations Section - tpu. Rnnm.~ui4i 
Contact : CRS 


Approved By: Miller David 

Drafted By: 1 J 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 


ALL IlirOPKATIOW tOIJTAINED 

HEREIII 13 UWCLASSIFIED 

DATE 05-30-2002 BY 65179/DKH/KSR/BU 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KINGit 293 
OGC/IOB# 2007-1 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 



Reference: (U) 278-HQ-C1229736-V10 Serial 1709 

278-HQ-C1229736-VIO Serial 1913 

Details: (U) The Internal Investigations Section (IIS) received 

an EC f rOTT i i Division dated 09/22/2006, reporting a possible 

lOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 


♦♦ 


rRcv. 0l-3t-2003) 



S^6ft^//20320124 

FEDERAL BUREAU OF INVESTIGATION 


b2 

bTE 

b6 

b7C 


Precedence i ROUTINE 
To: 


Date: 01/24/2007 

Attn : SAC { Personal At tent ion) 


Front: Inspection 

Internal Investigations Section, IPU, Room 


Contact ; CRS 


Approved By; Miller David Ian 


wr 


Drafted By: 

/ 

Case ID #: 




DEC LASS I TIED BY 65179/DHH/KSR/RM 
OM 05-30-2007 


(U) 263-HQ-O-U - 610 (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KIMG^2 930 
OGC/IOB# 2QQ7 [ | t,2 

Synopsis: tU) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X 

Enclosure(s) : (U) 278-HQ-C1229736-VI0 Serial 1709 



b2 

b7E 


Reference: (U) 278-HQ-C1229736-VIO Serial 1709 

278-HQ-C1229736-VIO Serial 1913 


Division's captioned report 


Details: (U) Upon review of 

of a potential lOB violation, IIS did not find the matter 
indicative of willful misconduct, IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-CI229736, serial 2570). 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE, 


♦♦ 


S 


//20320124 


U.S. Departme .)f Justice 

Office of the Inspector General 



Wnsiiifiyhm, DC 205.10 


DATE: January 24, 2007 

TO: Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau oflnvestigation 


FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


ALL FBI IHFORMATIOW COKTAIHEti 

HEPEIH 13 UNCLASSIFIED 

DATE 05-31-2007 BY t:S17?/PHH/K3PyRU 


SUBJECT: OIG Complaint No. 2007002509 

Subject: Unidentified! 

FBI No. 263-0-U-610^ 


b2 

b7E 


We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifyjftg information may hiave been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency^ you may contact the 
Assistant Inspector General for I itves ligations. 


Please be advised thai> where adverse action is not contemplated* the subject of an investigation does not have a 
right 10 have access to an OIG Keport/Referral or to the identities of complainants or witnesses* and that, in all 
eases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act 


Attachment 


OK.; - TNVEST.IGATIONS DIVISION 

Complaint Form OIG NO s : 


639-2007-002509-M 

Received By: 

1 ,_j 

I Date Received : 12/21/2006 


How Received: A 


SUBJECT: Unidentiliod, FBI 

Title: UNID Pay Plan: 

CompOTient : FBI EOD Date: 

Wise: 

Home : 

Phone: ZIP: 

Work: 

Phone: ZIP: 


COMPLAINANT, 

T.ltle: ATTy’ 

Conjponent: FBI 

— 

Home : I 

Phone : '“w - 

Wo i: k t , f ^ 
Phone: (202) 

Con f ident ial ; *- 


Pay Plan: 
EOD Date: 

ZD 

ZIP: 

ZIP; 

Revealed: 


SSWO: 

D*0, B. : 

Alien Nc- : 

F.B* I ,No, : 

B*0* P.No. : 

D/L No . : , . - 

Offenses: I [ 


S3 NO: 



D*0*B* : 



Alien No* : 



F,B. I.No. : 

b6 

B.O. P.No. ; 

blC 

D/L No. ; 

b2 


Authority: none 


Details: 

The FBI provided information regarding a potential lOB matter (2Q07 [ | 


b2 

bl 


(SI 


, : ] 

J Among the responsive records, it was 


learned that two transaction contained information outside the scope sought by the National 
Security Letter (NSL) * Upon discovering the error, it was noted the information was never 
utilized by the FBI nor included or documented in the case file* 

It J.S the opinion of the Office of the General Counsel that this matter need not be reported 
to the _I0B 


ALLEGATIONS: 689 lOB Violation 

Occu rrence Da.te : TIME: 

CITyI 1 State: 


b2 

b?E 


Zip : 


DISPOSITION DATA: Disposition: M 


Date: 01/23/2007 


Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/23/2007 Component: FBI 

Patriot Act: n Civil Riqhts: N 

Whistleblower: N 


Sensitive: N 


Component Number : 263-0-U-610 
Consolidated Case Number: 


Rema r ks : 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ* 

01/24/07: Sent to Kaiser / FBI / INSD (dz) 


DATE: OS-23-2007 
FBI IMFO. 

CLASSIFIED BY 6Sl79/djflh/k3r/calc 
PEA?0U: 1.^ (c) 

DECLASSIFY OH: 06-23-2032 


1 Of L 


Printed 01/23/2007 


2: :9:57 


(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


b2 

b?E 


Precedence: ROUTINE Date: 01/11/2007 

To: General Counsel Attn: NSLB 


Prom: Inspection 

Internal Inve stigations Section. IPU. Room 3041 

Contact ; CRS | 


Approved By: 


Miller David 


Iafppt(u|^ 


Drafted By: 


Tkas 


b6 

b7c 

b2 




ALL INFORIIATIOW CdFrAIIJED 

HEREIM IS UNCLASSIFIED 

DATE 05-30-2007 BY 65179/DJIH/K3R/KW 


Case ID #: 


(U) 278-HQ-C1229736-VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKINGS 2930 
OGC/IOB# 20071 I b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278-HQ-C1229736-VI0 Serial 1709 

278-HQ-C1229736-VIO Serial 1913 

Details: (U) The Internal Investigations Section (IIS) received 

an EC from f ~l Division dated 09/22/2006, reporting a possible 

lOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever act ion they deem appropriate . 


♦♦ 


Freedom of Information 

and 

Privacy Acts 


SUBJECT: NATIONAL SECURITY LETTERS 
FOLDER : ^ 3 ■ 0 - U ' I 8 



Federal Bureau of Investigation 



[ftov 


SE59RET 

FEDERAL. BUREAU INVESTIGATION 




b2 

b7E 

b6 

b7C 


Precedence : ROUTINE 

To: General Counsel 

Inspection Division 
Counterterrorism 


Attn: 


Date: 10/03/2006 

National Security Law Branch 
Counterterrorism Law Unit 
Room 7975 

Internal Investigations 
Section (IIS) 


SSA 

ITOS I, CONUS I, Team 3 



SSA 



ASAC 

CDC 



Drafted By: 


From; 

Contact : 
Approved By: 


b2 

b7E 

bl 

b6 

b7C 


Case ID #; (U) 278 -HQ-C122 9736 - VIO- / 7 i (a 

(U), ?.7.a,JCri7fi1 


(U) 

(S) 


Title: 


(U) 


REPORT OF POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD (lOB) MATTER 
SSA 
"'TFO 


TtnmmlRMATIOH cowtaitjed 
HEREIH IS UWCLASSIFIED EXCEPT 
tiJHEP^ SHOWN OTHERWISE 


DATE: 05-30-2007 

CLASSIFIED EY 65179 /DHH/'KSR/RM 

PEASOH: 1.4 (c) 

DECLASSIFY ON; 05-30-2032 

1073946 


Synopsis: (U) Report of a potential lOB matter to the National 

Security Law Branch (NSLB) , Counterterrorism Law Unit (CLU) , and 
the Inspection Division (ID) Internal Investigations Section 
<IIS), as required in the 2/10/2005, Inspection Division's EC to 
All Divisions entitled "Revised Procedures for the Submission of 
Reports of Potential Intelligence Oversight Board (lOB) Matters". 


N\jUXiV~ 


CftJS 


dt 


i 


b6 

b7C 




VI 


SECI^^ 


b2 

b?E 



To: General Counsel ?’rom;l I 

Re: (U) 27S-HQ-C1229736-VIO, 10/03/2006 



bl 

b6 

b7C 


Details:' As directed in the Inspection Division's EC dated 

2/10/2005, the following is being reported to the NSLB, CLU, and 
to the ID, IIS, as a potential lOB matter: 




1. Identification of the substantive investigation 
in which the questionable activity occurred. 





SEC^T 


b2 

b7E 


To; General Counsel From: 


mn 


Re: (U) 278-HQ-C1229736-VIO, 10/03/2006 

5. Error believed committed. 

I ~ ~~ ~~ ~ 


c 


bl 


telephone ! 
reassigned to another customer,!^ 


□ 


identified the fact that the 

] 


3 was ceased 


immediately and all appropriate actions were taken pursuant to 
FBI policy* 


(U) Synopsis of investigation: 



bl 

b6 

b7C 


bl 

blD 

b6 

b?C 


bl 

b2 

b7E 

b6 

b7C 


bl 


bl 

b6 

b?C 


tS) 


SEb^ET 

To: General Counsel From: | 

Re: (U) 278-HQ-C1229736-VIO, 10/03/2006 


b2 

b7E 


bl 

b6 

b7C 











1-clI 

1 





(U) On 9/27/ 2QQ6 at approximately 10:30 a . m . , 


]at ITOS I , CONUS I of the above information , 


b6 
b7C 
b2 
b7E: 

(S) , On 9/27/2006 at approximately 10:40 a m. 

discontinue^ 

3 nfnrm^t i nnl 
bi 


notified 


b6 

b7C 

bl 

b2 

b7E 


(S) 


was ever entered 


r No 


_CSD On 10/3/2006, SSA 

J a 


and this writer spoke with SSa[ 


over' Z6 n/c 


on this date , 


•CZ] 




turned 



4 


To: 
Re : 


b2 

b'7E 


SE^ET 

General Counsel From: I I 

(U) 278-HQ-C1229736-VI0, 10/03/2006 


Errors believed committed. 


The, above error 



_ 

, 1 

‘ 

V 

was first identified bv the TFO 



In view of the above, SAC 


corrective 


Corrective meaaure g 

has ensured that 


b2 

b7E: 



SEC^^T 


5 


ta2 

b7E 



To: General Counsel From: I I 

Re; (U) 278-HQ-C1229736-VI0, 10/03/2006 

LEADS: 

Set Lead 1: (Action) 

GFMERAL COUNSEL 


(U) It is requested that the above information be reviewed 
for a potential lOB violation. 


Set Lead 2: (Action) 

INSPECTION DIVISION 

AT WASHINGTON DC 

(U) It is requested that the above information be reviewed 
for a potential lOB violation. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON DC 

(U) Read and clear. 


AT WASHINGTON DC 


♦♦ 



6 


(R?v 01-31-:«03) 


SEC^S^Z/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


b 2 

b 7 E 

b6 

b 7 C 


To: 


Counterterrorism 
Inspect ion 


Date : 

12/13/2006 

Attn: 

SAC 


CDC 

Attn : 

ITOS 1, CONUS 1 

Attn : 

IIS 


From: 


(U) 


(U) 


bl 


Office of the General Counsel 
NSL8/CTLtil — nnn.n ?n<i'n 

Contact : 


Approved By : Thomas Julie" 


All IHFCiPJUTICN COHTAINED 
HEPZIN IS UHCLAS5IFIED EXCEPT 
WHERE SHOWH OTHERWISE 


Drafted By; 


/ 




DATE: Q5~31-2007 


(U) Case ID 27 3-HQ-C122 9736- VIO'^( Pending ) CLASSIFIED BY C 5179 /piffl/KSB,-' 

PEASOH: 1.4 (c,dj 

Title: raf INTELLIGENCE OVERSIGHT ROARO DECLASSIFY ON: 05-31-2032 


RW 


INTELLIGENC E OVERS IGHT RQARD 
MATTER 20Q-»?j ' 


Synopsis:-' It is the opinion of the Office of the General 

Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (lOB), OGC will prepare and deliver 
the necessary correspondence to the lOB. 

(U) 

Reference 27 8 -HQ-C12297 36-VIO serial 1716 

_Admi n i ajiiv€L:_ _f Sl_ 




b2 

b7E 


To: 


c^P/'/no: 


secf^t/vnoforn 

From; Office of the General Counsel 


Re: 278-HQ-CI229736-VIO, 12/13/2006 

-Ba^ajLLs : LSlJ. 


bl 

b6 

b7C 

b7D 

b2 

b7E 


(S) 




To: 

Re; 




SECP^Tp^i^ORN 

From: Office of the General Counsel 


b2 

b7E 


2 /b-HQ-C1229736-V10, 12/13/2006 




bl 

b6 

b7C 



b6 

b7C 


b6 

b7C 

b2 

b7E 

bl 


(S) 


notified SSA| 
information . 


). ..Qn_.9./.217ZQCL 

p at approximately 10:30 a.m., 


1 

at ITOS I, CONUS I of the above 


(S) 




discont inuec^ 
■J n tcur.m^ J~ iran T 


was ever entered 


10/3/2006, SSA 


II lU/3/2006, SSA _ 
J and this writer 


SSA 


writer wa.s ant hnr -i ?r:.H 

^ ^ ^ wxLJi L ■ 




J 

n 


1 

turned 

uvyi — CO LUC 





12/04/1 
Board ( 
Preside 
establi 
Foreign 
the lOB 
procedu 
counter 


(U) The President, by Executive Order 12334, dated 
981, established the President's Intelligence Oversight 
PI OB]. On 09/13/1993, by Executive Order 12863, the 
nt renamed it the Intelligence Oversight Board {lOB) and 
shed the Board as a standing cornmittee of the President ' s 
Intelligence Advisory Board. Among its responsibilities, 
has been given authority to review the FBI's practices and 
res relating to foreign intelligence and foreign 
intelligence collection. 


Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 

SECRET?h#i^FORN 


3 


SECRETXNOFORN 


b2 

b7E 


To: 

Re: 


From; Office 
278-hQ-C1229736-VIO, 


of the General 
12/13/2006 


Counsel 


Inspection Division (INSD), and the General Counsel^ Office of the 
General Counsel (OGC) , respectively) report to the lOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential Directive. 

This language has been interpreted to mandate the reporting cf 
any violation of a provision of The Attorney General*s Guidelines 
for FBI National Security Investigations and Foreign Intelligence 
Collection ( NSIG ) ^ effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with EO 
12333, dated 12/04/1981, if such provision was designed to ensure 
the protection of individual rights. 

(U) Violations of provisions that merely are 
administ rative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the lOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations for 
three years so that the Counsel to the lOB may review them upon 
request. The determination as to whether a matter is 
"'administ rat iVG in nature'' must be made by OGC . Therefore, such 
administrative violations must be reported as potential 103 
matters ♦ 


bl 

b2 

b7£ 


"TS) In this .sitii^rinn 


Consequently, although unintentional, unauthorized interception of 
presumed U.S, persons occurred. This incident must be reported to 
the lOB. In accordance with the reporting requirements of Section 
2.4 of Executive Order 12863, OGC will prepare a cover letter and 
a memorandum to report this matter to the lOB. 




SECRET/ 


b2 

b'?E 


To; 

Re; 



From: Office of t'he General 

2'i'y-B0-C1229736-'VIO, 12/13/2006 


Counsel 


LEAD ( s ) ; 


Set Lead 1: (Info) 


b2 

b7E 


bl 


(u: 


should ensure that all 


captured information is collected, sequestere 
delivered to the FBIHQ subs tantive unit to b e 
for appropriate disposition 


r 


inadvertently 
d, sealed^ and 
submitted to OIPR 


Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D,C. 

(U) The EBIHQ substantive unit should ensure that all 
inadvertently captured information is collected^ sequest ered . 
sealed, and delivered to OIPR for appropriate dispositiorl 


Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON. D.C. 

(U ) For act ion deemed appropriate . 


cc : 

b6 

b7C 


Thorns g 

LibraFy 




SECRET/ 


5 


■ORN 


December 13 , 2006 


BY COURIER 


Mr. Stephen Friedman 
Chairman 

Intelligence Oversight Board 

Room 5 0209 DECLASSIFIED BY 65179/DIiH/K3R/RM 

New Executive Office Building □[; o5-3i-2iao7 

725 17'"^ Street, Northwest 
Washington, D.C. 

Dear Mr, Friedman: 


Enclosed 

memorandum entitled 


2007 


(U) 


for your information is a self-explanatory 
"Intelligence Oversight Board Matter 


The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
invest igat ions . This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 


Enclosure 

iCiy t 

1 - 278-HQ-C1229736-VIO - ( ! Jf/ ^ 




S 


,ET 




Mr, Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience . (U) 


Sincerely, 


Julie F, Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R, Gonzales 
Attorney General 

Department of Justice 
Room 5111 


1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 
U, S , Department of Just ice 
Room 6150 



b2 

b7E 



INTELLTGEMC£_OiiEa£IGHT BOARD ( 

I [ FIELD OFFICE 

lOB MATTER 2Q07-| j(U) 


lOB) MATTER 


b2 



to) <X) The overcollection was a violation of The Attorney 

General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection . Thus, the matter is being 
reported to the lOB. 


ALL IMFORMATICiH COHTAIWED 
HEPEIM IS UWCLAS3IFIED EXCEPT 
IifflEPE SHOWW OTHEP.WISE 

DATE: OS-31-2007 

CLASSIFIED BT 65179 /DHH/KSR/RU 

REASOH: 1.4 (c) 

DECLASSIFY OH: 05-51-2032 



cr cr rr 


01-31 200:>1 


6 

1C 


b2 

b7E 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE Date: 01/11/2007 

To; General Counsel Attn; NSLB 


From; Inspection 

Internal Inv estigations Section, IPU, Room 304 1 
Contact ; CR9 


Approved By; Miller David 

I 


Drafted By; 


ALL inrOPMATIOM COirTAINED 

HEPXIH IS Ui:CLAS5IFIED 

DATE 05-30-2:00? BY 65179/LHH/KSP/CT 


Case ID #t (U) 2 78 -HQ- C122 9736- VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KINGS 312 8 b2 

OGC/IOB# 2007! 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 2 78 - fiQ-C122 9736 - VIO Serial 1716 

278| 1-76104 Serial 428 

278^W-C1229736-VIO Serial 1931 

Details: (U) The Internal Investigations Section (IIS) received 

an EC from ! I Division dated 10/03/2006, reporting a possible 

lOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 


♦♦ 


^^fitIW^/20320117 

FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 


Precedence: ROUTINE 


To t 


Date; 01/17/2007 
Attn : SAC (Personal Attention) 


From: Inspection 

Internal Inve stigations Section. IPU, Room 3041 
Contact: CRS 


Approved Byi 
Drafted By: 
Case ID #: 
Title: (U) 


Miller David Ian 


(U) 263-HQ-O-U - 635 (Pending) 


DECLASSIFIED BV 65i79/DHH/KSR/RW 
OH 05-30-Z007 


b6 

b7C 

b2 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC ING# 3128 
OGC/IOB» 20071 I 


Synopsis; (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure(s) : (U) 27 8-HQ-C122 9736 - VIO Serial 1716 


b2 

b7E 


Reference: (U) 27 B-HQ- C1229736-VIO Serial 1716 

27Q 76104 Serial 428 
278-HQ'C1229736-VIO Serial 1931 


Details: (U) Upon review of 


Division' s captioned report 


of a potential lOB violation^ IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C122973 6 , serial 2570). 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦♦ 


SBCRET//20320X17 


LJ.S. Oeparlmt of Justice 



Office of ihe Inspector Genera! 


WuMinfifttOft. D C 


DATE; January 25, 2007 


TO: Kenneth W, Kaiser 

Assistant Director all fbi ihfoematiow coKTAittED 

Inspection Division HEPElw is uiiclassified 

Federal Bureau of Investigation os-30-2007 e/ & 5 l 79 ;djih/KSR/P.w 

FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


b6 

b7C 


SUBJECT: 

b2 

b7E 


OIG CopuikijitJiiu_2llA7002556 
Subject: 


Division 


FBI No. 263-0-U-635 
CMS No. 3128 


We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Idenlifyirig informBtion miiy have been redacted from the attached OIG Report/Referral purstiani to § 7 of the 
JG Act or because an individual has (a) requested confldemiahty or (b^ expressed a fear of reprisat. If you 
believe that it is necessary that redacted information be made available to your Agency i you may contact fbe 
Assistant Inspector General for Investigations^ 

Please be advised lhau where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an QIC Report/Referral or to the identities of complainams or w itnesiies, and that, in aU 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Proleetton Act. 


Attachment 


gig - INVESTIGATIONS DIVISION 

b?E 

Conpiaant Form 

OiG NO.|~ 

n.s. 

‘2007 ^002556-M 

Received ByJ 

1 Date Received : 

12/22/2006 

How Received: A 

SUBJECT 1 ~1 



SSNO: 




Title: SSA 
Component: FBI 
M 1 sc : 

Home : 

pnone: 1) - 
Work: , , 

ptione : (202) 


COMPLAINANT; 
Title: SSA 
Compone/tt ; FBI 

Ml SC - — - 

Home ;| 


Phone: {) - 
Work: , , 

Phone: i202J 

Cont laent lai ; 


Pay Plan: 
EOD Da t e : 



D,0. B- 
Aiien No. 
F . B . I . No . 
B.O, P.No. 
D/L No* 
Offenses 


689 


Pay Plan: 
FOD Date: 


SIP; 

ZIP : 
Revealed : 


SSNO; 
D.O.B. ; 
Alien No* : 
F , B. I . No. : 
B.O* P.No. ; 
D/L No* : 


Authority : none 


b6 

b7C 

b2 


(SQ 


Details : 

The FBI provided information regarding a potential lOB matter (2007 


b2 


I 


IgLemuieir 


L 




sconnecced 


b2 

bi 

b7E 


^as ceased immediately. 


FBI/QGC determined that this matter must be reported to the TQB. 


ALLEGATIONS; 6B9 lOB Violation 

Orirni r 09/27/2006 'r T Mt? , 



DISPOSITION DATA; Disposition: M Date: 12/22/2006 Approval; POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/24/2007 Component; FBI 

Patriot Act: n Civil Rights: N Component Number : 263-0-U-63S 

Sensitive: N Whistleblower: n Consolidated Case Number; 


Remarks : 

Predicating material contains classified information which will be maintained in a secure, 
container at OIG/INV. (stp) 

1/25/07; Sent to Kaiser/FBI. (stp) 


DATE: 05-30-200? 

FBI INFO. 

CLASSIFIED BY 65179 /DMH/KSR/Rl^ 
PZASOJI: 1-4 (c) 

DECLASSIFY OH: 05-30-2032 


J ot 1 


Printed 01/24/2007 


3 ;26j11 


rD^962(Rcv 03^21 2005) 


b2 

b7E 

b6 

b7C 


(U) 


(U) 

(U) 


FEDERAL BUREAU 



precedence ; ROUTINE 
To; Inspection 


INVESTIGATION 

Date: 09/07/2006 

Attn: IIS, Room 11861 


From: 



Attn: CDC 

i 




Contact; SA 



MEPEIH IS UNCLA33IFIEC- EXCEPT 
UHEPI SfiOUU OTHERWISE 


Case ID #: 278 -HQ-C 1229736 -VIO -V*')'"/ ( 

Title: (U) 


SA 

ss;i 


b6 

b7C 


INTELLIGENCE OVERSIGHT BOARD (lOB) ERROR 

Synopsis: To report possible lOB error. 

^ DATE: 05-31-2007 

D erlrved.Prpjiu-r-''^ 3 classified BY 65179/dhh/ksR7RW 

DeclaesifySsiw.,,^! REASOH; 1.4 (c,d) 

DECLASSIFY ON: 05-31-2032 

Details : 



(S) 

1. 


(S) 

2 . 

(0) 

b6 

X 

3 . 

b7C 


<S) 

b2 


b7E 



(U) 

>6 

4 . 


Possible lOB Error: 



"aerays} . 







b2 

b7£ 






SECRET 


To: Inspection From: 

Re:' 278-HQ-C1229736-VIO, 09/07/2006 


(S) 


a 


which s ubsequently 


provided 
n-i if-i e -t i-in 


This NSL was served on| | wnicn sm 

toll records for this telephone number to| 

Ufh-t.r-h fhen_ forwarded, the. jre_su_lts of the NSL 


lit 


I 


D 


Ok) 1 

captioned NSL toll records L 


iS) 

(S) 

(S) 

(S) 

(S) 


t-hat- I- VHP number that should hav.e_.b_e^n _ requested 




.J) This FD-962 serves as a record that the information 
contained^rthin the NSL toll - records provided i t ^ere not 

reviewed nor analyzed, no information from these records was 
recorded or indexed in any d atabase^ and that the toll record 
information was not uploaded | 

■ ■■ ■■■ „ „■ ^ database - 


(S) 


X Per instruct ion from th e CDC 
Division, on 09/07/20 06, SA L L ! 


,C 


b7D 

b2 

b7E 

bl 


loi vision r eceived the 

^ Upo n initial 

review of the first -page of the toll record documents, Sa [_ . [ 

determined that the subscriber was not that of the Captioned 
Subject and subsequently determ ined that the records were for 
I I v^tiich was the numbe r requested, but 


In review of both the NSL requesting EC and the NSL 
it was determined that the correct number was listed 


r-X, 

Lfttrer L i 

within the body of the requesting EC, but had been incorrectly 
annotated in t he 'Enclosu re' paragraph of Che requesting EC, and on 
the NSL Letter 


destroyed all the original 


bl 

b6 

b7C 

b2 

b?E 

b7D 


NSL 


toll records provided i _ __ T TZ. ~ Z ^ 7 ^ 

This process was witnessed by SA| „ .7 T This EC also certifies thab 
no other copies of these records were produced nor maintained. 


b7D 

bl 


b7D 

bl 

b2 

b7E 


b2 

b7E 

b6 

b7C 

b7D 

bl 


SECF 









^ection From: f I 

i 278-HQ-C1229736-VIO, 09/07/2006 


LEAD(s) } 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 



3 


(Res . 01-31-2003) 


secK^ 

FEDERAL BUREAU OF INVESTIGATION 


tU) 


(U) 


(U) 


<U) 


(«) 


Precedence: 
TO! 


ROUTINE 


Date: 12/11/2006 


b2 

b7E 

b6 

b7C 




tn: 

SAcl 



r — u 




AS. 

acL 







SS. 

4 1 _ _ 

Counterterrorism 

Attn: 

SA 

AD 


Inspection 

Attn: 

Internal 

Invest iaative Section 




Attn : 


Room 11865 


From: 


Office of the General Counsel 
NSLB/CTLU II/ l/LX-1 3S-1QPX 
Contact : AGcj 



Approved By: Thomas Julie F 

Drafted By: 






All ITJFOPHATION COHTAINED 
HEPZIH IS UNCLASSIFIED EXCEPT 
I.IHEPE SHOWM OTHERWISE 


Case ID #: ^^) 2 78-HQ-C122 9736 - VIO— 

Title: 


INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007^ | b2 


(Pending) 

DATE: 05-30-2007 

CLASSIFIED BY 65179/DHH./'S:SP,/RW 

PZASCN: 1,4 (c) 

DECLASSIFY ON: 05-30-2032 


V X L'LL j.r I uiii: 

Synopsis: It is Che opinion of the Office of the General 

Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (lOB) , OGC will prepare and 
deliver the necessary correspondence to the lOB . 


(U) 

Reference; (S) 



Defl 

Dec 


iSi 
fy OnT 




bl 


Details : 

09/07/2006^ 



|Rv PiPrtrnnir communication (EC) dated 
j Field Office Q 


] 


requested that OGC review the facts of the captioned matter 
and determine whether it warrants reporting to the lOB. In 
our opinion, it does. Our analysis follows. 

I prepared and 

approved a National Security Ijet ter (NSL) seeking subscriber 


b2 

b7E 





b2 

b7E 


To: 

Re: 


From : 

278-HQ-C1229736-VIO, 



Office of the General Counsel 
12/11/2006 


(U) information and telephone toll records of a certain telephone 
number. Due to a typographical error, the telephone number on 
the NSL was erroneously transcribed.^ On 08/31/2006, the 
telephone records were opened and it was determined that they 
were not the target's records. The correct telephone number 
was listed within the body of the requesting EC, but it had 
been incorrectly annotated in the "Enclosure" paragraph „of the 

requesting EC, and on the NSL letter to the provider. | ] 

■1 . - . T did not review or analyse the records submitted by 

I in response to the NSL, and no information from those 

records was recorded or indexed in any database . 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB} . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (lOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the lOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection, 

(U) Sect ion 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC) , respectively) report to 
the lOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive , This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ( NSIG ) , 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. 


b2 

b7E 

b7D 


(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed 
to ensure the protection of individual rights are generally 


' (U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document . 


7 



Tor 
Re : 


SECRET 


b2 

b7E 


From; Office of the General Counsel 


278-HQ-C1229736-VIO, 12/11/2006 


not reported to the lOB. The FBI Inspection Division is 
required, however, to maintain records of such administrative 
violations for three years so that the Counsel to the lOB may 
review them upon request. The determination as to whether a 
matter is "administrative in nature" must be made by OGC , 
Therefore, such administrative violations must be reported as 
potential lOB matters. 

X NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (!) telephone and 

email communication records from telephone companies and 
internet service providers {Electronic Communications Privacy 
Act, 18 U.S.C. § 2709); (2) records of financial institutions 

(which is very broadly defined) {Right to Financial Privacy 
Act, 12 U,S,C.§ 3414(a)(5)(A)); (3) a list of financial 

institutions and consumer identifying information from a 
credit reporting company (Fair Credit Reporting Act, 15 
U.S.C, §§ 168 lu (a) and (b) ) ; and (4) full credit report in an 
international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § l68lv) . NSLs may be issued in conformity with 
statutory requirements, including 18 U.S.C, § 2709. NSIG . 
section V. 12 . 


stated in the NSL, the FBI received telephone toll billing 
records pertaining to a telephone number that was neither 
under investigation nor related to an investigation. 
Therefore, the information was improperly collected, although 
unintentionally so, in violation of the MSIG and ECPA. 

(U) Here, the target's rights were not violated 
because he was not the subject of the improperly collected 
information. It is unknown whether the erroneous information 
received pertained to a United States Person, inasmuch as 
there has been no review of the information. Nonetheless, 
based upon the fact that information which may be about a USP 
was improperly, although inadvertently, collected, and in 
accordance with the reporting requirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the lOB . 



In chis situation, due to the incorrect number 


SECRET 


3 


cr ty 


SECRET 


TO; 

Re; 


From : 

278-HQ-C1229736-VIO, 


Office of the General Counsel 
12/11/2006 


E 


LEAD (s) : 

Set Lead 1: (Action) 

INSPECTIOH 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Information) 

COUNTERIHTELLIGEMCE 

AT WASHINGTON. DC 
(U) For information. 


{S) 


Set Lead 3: (Information) 





Office should contact 


and ask whether the improperly or unintentionally acquired 
information should be returned or destroyed with appropriate 
documentation to the file. 


b2 

b7E 

b7D 

bl 


cc ; FIs . Thomas 
b6 I 
b7C 

lOB Library 


♦♦ 


SECRET 
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December 11 , 2006 


BY COURIER 


Mr. Stephen Friedman 
Chairman 

Intelligence Oversight Board 
Room 50209 

New Executive Office Building 
725 17'^'' Street, Northwest 
Washington, D.C. 

Dear Mr, Friedman; 


DECLASSIFIED BY 651' 
ON 05-31-2007 


■gyDIlH/KSP/RW 


Enclosed for your information is a self-explanatory 
mem qrandu pi entitled "Intelligence Oversight Board Matter 


2007 


(U) 


The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted, 
(U) 


Enclosure 

1 - 278-HQ-C1229736-VIO 




Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 


1 - The Honorable Alberto R, Gonzales 
Attorney General 
U.S, Department of Justice 
Room 5111 


1 - Mr. James Baker 

Counsel, Office of Intelligence Policy and Review 
National Security Division 
U . S . Department of Justice 
Room 6150 


Sincerely , 


Julie F. Thomas 
Deputy General Counsel 



SfcCRKT 


INTELLIGENCE OVERSIGHT BOARD (lOB) MATTER 
SAN FRANCISCO FI ELD OF FICE b2 
lOB MATTER 2001 tu) 


(S) 

(S) 



("FBI") has 


3 


The Federal Burea u of Investigation 

rm i \h:^r ijQ ocipducting a _ 

the FBI improperly used a National security 
Letter (NSL) to obtain subscriber information and telephone toll 
billing records on a telephone number which was not related to 
the investigation. The overcol lection was due to a mistake in 
the NSL in identifying the_. 


telenhnnp^ nnmhf^r F 


Z2 



1 of The Attornev 


uenerai ' s uuioeimes tor FBI iKational Securitv Investigations and 

Foreiqn Intelligence .CollgLizliinr! (NR i G1 Tn Mnia oja 





“ issuea a National securitv Letter (NSL) oursuant to 


the Electronic Communications Privacy Act, 18 U,S.C. § 2709, to a 
telephone carrier for the telephone subscriber and toll billing 
records of a telephone number intended to be identified as that 
of the target. Instead, one of the numbers within the telephone 
number was incorrectly written; thus, the information returned 
from the carrier was subscriber information and the telephone 
toll billing records of a wholly unrelated telephone number. The 
error was discovered upon receipt of the information, and the 
records were not reviewed 


bi 

b6 

b?C 

b2 

b7E 



SECRET 


nor used for any investigative purpose. Despite the inadvertent 
nature of the mistake, the fact remains that information was 
improperly collected on a telephone number unrelated to an 
investigation. Thus, the matter is being reported to the lOB, 


ALL IMFORKATIOn COTfrATHED 
HERZm IS OTCLASSIFIED EXCEPT 
T^THEKE %mm CiTHERWlSE 


DATE: OS- 30-2007 

CLASSIFIED BY 6S179/DHH/K:?R/RIJ 

PZA$0W: 1.4 ic] 

DECLASSIFY ON; 05-S0-2C32 




bl 


(Rev, 01.31 -200, ■!) 


FEDERAL BUREAU OF INVESTIGATION 


be 

hie 

b 2 


b2 

b7E 


Precedences ROUTINE Date; 01/11/2007 

To: General Counsel Attn: NSLB 


From: Inspection 

Internal TnwPcH oat- - ong; i nn . TPIT. Rnnm 7^4 3 

Contact ; CRS 


Approved By: Miller David all iiiforkatioh cobtaiheij 

■ — ■ ^ ' VTF»TTKI T-^ mirt i«!<:TI!’TTrn 

Drafted By: 


Case ID # ; 


HEPIIU 13 U1ICLA3SIFIED 
ItATl 05 - 30-2007 BY 65179 /r«H/K 3 R/R 0 


{U} 278-HQ-C1229736-VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KING# 31 35 


OGC/IOB# 2007 


b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(JOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 276 -HQ-C1229736 - VIO Serial 1757 

278-HQ-C1229736-VIO Serial 1914 

Details: (U) The Interna l Investigations Section (IIS) received 

an EC fron i I pivision dated 09/07/2006, reporting a 

possible lOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


♦♦ 


(Rev. 01 -3 J -2003) 


20320117 


b2 

b7E 

b6 

b7C 


(tl) 


b2 

b7E 


FEDERAL BUREAU OF INVESTIGATION 

Pre cedence t ROUTINE Date: 01/17/2007 

Attn: SAC {Personal Attention) 


To : 


Prom: Inspection 

Internal i i nn TPn. Room 7 041 

Contact: CRS 


Approved By: Miller David Ian 

Drafted By: 


DECLftSSrriED BY 65179/DJIH/KSR/RW 
OK 05-30-2007 


Case ID #: 


Title: 


(U) 


(U) 263-HQ-O-U - 637 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 3i; ?5 
OGC/IOB# 2007- 


b2 


Synopsis: (U) To advise tJiat captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS, 


K 





DerTl 

Dec! 


Encloaure(a) : (U) 278 -HQ-C122973 6- VIO Serial 1757 


Reference : 


(U) 278-HQ-C1229736-VIO Serial 1757 

278-HQ-C1229736-VIO Serial 1914 


Division's captioned 


Details: (U) Upon review of 

report of a potential lOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278 -HQ-C1229736 , serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE, 


♦♦ 


^^^SECgE^/ 2 0 3 2 0 1 17 


b2 


OIG - INVESTIGATIONS DIVISION - 

Complaint Form 

OIG NO . j 

3689-200'7-0026^6-M 


Received By: 


1 Date Received: 

12/21/2006 

How Received: A 




Details: 


The FBI provided information regarding a potential lOB matter (200? ] | 


Jprepared an NSL seeking subscriber information and telephone toll 


On 7/31/06, 

records. Due to a typographical error, the telephone number on the NSL was erroneously 
transcribed; therefore, the telecommunications carrier provided records not associated with 
the subject of the investigation. 

FBI/OGC determined that this matter does not have to oe reportea to the lOB , 


b2 

b7E 


ALLEGATIONS: 6 89 IQB Violation 

Occurrence PareT" 72006 

CITY : 


Zipt 


DISPOSITION DATA: Disposition: M Date: 12/21/2006 Approval; POWELL, GLENN G 

Referred to Agency: FBI 


□ 


Patriot Act: 
Sensitive: N 


Date Sent : 01/29/200? Component : 

Civil Riahts: n Component Number; 263-0“U‘637 

Whistleblower : u Consol x dated Case Number : 


b2 


AIL FBI lUFOEW^TIOW COHTABIED 

FiEREIH 13 tlWC LAS SIFTED 

DATE 06-24-2007 BY 6S179/diiJi/k3L/cak 


Page I oJ: 2 


Printed 


01/29/2007 


2 : [30 : 41 


OIG ' INVESTIGATIONS DIVISION - Complaint: Form 


b2 


OIG NO. 


689-2007- 0026^6-M 


RemarKs ; 



1/29/07: 

Predicating material 

contains classified information which will be maintained in 

a secure 

container at OIG/INV 

. (stp) 

1/30/07; 

Sent to Kaiser/FBI. 

(stp) 


Paye 2 of 2 


Printed 


01/29/2007 


2;50;-?l 


V]>*)ty2 (Hcv. 1)3-2 


SEC^T//20311017 

FEDERAL BUREAU OF INVESTIGATION 


(U) 


(U) 


(U) 


(S) 


b7D 

b2 SJ 

b7E ' 
b6 
b7C 
bl 


Precedences ROUTINE 


o: Inspection 

General Counsel 


Date: 10/17/2006 



Attn: IIS, Room 11861 

Attn: NSLB, Room 7975 


SA 


278-HQ-C1229736-VIO ■ 

— -I 


A/SSA 


DATE: 05-30-2D07 

CLASSIFIED BY 65X75/DHH/KSR/M 

PEASDII: 1-4 (c) ‘ 

DECLA3SIFV OW: 05*30-2032 


ALL rWFOWIATTOM CONTAINED 
HEKEIN IS UNCLASSIFIED EXCEPT 
NHEPi: SHOLJN OTHEPNISE 


INTELLIGENCE OVERSIGHT BOARD (lOB) ERROR 
Synopsis; To report possible lOB error. 


Details : 

(S)t>l 1. 
b6 
b7C 

(S) 2, 

X - 



Possible lOB Error: 


bi 


X 


(S) 
4 , 


Description of lOB Error (including any reporting delays). 

. The JOB error falls under "Improper NSL Collect ion'* . 

Division had requested via a n approved NSL (serial 436) fr om 
the following information: | ~ ~1 


^S) Division received one packet of results 

Upon loading of the informa tion for one tar get number into 


telephone applications as tasked, FA L 


information pertaining to an additional number. FA 

SEbl^//20311017 



only loaded 


iU)- 


b6 

b7C 


b6 

b7C 

b2 

b7E 

bl 

b7D 


CR^ 


SECRET^/20311017 


To: Inspection From; 

Re; 278'HQ-C1229736- VIO, 10/17/2006 


b6 

b7C 


rmation tor tne requested telephone number. FA ^d 

of the additional information. SA I I completed an 


advised 


the information for the requested telephone 

electronic communication (EC) on 09/07/2006, stating additional 
records were received that were beyond the scope of the request . The 
unrelated records were not uploaded and were destroyed. It should be 
noted the additional number information was within the time period 
requested . 


(S) 

(SI 


with 

rela 

send 


On ip/]7/9nr>f; Qh 


ed 
the 
advised I 


in any way and it was. 
-^ddir-i.ODdl infgyr.maMo 


simpl 

n.,T,d 


1 contacted 
Jstated the two 
.V a mistake on 


lli 


r>n 


1 = 


and 

wejng 


I 


spoke 

not 

aart to 

Ifnr-r h>=.T- 


SE&RET//20311017 
^ 2 


(U) 




SECS^T//20311017 


To: JnspBCtion From: — 

Re: 278-HQ-C1229736-VIO, l6/l//^0Vb 

LEAD(s): 


Set Lead 1: 


(Action) 


INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
Set Lead 2: (Action) 

CEMERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 


b6 

b7c 


♦ ♦ 


SEcks^//20311017 


(U) 


To 

Re 


bl 


X 


Frorr.: General Counsel 

278-HQ-Cl 229736-VlO, 11/28/2006 




b7C 


b2 tS 

b7E 
b6 
b7C 
bl 
b7D 




N- 

fa1_ 


rece j- ved one package of results 
loaded the records [ 


(S)[ 


fo6 

b7C 

b2 

b7E 


ffft 


who documented the 


not load these additional records 

FA I I notified SA 

incident in an electronic communication dated Sept ember 
The unrelated telephone records were not uploaded 
have been destroyed. ^ 


did 


2006. 

and 


(S), 


ta6 
b7C 
bl '} 
b7D y I 

(U) 


T®; A/ OOMJ 

2006 and advised the: 

, 1 contactea on uctooer i / . 

m of the aridit iona] hel pphone ■ records .] | 

1 [advised A/SSA 

1 , Uhat. ,..i:£.Goi:i±v ,ugre 


that 



: 


and discovered information pertaining to an additional 
telephone number. The NSL did not request th e toll billing 

rfar-.nrrLs. . f nJC- .nhS ^ t- ^ 1 onhring. numh^ r I . ~T.. , J 


made a mistake when they provided that inf ormat ion . 


As required by Executive Order (E . 0 . ) 12863 
(Sept. 13/ 19^3) and Section 2-*56 of the National Foreign 
Intelligence Program Manual (NFIPM) , OGC was tasked to determine 
whether the errors described here are matters that should be 
reported to the 100. We believe that the reported activity does 
not require ICB notification. 


(U) Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the lOB that it deems necessary to carry out its 
respons ibi li t ies . That section requires Inspectors General and 
General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations approved 
by the Attorney General/ in accordance with E.O. 12333/ if such 
provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 


MLES) In the future, possible overcollections under NSLs 
should be sequestered with the CDC until adjudication of the 
potential lOB. 


b2 

b7E 


(C) 


To 

Re 




> 5 ^ 




From : 


General Counsel 


278-HQ-C1229736-VIO, 11/28/2006 


12333/ unless 


violations of agency procedures issued under E*0 
they involve purely administrative matters.^ For the FBI, 
submits reports to the lOB.^ 


OGC 









1 1 1 '1 T 1 f 1 1 M 1 f 'T 1 J 1 1 1 1 "'J' 1 JJ V l_l f ' 1 "T J 1 f L ^ ^ r'l J ' L f 1 S3 H 

NSIG 


bl 


reportable to the ICB unauthorized investigations, the use of 
unlawful methods and techniques, exceeding the authorized scope 
of permitted activities, and failing to adhere to minimization 
requ i rement s . ^ 


sought information 


h2 jpgg, in this instance, | _|sougnt into^ 

h7EgJ ^ rplAfinn to nrn^ r 7 f^phnnp> number associated with theL 

bl 
b7D 


the request due to an error 


Jand obt ained informa tion beyond the scope of 


The NSL was property 


(IT) 


X 


See EC f rom Inspection Division to All Divisions ; 
Title: Revised Procedures for the Submission of Reports of 

Potential Intelligence Oversight Board (TOB) Matters, Case ID ^ 
66F-HQ-A12^7863 Serial 172 at 5”6 {2/10/2005J. The FBI is required 
to maintain for three years records of administrative violations, 
for possible review by the Counsel to the lOB, together with a copy 
of the opinion concerning the basis for the determination that lOB 
notification was not required* Id * at 6, 


(U) 


See id . at 4 . 

See also id . at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 

Executive Orders or Presidential di rectives ; i?) snsnertF>H 

violaticns of rhP_.Con^.r i tntvnr : i l \ I I 


bl 


(S) 


loj initiating“a 


lorm or~eiecTronic surveillance or a search without authorization 
from the FISC, or failing to terminate an authorized surveillance 
at the time prescribed by the Court; and (6) failing to adhere to 
the minimization or dissemination requirements specified in a FISC 
Order , 


^(U) In a letter from the Intelligence Oversight Board to the 
FBI's Office of General Counsel, Deputy General Counsel Julie 
Thomas, dated November 13, 2006, the lOB "agreed that third party 



3 


To: 
. Re; 


\ / 




Ri'om: Gerieral Counsel 

T71T-HQ-C1229736-v:o, 11/28/2CC6 


prepared and executed by 
technique was authorized for 
not be reported to the lOB 


Thus, the investigative 
purposes of E.O. 12333 and this 
pursuant to E.O. 12S63. 


b2 

b7E 


need 


errors should be reported to the EBI's Office of General Counsel, 
but as a matter of practice would not be reportable to the lOE. 



4 


(U) 



From: General C ) 

HQ-C1229736-VIO, . 3/2006 



b2 

b7E LEAD (s) : 


Set Lead 1: (Info) 


(U) Read and clear. 


Set Lead 2; (Discretionary) 

COUHTERT-RRORTSM 

■ AT LIBERTY CROSSING ONE 

(U) For review and action deemed appropriate 

Set Lead 3: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

(U) For review and action deemed appropriate 


♦ ♦ 


SE( 



5 


(Rev 0l-Jt-200:^) 


S^S^T//20320117 

FEDERAL BtiRE^ OF INVESTIGATION 


b2 

b7E 

b6 

b7C 


Precedence: ROUTINE 


To: 


Date; 01/17/2007 
Attn; SAC {Personal Attention) 


From: 


Inspection 

Internal Inve stigations Section^ IPU,_ Room _30 41 

Contact : CRS 


Approved By: Miller DavTT~IarT'^^3^ 


Drafted By: 
Case ID #: 


DECLASSIFIED BY 6S179./EIIH/K3R/RW 
OM 05-30-2037 


(U) 263-HQ-O-U - 638 (Pending) 


1 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KING# 3 137 b2 

OGC/IOB# 2007 J I 

Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate . Case closed at IIS. 



b2 

b?E 


Enclosure(s) : (U) 278 -HQ-C122 973 6 - VIO Serial 1763 


Reference: (U) 278-HQ-C1229736-VIO Serial 1763 

278-HQ-C1229736-VIO Serial 1890 


Details: (U) Upon review of 

of a potential lOB violation* 


Division's captioned report 
IIS dLQ not find the matter 


indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2S70) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 


SECRE: 


320117 


(Kcv. (H -3 1 -20(0) 


FEDERAL BUREAU OF INVESTtGATION 


Precedence: ROUTINE Date: Ol/n/2007 

Tot General Counsel Attn: NSLB 


From: Inspection 

Internal Investigations Section, IPU, Room 3041 



Contact: CRS 


1 

b6 

Approved By ; 

Miller David 


ALL IHFOPJUTIOW C0NTA1!JED 
HEREIM IS ITWCLAS3IFIED 

b7C 

b2 

Drafted By: 


1 

DATE 05-^50-2007 BY 65179/DMH/K3R/RU 


Case ID #: (U) 2 78 -HQ-C1229736 -VIO (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KING# 31 37 
OGC/IOB# 2007-1 


b2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference: (U) 278 -HQ-C122 973 6 - VIO Serial 1763 

278-HQ’C1229736-VIO Serial 1890 

Details: ilQ_lli£-J^ternal Investigations Section (IIS) received 

an EC frorr i D ivision dated 10/17/2006, reporting a 

possible lOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 


♦ ♦ 


U.S. Dcpartmt jf Justice 



Office of the Inspector GeneraJ 


U C 20.^j0 


DATE: January 26, 2007 


TO: 


FROM: 


Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


Glenn G. Powell 
Special Agent in Charge 
Investigations Division 


ALL FBI INFORHATIOII CONTAIHED’ — 

HEPIIIH IS OTCLASSIFIEB 

DATE OS-30-2007 BY 6S173,'1>HH/KSP7RM 


SUBJECT: OIG CorrrpLint No. 2007002603 

■ fified 

!□ 

FBI No. 7/^.7 -o-v;-638 

CMS No. 3137 


We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by tbe 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
w ith a copy of your final report on this matter. 



This complaint wilt be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying information may have been redacted from the attached OIG ReportWeferral pursuant to § 7 of the 
[C Act or because an individual has (a) requested confidentiality or (b) expressed a fear of repHsaL If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations, 

Please be advised that, where adverse action is not to n tempi at ed, the subject of an investigation does not have a 
right to have access to an OIG Report/Re terra I or to the identities of complainants or witnesses, and Chut, in alt 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act, 


b2 

b7E 


Attachment 


OIG - INVEST 

IGATIONS DIVISION - Coifiplaint Form 

OIG NO. 


-689-2C07-002603-M 

Received By: 

1 Dote Received: 

12/20/2006 

How Received: A 



SUBJECT: Uruden 1 1 1. led , FBI 
^iLle: UNID 
Component: FBI 
Ml sc : 

Home : 

Pnone : 

Work ; 

Phone : 


Pay Plan: 
EOD Date: 


2IP: 

ZIP: 


SSNO: 
D.O. B. : 
Ai len 1^0. : 
t M3. I .Wo. : 
B . O . P . No . : 
0/h No, : 
Offenses : 


b6 

b7C 

b2 


689 


COMPLAINANT: | 

--J 



SSN0:| 

1 

Title: ATTY 

Pay 

Plan : 


D.O.B. ; 1 


component: FBI 

EOD 

Date : 


Alien No . ; 1 | 







F . B - 1 . No . : 

Home : 1 



B , 0 . P . No . : 

Phone : U - 


ZIP: 


D/L No. : 


Phone: (202 i 

Cont Ldential : 


ZIP: 
Revealed : 


Author ity : none 


Details : 


(s) 


The FBI provided information regarding a potential JOB matter (2Q07 | 1 

I 


b2 


i 


] and on 8/26/06, 


issued an NSL to a t elecommunica t ions provider for records relating to the subject of the 
investigat ion . However, the telecommunications provider inadvertently provided the FBI with 
records pertaining to an additional telephone number not requested. 

FBI/OGC determined that this matter ages not need to be reported to the IQB. 


bl 

b2 

b7E 


ALLEGATIONS: 
CITY: 


689_LQH Vioiat 

\ l/2006__ 


ion 




Zip : 


b2 

=b7E^ 


DISPOSITION DATA: Disposition: M 


Date: 12/20/2006 


Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/26/2007 Component: FBI 

Patriot Act: n Civil Riahts: m 


Sensitive: N 


Whistleblower: n 


Component Number: 263-0-U-638 
Consol Ida ted Case Number : 


Remarks : 

Predicating material contains classified information which will be stored in a secure 
container at OIG/INV, (stp) 

1/29/07: Sent to Kaiser/FBI. (stp) 


DATE: 05-30-2007 
FEI INFO, 

CLASSIFIED BY 6S179/DHH/KSR/PJJ 
PEASOTI: 1-4 {c) 

DECLASSIFY ON: 05-30-2032 


Page 1 at 1 


Printed 


01/26/2007 


lQi2l : 20 


(Rev, 0 1 -3 1-200 J) 


Sif 

SEC^t^ — 

FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

bo 

b7C 


b'7D 


Precedence t 
To: 


ROUTINE 


General Counsel 

Inspection 

Counterintelligence 


Attn: 

Attn: 

Attn: 

Attn: 


Date: 10 / 03/2006 

NS LB 

CD - 2 F , Room 867 2 

OS/ IAI 

CDCl 


Promt 




1 


Contact i 
Approved By i 


SA 


Drafted By: 






Ob 


ALL IKFOWIATIOH COMTAIHED 
HEREIN 15 UWCUSSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 




P/K 


Case TO #t (U) 275 -HQ- C1229736-VIO (Pending)- 

(U1 278 l~nC761Q4 




bl 

Title: 

b6 

b7C 


(S 


f Pending) - 7 , 


(u) pa 

SA 

ss;! 


'KNTlAL . imi MATTER JHVOLTm- 


Synopsis: (U) lOB reporting of carrier 

in regard to an NSL. 


DATE; (35-31-2007 

CUS3IFIED BY S5173/DfIH/K3R/M 

KEA30K: 1.4 (c,d) 

DECLASSIFY OH: OE-31-2032 


error 


(U) 


(U) b6 

b7C 



Reference: (U) Telcal with CDC 


on 10/03/2006. 


Details J The following infnrmaM on 1 q hp-ing nr:Qvi_deA„j n 

response to the quarterly EC from CDC 


requesting Intelligence Oversight Board "T§]p3iTrTn'5“b'^“br‘augK' : 
to the attention of OGC and Inspection Division. 



b2 

b7E 

bi 


b6 

b7C 

b2 

b7E 

b6 

b7C 


SECi^T 


To; 

E£Qm: 

1 

Re ; 

(S) 

P 


f 


10/03/2006 




t (X) 


initially requested NSL snbsrriher 

and 

J ■ toll hill-iriQ infnrTTiAl-^ 

nn f nr a ^ ^1 ^r>hrMnp 1 







(S) 

iS) [ 

(S) 


MSL.r 


Based on the infnrmat- i on nh^a^^^pH frnm ^h;=l^ 


A'FTerT 


IreFeTve^ tRe re.quTt-H nf ^MhR ^rihPr w.c;t. fimni 


learned that f 


JL had included subscriber information 


bi 

b2 

b7E 

b?c S) 

b7D 


for a telephone number that was not asked for * Consequently, 
this telephone number and associated subscriber information 


< ■ - I 

nraiinna nnA rarjutnC — h.tai 



1 

L _ 

in a lA envelope in the case file. 




(S) 


therefore, it is 
ng reported witliin"“tR^Waridatbry 14 -day reporting period. 



2 


bl 

b2 

b?E 


TO; 
Re : 


Gen eral Counsel From; 


10/03/2006 


ss 




LEAD(s)t 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Information is being provided to NSLB for 
whatever action is deemed appropriate- 

Set Lead 2t (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) Information is being provided to IIS for 
whatever action is deemed appropriate. 

Set Lead 3 t (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) At CD~2P! Read and clear. 

Set Lead 4: (Action) 




AT 



(U) Information is being provided to CDC for 
whatever action is deemed appropriate. 



3 





FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 12/05/06 


b2 

fo7E 

b6 

blC 




To; I 

Count erincel 1 igence 


Attn: SAC, CDC 

Attn: CD-2F. Room 6672 


Inspection 


Attn ! 


From: General Counsel 

National Security Af f ai^s/Room 7 574 
Contact ; Jul ie F , Thomas 


Approved By: Thomas Julie 


Drafted By; 


IIS 

;iLL lUFOPHATIOW COFT^^IMEO 
HEPZIN IS mCLASSIFIED EXCEPT 
WHEPZ SHOW! OTHERWISE 


PATE: OS-oC-2007 

CLASSIFIED BY 65i79/DMH/'KSR/'RW 

REASON: 1.4 [c) 

PECLA3SIFY GH: GS-30-2032 


Case ID #; 


Title: 



(U) 

(U) 

(S) 


2 78-HQ-C122 973 6-VIO^ 
2781 IC76104 - M5Z 


bl 


POSS IBLE I NTELLIGENCE OVERSIGHT BOARD MATTER 
2007 ] I 1,2 


(U) Synopsis: It is the opinion of the Office of the General 

Counsel (oCC)^that no error was committed in this matter, and 
therefore nothing need be reported to the lOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the lOB, 



0!G/D0J REVIEW; 
Fh/Z/WEST/GATI 
OiG/DOJlNVESTIGATSOM: 


b6 

b7C 


-?ArE:j: 


HI' 




h - L 




bl 

b2 

b7E 

b7D 





After viewirial, 

^ , riearned that 


(S) 


number that was not asked for . Consequencly , this telephone 
number and associated subscriber information hav^e not been 
uploaded and no record of them exists within ACS* [ | i s 

maintaining the results of this particular N5L ( including the 
incorrectly nrnvi subscriber information]! "1 

i in a lA envelope 


in the case file. 

This N5L was issued niffinri 1 t t 


(S) J 


bl 

b'7D 


I 


n 


_ _ ^ 1 This erroneous 

telephone number and assariStefl SUcscrioer intormation have not 
been uploaded and no record exists within ACS. 


<U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the lOB was known as the President's Intelligence Oversight 
Board (PIOB) , By longstanding agreement between the FBI and the 
lOB, this language has been interpreted to mandate the reporting 
of any violation of a provision of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 




2 


b2 

b7E 


<U) 


To: 


SEC^ 

I ^ From: General CounselN 

278-HQ'C].229736“VIO, 12/05/06 


Intelligence Collection (NSIG) , or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.5. persons. On 3/28/2006, NSLB sent a letter to the Counsel 
for the lOB requesting their concurrence to treat these third 
party errors as non- reportable , though we will require the field 
to continue to report any improper collection under an NSL as a 
potential lOB matter. By letter dated 11/13/2006, the Counsel to 
the lOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to OGC, but are 
not reportable to the lOB. 


b7D 

b2 

b7E 

bl 


Here, an error on the part I 

resulted in the unintentional acquisition of 
intormation . It should be noted that the FBI's response in 


receiving the uns olicited mater ^^T w.gs r-nmmg.nHahi-o_ 
(S M p rov i de d [ 


-Upon viewing 
and 


realizing tnat subscriber information fo r a telep hone number that 


was not been asked for had been included, £ |has maintained 

the results in a lA envelope in the case file, and no results of 
this NSL have been uploaded and no record exists in ACS. 



Based upon our analysis, the carrier's mistake is 

not reportable to the 103 as the FBI has not acted unlawfully or 
contrary to Executive Order or Presidential Directive. 



3 


m 


To: 

Re; 




From; General 
278-HQ-C1229736-VIO, 



Counsel 

12/OS/06 


Set Lead 1 ; (Action) b2 



b7E 


— 

Return 

1 bi 


f ! I 

arrange for delivery "correct information 
in response to previously issued NSL. 

Set Lead 2; (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 


AT WASHINGTON. DC 

(U) Read and clear. 


b6 

b7C 


1-Ms. Thomas 
] 

]| 

1-IOB Library 


♦ ♦ 



4 


(Riv Ot-.K-MOVi 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 01/12/2007 


To: General Counsel 


Attn: NSLB 


Prom: Inspection 

Internal Investigations Section , IPU . Room 3041 


Contact : CRS 


Approved By: Nilier David t 


ftLL IKFOPNATIOW COKTAlKfED 

HEPEIW IS IWCLASSiriED 

TATE OS“30-2007 BY 65i79/pmi/KSR/M 


b7C 

b2 


Drafted By: 




Case ID #: (U) 2 78 - KQ - Cl 22 9 73 6 - VIO (Pending) 


Title; (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3154 


OGC/IOB# 2007- 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 

Reference: (U) 27 1229736-VIO Serial 1787 


Details : (U) The Internal Investigations Sect: on (IIS) received 

an EC from I -j P ivision dated 10/03/2006, reporting a possible 
lOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 


b2 

b7E 


27 76104 Serial 436 

278-HQ-C1229736-VIO Serial 1892 


27 



(Rev 01 -3 J -2003) 


0 3 2 0 1 17 

FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b6 

b7C 


(U) 


Precedence : ROUTINE 


Date: 01/17/2007 



Attn: SAC ( Personal Attention) 


From: Inspection 

Internal Inve stigations Section, IPU, Room 30 41 
Contact: CRS 


Approved By: Miller David lan^^^^ 

Drafted By: 


DECLASSIFIED EY 6S179/IiHH/K3R/RU 
OH 05-30-2007 


Case ID #; (U) 263-HQ-O-U - 643 (Pending) 


Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/21S TRACKING# 3154 
OGC/IOB# 2007 - ( I b2 

Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 



Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1787 


b2 

b7E 


Reference: (U) 276 -HQ- C1229736 -VIO Serial 1787 

278 1 n c76104 Serial 436 

278-HQ-C1229736-VIO Serial 1892 


Details; (U) Upon review of 


Division's captioned report 


of a potential lOB violation^ if? did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦♦ 


SJiOTET//20320117 


{kf\ OI-IJ 2003) 



ET 


FEDERAL BUREAU OF INVESTIGATION 


b2 

hlE 

h6 

blC 


m 


(S) 


Precedence : ROUTINE 

To: Counterterrorism 


Date: 01/09/2007 


Attn: SSA 


ITOS I, CONUS I, Team 3 


/inspection Attn: IIS 

Office of General Counsel Attn; UC 


Prom: 


NSLB 


Legal 


Unit 
Contact: CDC 


Approved By: 
Drafted By: 





Case ID #: (U) 78 - HO- C1229736 - VTO (None! 

J n/i | 


ALL IWFOPIUTIOW COHTAIKEE 
HEREIII IS CHCLASSIFIED EXCEPT 
tiJHEKE SHOWN OTHERWISE 


DATE: 05-30-2007 

CLASSIFIED BY 6517S/DTIH/KSR/RW 

PEASOU: 1.4 (c) 

DECLASSIFY OM: 05-30-20S2 


bl 

Title 


■ X 


(S) 


INTELLIGENCE OVERSIGHT BOARD 
b2 matter 2007- 


Synopsis: (U) Newark response to and compliance with FBIHQ EC 

to Newark, dated 12/13/2006. 


(U) 


X[ 


DerTved--^Qm--r^ G-3 
DesiAsSiTyOnT 


b2 

b7E 


Administrative : (U) Reference 

10/3/2006; FBIHQ EC to 


bl 


EC to FBIHQ, dated 
ifa c^a 12 / 13/2 006 . 



1 : (S) 


Enclosure (sj 

1 



Details: {Xf Via referenced 10/3/2006 EC.P 

^■Otentjal IQB vinlarion i gr-t r.n T 





To : 
Re : 


b2 

b7E 



Counterterrorism From: 1 I 

(U) 27a"HQ-C1229726 -VIO, 01/09/2007 


(S) 


(S) 


(SH 

b2 

b7E 


that the subject had discontinued service 
the number had been reassigned to 
coverage wa s immediately disconti nued , 


J^nFact^ecT the carrier and learned 


was removed 
CDC. 


I and sequestered with 


forwa rd F" 
ITOSl 


Via EC dated ^ f^.-r 


and 


to 

to 



SECR^ 


To: Coun ter terror i sm From: I i 

Re: (U) 278-HQ-C122973S-VIO, 01/09/2007 


b2 

b7E 


LEAB(s) ; 

Set Lead 1: (Action) 

COUHTERTERRORI SM 

AT WASHINGTON D.C. 


Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) Read and clear . 
Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 
(U) Read and clear. 




SEClfBI. 


3 


,'i r^'t’cc 



I. S. ifcri;r£(M<c 

I )1 ri(.'‘.‘. i.;i iJi'j l.nsj ?-'v'!0; ' 


DA ri': Kebriiiiry Z, 2007 


J'J, (} C. .'//V’j/ 


TO; Kenneth W. Kaiser 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 


FROM; Glenn G. Powell 

Special Agent in Charge 

Inscstigations Division all fbi infoktiation co^ained 

HEREIN IS UNCLASSIFIED 

DATE 05-30-2007 BY 6Sn9/DHH/K3R/RU 


SUBJECT; OIG Co mplaint No. 2Q07002756 
Subject: | 

I I Divisioit 

FBI No. 263-0-U->^ ^ 2 " 

CMS No. 3154 b 7 E 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency’s policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
vs'ith a copy of your final report on this matter. 


I ' I This complaint will be investigated by the OIG. 

I MPORTANT NO! ICE 


Jijivt btth ItOW attached OIG Repo Tt/Rc feu cal pursuant Mi ^ ^ ol the 

iG Act or nn intJivitlual hiis vrquesied conflttentiality or (b) expresseU a Jtar ol rcpris.'il. II von 

betievc tlMt it is ueerssary thtat rttlaucU information be made avaibbk tu \oi<r Agency* yoM may coni act the 
.Assistant Inspector Cicnera^ lor tnvestigattons< 

Pieasc be advised tliah where adverse aciion is nol contemplated, the stdiject of an investigation does not ha%c a 
right to have access to an OIG Repoi t/Hetenai or to the ideniities of eomplainants or witnesses, and that, in all 
cascS ' complainants and witnesses arc entitled to protection from reprisal pursuant to the Inspector (General Act 
and the W hiNtleblowcr Proteelion Act. 


Attachment 


b2 


OJC INVEST 

TGATTONS DtVVSTON 

Comp] a i n t 

Po t: [n . 

OIC NO, 

... 

S89 ■■ 

20C'> - C0278G ■ I'l 

perceived By: 


1 Date Received : 

' 2/20/200{ 

5 How Received : A 

SUBJ ECT 




SSHO: 



Tide: SA 
Component: FBI 
M .1 s c 
Hot.c 


t'b.orie: 0 - 

VJork : , , 

Phone: t 3 C 2 ) 


SUBJECT : 

J : SSA 

Corrpcnent r FBI-- 
H i f^C : 

Home r j 
Phone: \) ■ 

Work: 

Phone: (202) 


COMPLAINANT: 
Ti1.1e: SSA 
Component : FBI 

M i S C : 

Horne . 

Phor.e 
Work : , 

Phone: {202) 

Con f j dent 1 : 


Pay Plan, 
EOD Date 


ZIP ; 

ZIP : 


Pay Plan 
EOD Date 


Pay Plan: 
EOD Date: 


Z.IP: 

ZIP: 
Reveal ed : 


1 f-.r )1 ho 

P , B . 1 . Ho 
B . 0 . P . Ho 
D/L Ho 
Offenses 





SSNO 
D J.) . B 
,A1 ien 
F . B . I . No 
B . O , P. Ho 
D/L Ho 
Of f enses 


C69 


SSNO 
0 . 0 . B 
Alien Ho 
F . B . 1 , Ho 
B . 0 . P . Ho 
D/ L No 

Au t hoi 1 V. V 


b6 

b7C 

b2 


Details: 

Information received from the FBI/THSD reporting a p prenr i ^ 1 lOB matter involving the 
interception of unauthorized information, lOB 2007- 


b 2 

b7E 


Division properly served a National 


During an authorized inveGt : ga t ion , tre FB I , | 

Security Letter (HSL) on a communication provider for information relating to the target of 
an FBI investigation. In r esponi^e the FBI unintentionally obtained information beyond the 
scope of the NSL. The FBI, I I Division sequestered the content information. 


J t- :s the Dpi men of the Office of the General Counsel tha^. this matter need not be repc^rLoJ 
y.- ! lOE. 


ALLEGATIONS: 66^ 

Oc c u rrence Patel 
C J TV 


T OR Violation 
^/2O06 


2 


TIME : 
State : p 


Zip : 


DISPOSITION DATA: Disposition: 


M 


Date: 12/20/2006 


Approval : POWELL, GLENH G 


Referred to Agency: Date Sent: Component: FBI 

N Civil Bights: h Component Number: 2^3-0’U-463, 315^ 

Sensitive: H Whi st 1 eblov/e r : m Consolidated Case Humber: 


ALL FBI INFOPltATIOW COOTAIIJED 

HEFEIW 13 UNCLASSIFIED 

DATE 06-06-2007 BY 65179/DHH/^KSR/RU 


Page i of 2 


Ur ryf' a. A n y / "i ^ / o n r\ ^ 




CIG '• II'JVESTTGATTOMS DIVISTCW ■ Complaint Form 


CIG UO, 


685-20C7 


002756-M 


b2 


I'ks : 

^ • IG cin V nr 

matter, #2007 - 002 S84 - M , 


Predicating material 'contains 
con tv^ i ne r within GIG / I W V / HQ . 



b7C 

classified information that will be atorecl in a i;ecure 


2/2/07 - Sent to A.D Kaiser, F6I/TND. (yhl) 


Pace 2 of 2 


riv- ’I 




% . T 1 . -i 


rD-^^i2(Hcv 03 21^2005) 


BUREAU OF INVESTIGATION 


b2 

b7E 

bo 

b7C 


m 


(U) 

(U) 


b6 

b7C 

bl 


b6 ( 
b7C ' 


Precedence t ROUTINE 

To; Inspection 

General Counsel 


Date; 10/21/2006 


Attn: IIS, Room 11861 

Attn: NSLB, Room 7975 



Synopsis: 


INTELLIGENCE OVERSIGHT BOARD (JOB) ERROR 
To report possible lOB error. 




Details : 

b6 

b7C 

bi 

(S) 

1 , 

(S) 

2 . 


X 

bl 

3. 

(S) 

(U) 

■X' 

4 , 
(S)| 


Possible lOB Error : 



•'f' i UCf cr t 


V 




■ - /. 

0 '' - / 


b2 

b7E 



bl 

b6 

b7C 


(U) 


b6 

b7C 

b2 

b7E 


To: 
Re ; 


^In§pection From: 

278-HQ-C12297 jg-VlO, 10/21/2006 


i'S) 



ixj.; ^11 ■ 1 


1 

determined that 


footer information. 
Contact w as made wit if 


lAssociate Division CoLinself 


_1 of the situatio n. 


the material . 


who provided details on how to report the incident and handle 


(U) There were no reports written or leads set as a result of 
obtaining these records. Efforts are currently underway to separate 
the header and footer inf ormation from content. The original disk 
will then be forwarded to | [chief Division Counsel or FBIHQ 

as directed. 



b2 

b7E 



To: Inspeccion From: I 

Re; 278-HQ-C1229736-V10, 10/21/2006 

LEAD ( S ) s 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

{U} For action deemed appropriate. 



3 


(fttv.O!-ji-20!)3) 


FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b6 

b7c 


m 

tU) 

<U) 


w 

(U) 

m 


b2 

b7E 


bl 

b6 

b7C 


Precedence : 
To: 


ROUTINE 


Date: 12/13/2006 


Counterterrorism 
Inspect ion 


From; Office of the General Counsel 
NSLB/CTLUl/L Xl Room 3S119 

Contact: UC 


Att-n : 

SAC 

CDC 




Attn : 

ITOS 1, 

CONUS 3, 



Attn : 

IIS 

ALL IWFORHATIMJ COWTAINED 


HEEEIM IS IWCIASSIFIED EXCEPT 
T<THERE SHOtJTJ OTHERWISE 


Approved By ; Thomas Julie F\ 

Drafted By: 

Case ID' # ■ 

Title: ^ ^ 



278-HQ-C1229736-VIO'{ Pending) 


DATE: 05 - 30-2907 

CLASSIFIED BT 6 S 179 /DHH/KSR/RW 

PEA 30 M: 1.4 (c,d) 

DECLASSIFY 911 : 05 - 30-2032 


INTELLIGENC 
MATTER 200M 


■'ERSIGHT board 
b2 


Synopsis ;■ It is the opinion cf the Office of the General 

Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (lOB) , Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the lOB, Our analysis follows. 

Derive3'^^^»Qgt=w^ 

Decias-sd:TyOn7~ 

: 278-HQ-C1229736-VrO serial 1806 


Reference 


requested that 


Details The referenced serial from 

OGC review^ tne facts of the captioned matter and determine whether 
it warrants reporting to the lOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the JOB. 

Pursuan t ■ t CL ^ nt hr>-r.i ^ 


E 


1 


1 


(S) ^ ■stfiJUiiuy Letter ("MSD — For[| 


a National 
e-mail account 


requesting electronic communications transactional informiat ion . 


OT./in 


iNVh?Ti(?ATi0N; O 


DATE; khcJn 

■ 

\ h')! 




b6 

b7C 


h2 

b7E 


To: 

Re: 




From: Office of the General 

278-HO-C1229736-VIO, 12/13/20G6 


Counsel 


NSL, 


viewing rhe information provided 

Idetermined that the content 
messages wa s included wi th the header and footer 
advised SRA | 1 of the sit uation. 

I I Associate Division Counsel 


in response to the 
of the e-mail 

information . TFO 
Contact was made with 
t jho provided 
handle the material. 


details on how to report the incideirt and 

\U) There were no reports written or leads set as a 
result of obtaining these records. Efforts are currently underway 
to separate the header and footer informati on from c ontent. The 

’■ ' ■' ^ Chief Division 


to sepa - 

original disk will then be forwarded to the 
Counsel or FBIHQ as directed. 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Beard (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (lOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the lOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintel ligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components {in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel {OGO, respectively) report to the lOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ( NSIG ) , effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the lOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the lOB may review them upon request. The 
determination as to whether a matter is "administrative in 



b6 

b7C 

b2 

b7E 


b2 

bVE 


To: 

Pe: 


stec^T 

From: Office of the General Counsel 


27&-HQ-C1229736-VIO, 12/13/2006 


nature*' must be made by OGC- Therefore, such administrative 
violations must be reported as potential lOB matters- 

NSLs are a specific type of investigative tool that 
allows the to obtain certain limited types of information 

without court intervention: (1) telephone and email communication 

records from telephone companies and internet service providers 
{Electronic Communicat ions Privacy Act, 18 U-S.C, § 2709); (2) 

records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U*S.C,§ 3^1^(a)(5)(A));-{3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company {Fair Credit Reporting 
hctf 15 U,S,C.§§ 1681u(a) and (b) ) ; and {4) full credit report in 
an international terrorism case (Pair Credit Reporting Act, 15 
U,S-C- § 1681v) , NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C, § 2709, NSIG, section V,12, 


properly served an N3L on an electronic communications service 
provider* In response to the properly served NSL, the FBI 
obtained inf orma t i on bevnri d the scope of the N3L (email content 
information), FBl l I identified the problem, and properly 

sequestered the email content information* There were no reports 
written or leads set as a result of the email content 
information* 


terms implementing the reporting requirements of Section 2,4 of 
£0 12863, it is our opinion that this error is not reportable to 
the lOB* A record of this decision should be maintained in the 
control file for future review by the Counsel to the JOB, 


the improperly or unintent ional ly acquired information should be 
>1 or destroyed with appropriate documentation to the file* 


Here, during an authorized investigation, the FBI 


(U) Based upon these facts, in accordance with the 



<U) 


should contact the carrier and ask whether 


should not view any content information but should 
the carrier to provide only that information authorized 



request 
by law. 


b2 

b7E 


To; 

Re; 




From: Office of the General Counsel 


278-HQ-C122 9''/3 6-VI0, 12/13/2006 


LEAD (s) : 





(U) 


should 


returned or destroyed with appropriate documentation to the file 


Set Lead 2 : (Info) 

COOKTERTERRORISM 

AT WfiSHIHGTOK. D.C. 
(U) For information. 


Set Lead 3; (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

tU) INSD should retain a record of the report of the 
potential lOB matter, as well as a copy of the OGC opinion 
concluding that lOB notification is not required, for three years 
for possible review by the Counsel to the lOB. 


GC : Ms. Thomas 

i 

b7C ' 

“ lOB Library 

♦ ♦ 



4 


(Ucv 0|.Sl-:003) 


FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 


Precedence: ROUTINE Date: 01/12/2007 

To; Gene^ral Counsel Attn; NSLB 


b6 

b7C 

b2 


From: Inspection 

Internal Inve stigations Section . I PH. Room .lO^l 


Contact : 


CRS 


Approved By; Miller David iHFOimTiow.coHTAiHEt 

HEPZIH IS OTCLA33IFIED 
DATE 05-30-2007 EV eSlTS/DIIH/KSR/RW 


Drafted By: 
Case ID #: 
Title; (U) 


(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 3159 
OGC/IOB# 2QQ7- I I ^2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 


Reference; (U) 278 - HQ-C1229736- VIO Serial 1806 

278-HQ-C1229736-VIO Serial 1899 

Details; ni) The Tntprnal Investigations Section (IIS) received 
an EC from] | Division dated 10/21/2006, reporting a 
possible lUB err'dr. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature . Therefore , no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to Che NSLB for whatever action they deem appropriate. 


♦ 4 


(Rev 01-31-2003) 


SECi^T//2 032 0117 

FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b6 

b7C 


tU) 


Precedence : 
To; 


ROUTINE 


Attn ; 


Date: 01/17/2007 

SAC (Personal Attention) 


From: Inspection 



Case ID #: 
Title; (U) 


(U) 263-HQ-O-U - 644 


(Pending) 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KING# 3]. S9 
OGC/IOB# 2007^ 


b2 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS) ^ and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 


K 





Dera?' 

Dec! 


in: 


b2 

b7E 


Enclosure(s) : (U) 2 78-HQ-CI2 2 973 6 -VIO Serial 1806 


Reference; 


(U) 278-HQ-C1229736-VIO Serial 1806 

278-HQ'C1229736-VIO Serial 1899 


Details; (U) Upon review of 


Division's captioned report 


of a potential lOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 


(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 


THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 


♦ ♦ 


S\CRET//20320117 


IJ.S. Departme Justice 



Office of the Ins|>ecior General 


DC 20.^30 


DATE: January JO, 2007 


TO: Kenneth W. Kaiser 

Assistant Director fbi iiiforhatioh coktaiheo 

Inspection Division hepeiw is unclassified 

Federal Bureau of Investigation date os-3o-2007 by is5179/dhh/Ksr/rij 


FROM: Gtenn G. Powell 

Special Agent in Charge 
Investigations Division 


SUBJFXT; 

b2 

b7E 


OIG Complaint No. 2007002647 
Subject: Unidentified 
)Division 

FBI No. 263-0-0-644 
CMS No. 3159 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your Findings and/or final action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Identifying informatiott msty have been redacted from the attached OtC Report/Referral pursuant to § 7 of the 
]G Act or because an individual has (a) requested confidentiahty or <b) expressed a fear of reprisal If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant inspector Genera) for Investigations. 

Please be advised that, where adverse action is not contemplated., the subject of an investigation does not have a 
right to have access to an OJG Report/Referral or to the identities of complainants or witnesses, and that, in all 
eases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Art 
and the Whistleblower Protection Act, 


Attachment 


OIG - INVESTIGATIONS DIVISION - 

Complaint Form 

OIG NO 1 

Im 

Received By : [ 

Date Received : 

12/20/2006 

jimi 1 1 III iiHii 

How Received: b7C 

1 tPnilllBnr..r -.Tin I PI 1 , ^ 


SUBJECT: Unident 1 t led , FBI 


SSNO: 


Titiei UNID 
Component : FBI 
Ml sc : 

Home ; 

Phone : 

WoX'K: : 

Ptic ne : 


Pay Plan: 
EOD Date: 


ZIP: 


EJP: 


Alien No . : 

F.B. I .No. : 

B >0 . P .No - : 

D/L No. : 

: 689 


COMPLAINANT: 
Title: SSA 
Component : FBI 

MlSC: 

Home: 

Pnone: 1) - 

wori^i , , P 

Phone: UC2) 

Coni ident i al : 


Pay Plan: 
ECO Date: 


ZIP: 


ZIP; 
Revealed : 


SSNO: 
D.O.B. : 
Alien No . : 


F . B , I . No . : 
B.O . P , No. : 
D/L No, r 


b6 

b7C 

b2 


Authority: none 


(S). 


Details : 

The FBI provided information regarding a potential 

cn 


b2 


in 10/3/0S, the' 


lOB matter (2007 

□ 




Division iss^ied an NSL requesting 
yieL“CuniU Idrt tralTsactional information for the subject of its investigation, 

review of the information provided revealed that the content of the email messages was 
included with the header and footer information. 


bl 

b2 

b7E 


PBI/OOC determined that this matter does not need to be reporteo to the lOB, 


ALLEGATIONS; 68 9 lOB Violanon 


Occurrence Date: 

[2006 

TIME; 




b2 

CITY; 1 





Zip: 

b?E 

DISPOSITION DATA 

: Disposition: M 

Date : 

12/20/2006 

Approval: POWELL, GLENN G 



Referred to Agency: FBI 


Date Sent : 01/29/2007 


Component : FBI 


Patriot Act: n Civil Piqhts: n 


Component Number : 26Z-0-U-644 


Sensitive; N Whistleblower; n Consol idatea Case Number; 


Remark:s : 

Predicating material contains classified information which will be maintained within 
OIG/IWV, 

1/30/07: Sent to Kaiser/FBI . (stp) 


DATE: 05-30-2007 
FBI IHFO. 

CLA:i:3IFIED by 65179/DHH/KER/RW 
REASON: 1.4 (c) 

DECLASSIFY uM: 05-30*^2032 


1 ot 1 


Printed 


01/29/2007 


3:22:06 


Freedom of Information 

and 

Privacy Acts 

SUBJECT: NATIONAL SECURITY LETTERS 
FOLDER : 0 - V)Olow£ 30 



Federal Bureau of Investigation 


FEDERAL BUREAU OF INVESTIGATION 
POIPA 

DELETED PAGE INFORMATION SHEET 
Serial Description - COVER SHEET 


Total Deleted Page(s) ~ 3 

Page 54 ~ Duplicate EC dated 1/10/07 

Page 55 ~ Duplicate 

Page 56 ~ Duplicate 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Pagefs) X 

X No Duplication Fee X 

X for this Page X 

xxxxxxxxxxxxxxxxxxxxxxxxx 


PM«(Rcv 03-2 1 -2001) 


b 


FEDERAL BUREAU OK INVESTIGATION 



precedence t ROUTINE 

To: Inspection 

General Counsel 


Attn: 


Date: 07/03/20D6 

IIS, Room 11861 
NSLB, Room 7975 


From: 


b2 

b7E 

b6 

b7C 


(U) 


( 0 ) 

(U) 


Contact: SA 

Approved By: 



Drafted By: 

Case ID #: 278 -HQ-C1229736 - VIO 


Title: (U) Sl j 

ssRjrr 


AIL IHFORKATIOrj CONTAINED 
HEFEIH IS UNCLASSIFIED EXCEPT 
WHEPE SHOWN OTHERWISE 


DATE: 0S-31-t0O7 

CLASSIFIED BY 65179/Dtffi/K3R/RM 

REASON: 1.4 

DECLASSIFY OH: 05-31-2032 


1073946 


intelLTCEMCE oversight board (iob) error 

Synopsis: To report possible IOB error. 




X 



Details : 



IL_ NFIPM Section Reference : Section 2 -02 > 


(S) 

' ' b7A 


(U) 4- Description of IOB Error (including any reporting delays} 

(S) 


bl 

b6 

b7C 

b7D 

b7A 


oc MaJUxx' 

OPb 






b6 

b7C 


tm 

(S) 


To; 
Re ; 




b2 

b7E 


Inspection From: 

278-HQ-C1229736'VIO, 07/03/2006 


in the NSL for the time 




(S) 


s returned that 


neriod remieshed. hut -inHir;^i-ed elan in the 


I [prior to the t ime period requested~in the hbh. meretore. tn~e 


] 


(S) 


PBO After opening t he results to begin analysi s a few dev^ after 
receiving the toll record^^ bA| 

noticed the error and promptly notified the | f CDC via email. 

Due t o trainings a nd conferences out of state during the month of 
, Jtme. I I CPC was not able to respond until 06/30/2006 tri sa 

~ [ inquiries r<;>ga1r-Hi nn an otii ni nn ^on tdift n(=f=-d rn reporq I 

error. The . toll- records j [ have not been 

lb) analyzed or added to any databases, and have been sequestered with the 


CDC. 


bi 

b6 

b7c 

b7D 

b7A 


bl 

b2 

b5 

b7C 

b7D 

b7E 


:m;t 


Freedom of Information 

and 

Privacy Acts 


SUBJECT: NATIONAL SECURITY LETTERS 
FOLDER : 0" Q- V0lvJyft£, ft 



Federal Bureau of Investigation 



FEDERAL BUREAU OF INVESTIGATION 
FOIPA 

DELETED PAGE INFORMATION SHEET 


Serial Description ~ COVER SHEET 


Total Deleted Page(s) ~ 20 
Page 32 ~ Duplicate 9/30/05 EC 
Page 33 ~ Duplicate 
Page 34 ~ Duplicate 


Page 

43 - 

bl. 

b6. 

b7C, 

b7D 

Page 

44 ~ 

bl. 

b6, 

b7C, 

b7D 

Page 

45 - 

bl. 

b6. 

b7C, 

b7D 

Page 

46 ~ 

bl. 

b6. 

b7C, 

b7D 

Page 

47 - 

bl. 

b6, 

b7C, 

b7D 


Page 61 - Duplicate page 2 of 2/25/05 EC 

Page 62 - Duplicate page 3 of 2/25/05 EC 

Page 63 ~ Duplicate page 4 of 2/25/05 EC 

Page 64 ~ Duplicate NSL Letter 

Page 65 ~ Duplicate 

Page 66 - Duplicate EC dated 2/4/05 

Page 67 ~ Duplicate 

Page 68 - Duplicate 

Page 69 - Duplicate 

Page 70 ~ Duplicate 

Page 71 ~ Duplicate 

Page 72 ~ Duplicate 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 

X No Duplication Fee X 

X for this Page X 

XXXXXXXXXXXXXXXXXXXXXXXXX 


SECRET 

Working copy ' 


Page 


Precedence: ROUTINE 

To; Inspection 

General Counsel 


Date: 04/20/2005 ^ , 


From: 


I 


Attn : 
Attn: 


IIS 

NSLB 




Contact : 
Approved By; 


b 2 

b7E 

Dratted Bv 

b7C ^ 

hi 


(Pending) 


i l Pf^ nding) 

Title; 



(U) ' KEFURT OF POSSIBLE lOB VIOL 4 ATION 

Synopsis: EC to report 

by writer in investigation 

De^i^ 


(U) 




Decla 


a P Q flfifhlp Tna committed 

hi 

b6 

b7C 


(S) 

w?gh°aS:rif it.l^nclSsigef 


fS). 


containing toll records receive 

Details:^ a potential lOB vioi^.hi 

mvestiaationr ” v i n i an 


f/ 21/2 


005 


bl 

b7D 


^ ■ os curre_d during 


bl 

bo 

b7C 


(S) 


I 


] rscdrds 


1 __^ ^i-iuer prepared a NSL for service 




bl 

b7c L, 
b7D 1 


^testing subscriber information 
A response to the NSL was 




M. 


ID : 276-HQ-C12297^fi. UTn 

^ w J 


Au iHFomiofy fomYJdSB 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 


bl 


SEC^S;^ 


Serial ; 823 

33 DATE: 06-01-2007 

CLASSIFIED BY 6S179dKih/k3£/pc3 
PZA30H: 1.4 (c/d) 

DECLASSIFY PH: 06-01-2032 


SECF 

Working 





?S) 


(S) 


began to review the response from 


r„ i ' ' j reading the subscribe r information. 

.realized the name was, nob idsnj-if-ij^hia 


wri j-P>r 


(S) 


uiie uiyiL Uli t5rence befcweenr 
was the nuber 
Writer then cheoretrl 
number i 


i 


5 


(No te: There is only 

nl which 


■tet 


H 


I 


L;ataDa3e~Eor this 


writef t elephone d -^ 

, , pnd advised him of these details * cori T 

requested writer prepare a report of possible lOB vioTatlSl!. 


(S) 


(U) 


K Writer was unable to determj 


telephone number was the result of \ 

I i nf. orm_ation or a mistakprT 


JiE_]Lhe 

~~i - Ti 

I by : 


t h e incorrect 
providing 
the writer 


current investigation. related to, the 

LEAD{s) : 


bl 

b7D 


bl 

b6 

b7C 

b7D 


b7t 

bl 


Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For info only. 


SECRET 




SEC^^ 

FEDERAL BUREAU OF IPiVESTIGATION 


Precedence : 


ROUTINE 


Date: 06/01/2005 


To: Inspection 

Counterterrr>-ri am 


Attn: 

Attn: 

Attn: 


IIS 

AD 

SAC, CDC 


From: General Counsel 

Counterterrorism T,aw nn-ih tt 


b2 

b7E 

b6 

b7C 

bl 


Contact; 

Approved By; Thomas Julie F 
Drafted By: 

IB) ■ Case ID # : OtS< 278-HQ- C1229736-VT 0 - r,'., / 

(S) I 1 . 


Title: sa 

ID) ss^ 


b2 


possT§LE_r 

lOB 2005 


(U) 



tENCE OVERSIGHT BOARD MATTER 


Intelligence Oversight Board (lOB) but 7 -atbI^ 


(U) 


X’ 


lU) 



ALL lUFOPmTIOH COFTAIWEp 
HEPEIK 15 UNCLASSIFIED EXCEPT 
(JHEPZ SHOW OTHERUISE 


Reference: 278-HQ-C1229736-VI0 Serial 823 


?«t'notes““”‘r communication contains one or mors 

document in WordPerfect 8°o/'^ print the 



lU) 


To; 

Re; 


SE^^T 

Ir^pection From; General Counsel 
278-HQ-C1229736-VIO, 05/10/2005 



(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the lOB was known as the President's Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI and the 
lOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of 
guidelines or regulations approved by the Attorney General in 
accordance with EO 12333, dated 12/04/1981, if such provision was 
designed in full or in part to ensure the protection of the 
individual rights of U. S . persons . Violations of provisions that 
are essentially administrative in nature need not be reported to 
the lOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the lOB may 
review them upon request. 



2 




{ts) . . To: Inspection From: General Counsel 

Re:' >S5 278-HQ-C1229736-VIO, OS/lO/2005 


b6 

b7C 

b7D 


b7D 




In the instant matter, SA 


c 


issued an NSL for an incorrec t nhone mirnh<=>|- 
in good faith ,! 

F 


] 


T 


I erroneously 

However, he did 


so 


urther , immediately upon reviewing the subscriber 
information, he discontinued his review of the records and 
properly sequestered the information. 

ici Consequently, based on the above analysis, this 

matter will be treated by OGC as essentially administrative in 
nature. In accordance with the above guidance, OGC will maintain 
a record of this matter for possible fu ture reference by the 


Oversight Board and forward 


to OIPR to be sequestered. 


Inspection is also requestea co maintain a copy of this opinion, 
documenting the nonreportable nature of this issue. 
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b6 

hlz 

b2 

b7E 


bi 


ALL ITIFOPJIATIOH COKTAINED 
HEPZIN 13 UNCLASSIFIED EXCEPT 
tJHERE SHONW OTHERWISE 

Precedence : ROUTINE 

To : Counterterrorism 

General Counsel 

Inspect ion 


SECR^ 

Working 


Date: 06/27/2003 

Attn: IT05 I, CONUS II, Team 6 




Page 


Attn: 


Attn: 


From : 


Approved By: 


Unit Chiei 
National Security Law Unit 





Contact : 



Drafted By: 

Case ID #: (U)_22B-HQ--122973S-VIO (Pending) 

(U) [ | 278-0 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER (lOB) 

DIVISION 


DATE: 06-23-2007 

CLASSIFIED BT 65179 dmii/Rsr/ jhf 

RZA30H: 1.4 (c,d) 

DECLASSIFY ON: 06-23-2032 


Synopsis: (U) To seek guidance regarding possible lOB violation. 

X^(ai 

Details: (S) 





Case ID 
b2 
b7E 


4 


t ; 278 -HO-C1229736-VIO 



Serial 

^ 110 

1 |278-0 

SE(?! 





-0 .0 


2 


worki^ Copy 


( 0 ) 


b2 

b7E 


Page 
Division to 


b2 

b7E 

b3 


On June 18, 2003, FBIHQ advised|| 

discontinue serving subpoenas because of the statutor y provisi ons 
requiring authorization by the Attorney General (AG) . I ~l 



)ivision in tur n contacted the United 

States Attorney's Office, Western District of I ( and requested 

that all pending requests for Grand Jury subp oenas be susp ended until 


(U) 


further notice. NSLs will be used to identify 
interim . 


in the 


,i„K 


was unaware that the term "Criminal 
proceeding" had been interpreted by the AG Guideline s to include 
Federal Grand Jury (FGJ) subpoenas and proceedings. |_ 


Division has disseminated this guidance internally and will ensure 
future compliance with the AG Guidelines regarding this issue. 

<U) 




whether the AG authority within 
AG approval requirement. 


reque sts that FBIHQ con sider and determine 

itself fulfills the 


b2 

b7E 


LEAD (s) : 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

as to any 

Set Lead 2: (Discretionary) 


(U) Review information and advise FBI 
findinas on this matter. 


GENERAL COUNSEL 

AT WASHINGTON D.C. 


(U) Review information and advise FBI 
findings on this matter. 

Set Lead 3; (Info) 

COUNTERTERRORISM 

AT ITOSI\CONUSII 

(U) For information. 


as 


to any 



•Y 


Page 


SEtoET 

Workingv^opy 


Page 1 


b2 

b7E 

b6 

b7C 


Precedence : ROUTINE 



Date: 06/07/2004 

To: 



Attn : 

SAC 


Counterterrorism 

Attn : 

ITOS I/CONUS III 


Director's Office 

Attn : 

Office of Professional 
Responsibility 


From: General Counsel 

National sgn-n-cj eo- .Rv^nrh /pm iQia. 

Contact : 


Approved By: Curran John F 


Drafted By; 


DATE: 0C-04-S0CI7 

CLASSIFIED BY S5I73 duh/ksc/pts 

REASON: 1.4 (c/d) 

DECLASSIFY ON: OS-04-2032 


(U) Case ID #: X 2 78 -HQ- 1229736- VIO 

(U) 


(U) 


Title: 




INTELLIGENCE OVER SIGHT BOA RD 
<IOB) MATTER 2003 


b2 


Synopsis : It is the opinion of the Office of General 

Counsel (OGC) that the above referenced matter must be reported 
to the lOB and to the FBI's Office of Professional Responsibility 
(OPR) . OGC will prepare and deliver the required correspondence 
to the lOB. Our analysis follows. 






Ref ereiice :• 


5^) 



278-HQ-1229736-VIO 


ALL INFOPKATION CdNYAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Administrative; (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 


Details; X Bv electronic commnni ca t -i on (ECV da.ted_Q6 /2/77Q3 

(cited below) il', | |Division| ^ | 

reported a possible lOB error in conjunction withL ~ 




Case ID : 278-HQ-C1229736-VIO 


Serial : 516 


Page 


2 


SECftET 

Working 'Copy 



(U) Pursuant to Sections 1306 (b) , 1825 (c) , and 
1845 (b> of the FISA, FISA-derived information may not be 
disclosed for law enforcement purposes or used in a criminal 
proceeding without prior authorization of the Attorney 
General. Pursuant to a memorandum of the Attorney General 
dated March 6, 2002, the issuance of a grand jury subpoena 
falls within the definition of a "criminal proceeding" as that 
term is used in the FISA, Thus, a subpoena containing FISA- 
derived information requires prior authorization of the 
Attorney General before it is disclosed or used in a criminal 
proceeding. 


(U) Section 2.4 of Executive Order (EO) 12863, 
dated September 13, 1993, requires the General Counsel for the 
Intelligence Community, including FBl/OGC, to report to the 
lOB intelligence activities that they have reason to believe 
are unlawful or contrary to executive order or presidential 
directive . 


b2 

b7E 


Pursuant to the FISA, a grand jury subpoena 
containing FISA-derived information may not be disclosed 
without prior authorization of the Attorney General, The 
loivision served a federal grand jury subpoena 
containing FISA-derived information on a third party without 
obtaining the Attorney General's prior authorization. It is 
the opinion of Office of General Counsel that this constitutes 
a violation of the FISA that must be reported to the lOB. 

^ Based upon the above analysis, and consistent 
the reporting requirements of Section 2,4 of E.O. 12863, OGC 
will prepare a cover letter and an LHM to report this matter 
to the lOB. That correspondence will also advise the lOB that 
this matter will be referred to the FBIs Office of 
Professional Responsibility. 


Lead (s) ; 


Set Lead l; (Action) 


COUNTERTERRORISM DIVISION 


AT WASHINGTON, DC 
(U) For information. 


Set Lead 2: (Action) 


SECRET 


u tr 


Page 


3 


•i nn V 


SECT^T 

Working 'Copy - 


DIRECTOR' S OFFICE 

AT OPR FO, DC 

(U) For action deemed appropriate. 


Set Lead 3: (Action) 

b2 

b7E 


Tu) For action deemed appropriate. 


b6 

b'7C 


1 

1 

1 

1 


- Mr. Curran 


- nSLu TOb’L'i Drary 


7E 


** FOOTNOTES** 


il': (U) 

Counsel , 


See EC from 


Division to the General 


dated 06/27/03, Case IDft 278 -HQ- 122973 6 ^VIO, titled 


"Intelligence Ove rsight 

Board Mat ter (lOB) | jDivision, " hereinafter 

cited as j I 

EC . " I 


SECRET 


FD-962(,ttJ'/. 05-01*2003) 


SSCk^T 

FEDERAL BUREAU OT INVESTIGATION 

I lot' 

04/22/200S 


Date : 


Attn: National Security Law Branch, 

Room 7975 


b2 

b7E 

b6 

b7C 


[CJ 



(U) 


Precedence : ROUTINE 

To: General Counsel 

From: 

Contact i 
Approved By 
Drafted By: 

Case ID #: 278 -HQ-C1229736- VIO - 820 

Title: INTELLIGENCE OVERSIGHT BOARD (I OB) MATTER 

Synopsis : Possible lOB error for non-compliance with a 

requirement of the National Foreign Intelligence Program Manual 
(NFIPM) . 

ALL TIJFORMATIOH COIJTAIHED 

Dei-iAtg^^Fr^n : G-3 HEKEIH IS UNCLASSIFIEL EXCEPT 

DecjitfSsrtv^n : XI (fflEPE SHOUM OTHERWISE 


(U) 



lU) 


Enclosures: (^94^ Telephone records requested by General Counsel* 


iU) 


Details : 

(S) 

1 * 

b6 tS) 

2 * 

b7C 



3 . 

bi 

(S) 


Possible lOB Error. 


(U) ■ 


j£S< 4. 


bi 

b6 

b7c 

b7D 


(U) 


(S) 


Description of lOB Error (including any reporting delays) . 

tS) 

I [ drafted an NSLI ~ Iwh ich 


^ ^ I draf ted an NSLT 

contained an incorrect telephone number . I 


1 


I responded to the NSL and delivered the 
records that corresponded to the incorrect number on the NSL. 


SE 




DATE: 06-04-2007 

CLAS&tFIEl) EY'65179diith/k?r/pns 

PEASOH: 1,4 ((c)) 

DEClASSirV OW: 06-04-2052 


A 


iA 




A 


b2 

b7E 


(U) 


(S) 


b2 

b?E 

bl 

b6 

b7C 


SECR 


To: 

Re: 

(D) 


— ”\- 


General Counsel From: 

270-HQ'C1229736-VlO, 04/22/2005 


Per instruction s f 
04/21/2005 to! ICDC 



- in her e-mail dated 
] the acquired 


telephone records are enclosed along with copies of the original NSL 
and cover EC to be forwarded to OIPR. All the communications that 
contain the incorrect numbe r were p ermanently charged out and removed 

from ACS in L "I of fle e. I [contacted thej ^ \ 

office and requested the removal 
ACS. 


TronT 



SECRET 


b2 

b7E 


To: General Counsel From: | | 

Re': JX 278-HQ-C1229736-VIO, 04/22/2005 

LEAD ( 3 ) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) General Counsel to take action requested above. 


♦♦ 



(Rev 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 05/06/2005 


To; Inspection Attn: Internal Investigation 

Section 



b2 

b7E 

bi 

b6 

fo7C 

bl 

b6 

b7C 

b 7 D 


Synopsis: (U) It is the opinioif of the Office of General 

Counsel (OGC) that this matter must be ''■reported to the 
Intelligence Oversight Board (lOB) and the Office of Professional 
Responsibility (OPR), FBIHQ, OGC will prepare and deliver the 
necessary correspondence to the lOB. 



•X 



ALL INfFGRHATlOU COKTAIHED 
HEPXIH 13 UEICLAS3IFIED EXCEPT 
IjJHEPE 3H0UW OXtiERWISE 


R^exrence: ^ 2 78 - HQ - Cl 2 2 973 6 -VIO- 920 

Details ; As reported by the 

in the April 22, 2005 electronic communication, on December 6, 


Division ^ 





Special Aqent (SA)T 1 drafted 

a 'National Security letter (NSL) 

1 1 which contained 

an incorrect teleohone number. 1 




b6 

b7C 


b 6 

b7C 






E 


i 


u 


, 





L'ATE; O6-O4-20CI7 

CLASSIFIED BY 6S179dmh/lssL/pts 

PEASOW: 1,4 ((C)) 

DECLASSIFY OH: 06-04-2032 


To: Inspection Division From: General Counsel 

(U) Re: 278-HQ-C1229736-VIO, 05/06/2005 


(S) 

bl r ■ ■ I . ■■■ . . — . _■■■■ 

b6 I 1 (responded to the NSL and 

b7c delivered the telephone records that corresponded to the 

b7D incorrect number listed in the HSL. Upon review of the telephone 

records, it was discovered that they belonged to a different U,S- 
Person. 


When the error was discovered, the telephone 
records were sealed along with the original NSL and forwarded to 
Headquarters together with a report of the incident . {See 27 8 - HQ- 
C1229726‘VIO Series 820) . These records will be forwarded to the 
Office of Intelligence Policy and Review (OIPR) All 
communications that contained the incorrect telephone number were 
permanently charged out and removed from FBI Automated Case 
Support system (ACS) . 

Section 2-56 of the National Foreign Intelligence 

Program Manual (NFIPM) requires OGC to determine whether the 
facts related above are required to be reported to the lOB. For 
the reasons discussed below this matter needs to be reported. 


lU) 


b5 


The Electronic Communications Privacy Act (ECPA) , 
18 U.S.C, § 2?09 authorizes the issuance of a National Security 
Letter for telephone subscriber information , telephone toll 
billing records and electronic communication t ransact ional 
records for telephone numbers used by the sub j ect of the 
investigation. The USA PATRIOT Act, P.L, 107-56, authorizes the 
issuance of an NSL for a subject upon a certification of 
relevance to an authorized investigation to protect against 

i ntfirnat i nn^l r o-r n1 \ i nr 1 i 


(U) Section 2.4 of the Executive Order (BO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI , the 
Assistant Director, Inspection Division, and the General Counsel, 
OGC, respectfully) report to the lOB all information "concerning 
the intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive Order or Presidential 
Directive . ” 


(U) 


To: 
Re : 


SHC^T 

Inspection Division From : Gei^ral Counsel 

278 -HQ-C122 9736 -VIO, 05/06/200 5 


(U) In the instant matter , while the error in 
combining the two telephone numbers appears to be inadvertent, it 
resulted in obtaining another U,S. Person's telephone records 
without authorization. Even though the production of the wrong 
telephone records resulted from a typographical error, the 
delivery of the telephone records was contrary to 18 USC § 2709, 
Consequently, based on the above analysis, and in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863 and 
Section 2-56 of the MFIPM , the error must be reported to the lOB. 

LEAD (a) : 

Set Lead 1 : (Action) 


b2 

b7E 


(U) Read and clear 


b6 

b7C 


Set Lead 2 : (Action) 

INSPECTION fllS) 

AT WASHINGTON. DC 

(LJ) For action deemed appropriate 

1 - Ms , Thomas 
1 SSAI __ _l ^ 

1 I 

1 'KJB t-'Tie 



-3BCKET 

May 6, 2005 
BY COURIER 


Janes Langdon, Chairman 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W., Room 5020 
Washington, D.C. 20503 


Dear Chairman Langdon: 


b2 


b6 

b7C 


This letter forwards for your information a self -explanatory 
enclosure entitled, "Intelligence Oversight Board (lOB) Matter, 
lOB 2005| "I (U) 


The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. {U) 




DECLASSIFIED BY 6SI79dith/k3i;/pt3 
ON 06-04-2007 


SaCPJET 


- 2 - 


Chairman James Langdon 


Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience* (U) 

Sincerely, 


Julie P. Thomas 
Deputy General Counsel 


Enclosure 


1 - The Honorable Alberto R * Gonzalez 
Attorney General 
U - S , Department of Justice 
Room 5111 


1 - Mr* James Baker 

Counsel/ Office of Intelligence Policy and Review 
U * S * Department of Justice 
Room 6150 



^BCMX 


b2 

b7E 

bl 

b7D 




iU) X 


of the Federal 


[ 


Bureau of investigati on (FBIl has reported that a National 
.q&ourltv JLel.t&r I _ I 


incorrect telephone number. 


] contained an 


(S) 


[ 


L 




a- Nat ional Security ' letter (NSlJ 

an incorrect telephone number. I 


_ |draf ted ' 

T wniciicontained 


bl 

b6 

b7C 

b?D 


(S) 


tr esnonaed to tne NbLi ana 

delivered the telephone records that corresponded to the 
incorrect number listed in the NSL. Upon review of the telephone 
records, it was discovered that they belonged to a different U.S, 
Person. 


1 


When the error was discovered, the telephone records 
were sealed along with the original NSL and forwarded to FBI 
Headquarters together with a report of the incident. All 
communications that contained the incorrect telephone number were 
permanently charged out and removed from FBI Automated Case 
Support system (ACS) . In addition, the matter has been referred 
to the FBI's Internal Inspection Section for any action that is 
deemed appropriate. 



CATE: 06-04-2007 
CLASSIFIED BY 6S179dmh/'pus 
FEASOr: 1.4 (c) 

DECLASSIFi' ON: 06-04-2032 


ALL IMFOPJIATIOH COIITAIHED 
HEREIN IS OMCLASSIFIED EXCEPT 
IJHERE SHOWN OTHERWISE 


(Rtv OI-3)-?O03) 


ee cRKT 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 09/26/2005 

To: General Counsel Attn: NSLB 


From: Inspection 

Internal Inv estigations Section. IPU. Room 1 1102 

Contact : CRSl 


Approved By: Fogle Toni Mari 


Drafted By: 

Case 'ID #: 278-HQ-C1229736-VIO (Pending) 

|U) Title: INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KIMG)t 11 56 

OGC/IOB# 2005^ 

1 \ ^2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) , 



Details: (U) The In ternal Investigations Section (IIS) received 

an BC from jDivision dated 4/22/2005, reporting a 

1^2 possible low error . Based upon a review of the referenced EC it 

b7s is the IIS's opinion the incident described therein is indicative 

of a performance issue* Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 




g ECRBT 


DECLASSIFIED BY 6 5l79dmh/kSE/p 
Otr 06-04-2007 


fRcv 01-JI-200J) 


gBCRBT 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 09/26/2005 


To: 


Attn: SAC ( Personal Attention) 


b6 

b7C 

b2 


ill 


From: 


Inspection 
Internal 
Contact : 


Inv estigations Section . I PU. Ronm 1110 2 
CRS 


Approved By : Fogle Toni Mari'}iyy.' - 

Drafted By: 


Case ID #: 2G3-HQ-0-U - 319 (Pending) 


W Title: INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRAC KING# 115 6 b2 

OGC/IOB# 20051 


Synopsis: (U) To advise that captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 




h2 

hlE 




X 


Enclosure (s) : (U) EC from 


Reference: 278- 

278-HO- 


(U) Upon review ofQ 



Division dated 04/22/2005 


^rial 820 
erial 881 


Details ; 

of a potential lOB violation! it is 


T 


Division's captioned report 
S's opinion the incident is 
not indicative of willful misconduct. IIS only actively pursues 
investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future ac tion relative to this incident to the discretion of 


the 


iDivision. IIS recognizes and appreciates this 

matter was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

4# 




DECLASSIFIED BY 6S179 dmh/kSE/pts 
ON 06-08-2007 


(Rev. 0(01-2003) 



FEDERAL BUREAU OF INVESTIGATION 


(U) 

<TJ> 

<TJ) 


(U> 

iU) 


Precedence : ROUTINE 

To: Counterterrorism 

General Counsel 


Date: 09/30/2005 

Attn: I TOS IXCONUS 2\Team 7 




Attn; NSr^: 
AGC 


b6 

b7C 

b2 

b7E 


From; Inspection 

— Internal Inve stigations Section. IPU. Room 11102 

Contact ; CRS 

Approved By: 


Drafted By: 


Case ID It r 263-HQ- O-U (lending) 


C«) 


263-HQ-C1229736-VIO (Pending) 


Title: ■ -JSi 


ssJ 

TFq 


1 

[DIVISION 

OGC 

# 2005 - 



Synopsis: (U) Forwarding material to Counterterrorism Division 

for appropriate handling. 

■ xK 



References 278 -HQ-C122 9736 -VIO Serial 638 

278-HQ-C1229736-VIO Serial 754 


, , Enclosure! s). : Enclosed for Counterterrorism Division (CTD) , 

ITOS I, CONUS 2, T€ 


^eam 7 are the following : 


m 



DATE: 06-06-2007 

CLASSIFIED BY 65179 dioh/ksc/pcs 

PZA30H: 1.4 (c) 

DECLASSIFf OTJ; 06-08-2032 


ALL IWFOPHATIOTJ COOTADJED 
HEREIH IS UNCLASSIFIED EXCEPT 
TiJHERE SHOW OTHERWISE 


To: Counterterrorism From: 

CU> Re: ^ 263-HQ-O-U, 09/30/2005 


SE(^T 

Inspe^i 


on 


b2 

b7E 

bl 


(S) 


(U) 


enclosing: 



(UJ 


bl 


copy of 278-HQ-C1229736-VIO, serial 754 


A CD containing material inadvertently gathered 


y 


1=: 


Details ; 


Internal 


By way of 278 -HQ-C122 973 6 -VIO serials 
3)rvisit 


688 and 754 

_ .on forwarded to Inspection Division (INSD}y 

Investigations Section (IIS) the enclosed unauthorized 


(S) collected Tnaterial inadvertently obtained pursuant to: 1 ) an NFil. 


b2 

b7D 

bl 


b2 


(U) 


n By s tandard prac tice, this 

material should have been provided bv l ~l Division to 

CTD\IT0S I\C0NUS 2\Team 7, the substantive unit supervising the 
investigations in which the material was collected. In turn, 
that unit SSA should turn it over to the Office of Intelligence 
Policy and Review (OIPR).I _ ~| 


3 


Accordingly , INSD, IIS is forwarding the enclosed 
material to CTD\ITOS I\CONTJS 2\Team 7 for appropriate handling. 



SE 


2 


(U> 


To; 
Re : 


Counterterrorism 

263-HQ-O'U, 


sec\et 

From: InspArti 

09/30/2005 


on 


LEAD(s) : 

Set Lead X: (Action) 

COUNTERTERROR I SM 

AT WASHINGTON. DC 

(U) For ITOS I\CONUS 2\Team 7 to review EC and provide 
enclosed material to OIPR, 

Set Lead 2: (Info) 


GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Provided to NSLB for information only. 


♦♦ 
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tRev 0101^200,*^) 


b2 

b7E 

b6 

b7C 




SEC3RET 


FEDERAL BUREAU OF INVESTIGATION 




Precedence : ROUTINE 

To: /inspection 

General Counsel 


Date : 


# I zoo 

02 / 25/2005 


Attn : Internal Invest igations 

Sect . 

Attn: Natl, Sec, Law Branch 

Asst . Genl , Counsel 



BOARD { I OB ) MATTER 


bl 

bTD 


Synopsis: (U) To report potential lOB matter to the 

Inspection Division and to the General Counsel. 


( 0 ) 

(S) 


, (uj M- 

Enclosure (s) : x> Enclosed for the 
Internal Investigations Section are 



G-3 

XI 

Inspection 
the follow! 


Division, 

ng: 


1^ A CD containing matefial 
I p ursuant to a National Security Letter (NSL) . 

WARNING: This CD may contain a virus and should not be placed 

in any computer until a virus scan is performed* 



To: Inspection From: 

Re: (U) 278-HQ-C1229736-VIO, 02/25/2005 



b7£ 


b2 

b7E 


[Ur - • 

3. An EC dated 02/04/20051 

r — 

_i 

1 transmitting the results | 




matter, TFO 


' 0 [ ^ 


b6 

b7C 

b2 

b7E 

b7D 


that it contained [ 


Upon receiving the CD the case agent in this 
I PV^mi n&H ^ba cn a ^ a n 


1 


1 


With the help 




reported what h e had tound tof 




supervisor, SSA 


] On the_3ama! 


was reported to him, 02/14/2005, SSA[ Ttelepii 

reporte d thi s matter to Chief D ivision cou nsel (CDC}[ 


He then 


ay tne matter 
telep honicall 


3 CDC[ 


advised SSaF 


5 


envelope and send it to CDC 


5 


j 


seal the CD in an 

t5n^ /l6/2005 CDCr^ 1 


telephonically contacted NSt'PTU~Uni't Chief| | for 

guidance. This call wa_s . rptn-r-nPi^ i-tua HatP hy a-aa istant 


General Counsel (AGC) 


who advised 


information retrieved from the CD should not De 


^s^d tor any purpose even though th e M5L di d not request any 
such information. On 2/23/2005 CDC | [e-mailed AGC 


To: 
Re : 


b2 

b7E 


Inspect ion 


From : 



(U) 2 78-KQ-C122 9'7 36-VIO, 02/2 5/2005 


b6 

b7C 


" ■ d ' yuua ' i i LidJ. 


should be reported. 


to determine if this matter should be reported as 
lOB violation. On 2/24/2005 she responded that it 


(U) 


b2 

b7E 


J?^ 1 [bel ieves the following should be 

considered by the Tnspection Division and the General Counsel 
in determining if this matter should be reported to the lOB. 
First the NSL specifically stated that e-mail content 
information was jnot requested. Any violation of Title 18, 
U.S. Code Section 2711 was committed by the internet service 
provider, not by the FBI. The statute does not specifically 
prohibit the FBI from viewing e-mail content information 
provided pursuant to a NSL and it does not specifically 
prohibit the use of such information by the FBI. The statute 
prohibits the FBI from requesting the content information and 
prohibits the provider from releasing such information. 

Second, any violation of the "intent" of the statute was 
inadvertent. The case agent sought guidance from his 
supervisor shortly after viewing the information and the 
supervisor immediately contacted the CDC. Guidance was then 
sought from OGC . 



b2 

b7E 




To: Inspection From: 

Re: (U) 278-HQ-C1229'? 


ib- VIU, U2/2"5/2005 


LEAD ( 3) : 

Set Lead 1: (Action) 

liSrSPECTIQN 


AT WASHINGTON. DC 

(U) Review this EC and attachments and take action 
as appropriate . 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. PC 

(U) Review this EC and advise the Inspection 
Division, IIS on the referal of this matter as a potential ICB 
violation * 


Secret 




U.S. Department of Justice 


Federal Bureau of Invesiigaiion 


(n Reply, Please Refer to 
File No, 


(S) 


(s)| I 

Under the authority of Executive Order 12333^ dated 
December 4, 1981, and pursuant to Title 18. United States Code 
(U.S.C*), Section 2709 {as amended, October 26, 2001), you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI)l I 

bl 

b6 

b7c 

b2 

b7E 

b7D 


(S) 

la accordance with Title 18, U.S.C., Section 2709(b), I 
certify that all records being sought are relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an investigation 
of a United States person is not conducted solely on the basis of 
activities protected by the first amendment to the Constitution of 
the United States. 





You are further advised that Title 18, Section 

2709(c) prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained access 
to information or records under these provisions. 

You are requested to provide the records in an electronic 
format, specifically in comma separated value former h^rt 

provide them personally to a representative of| 

Division of the FBI , Any i nn^ vnu regarding this request 

should be directed only to Division. Due to 

security considerations, shouldneither send the records through 

the mail nor disclose the substance of this request in any telephone 
conversat ion. 


ALL IMFOPKATlOn COlfTAll^r 
HEPZIH IS UKC LASS I TIED EXCEPT 
T»IHERE SHOIW OTHERWISE 


Secre 



r*ATE: 06-07-2007 

CLASSIFIED BY 65179diih/ksi:;pi:s 

REASOH: 1*4 (c) 

DECLASSIFY OM: 06-07-2032 


Secret 



Your cooperation in this matter is greatly appreciated. 


Sincerely yours. 


Special Agent in Charge 


be 

b7C 

b2 

b7E 


\ 

Secrei 


(Rev 0101-2003) 



FEDERAL BUREAU OF INVESTIGATION 


b2 

b7p 

b6 

b7C 


Precedence: ROUTINE 

To: 


Dat-e : 02/04/2005 


Attn ; 


bl 


From ; 

Contact; ISS 
Approved By: 

Drafted By: 

(S) Case ID # : 



.Ra 

1 

TFO 








IS UNCLASSIFIED EXCEPT 
mET(E SHOTO OTHERWISE 


DECLASSIFY OH; 06-07-203^ 


b2 

blE 

bl 

bl 

b6 

b7C 

b2 

b7E 




BET 


(S) 

:s) 


To: 
Re : 


From: 


1 — 


^ u J 1 

All leads set for 


have been completed . 


LEAD(s); 

Set Leed 1; <lnfo) 

b2 

b7E 

( U ) Read and clear. 


♦♦ 


sfeiSMT 
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(Rev 01 -J I -2003) 


SEC&ET 

FEDERAL BUREAU W INVESTIGATION 


Precedence : ROUTINE 


To: 


b2 

]^ 7 E Counterterrorism 

b6 

blC 

Inspection 


Date: 04/21/2005 

Attn: SAC 

CDC 

Attn; ITOSI/CONUSII 

Attn: Internal Investigation Section 


<0- 


(S) 


im 


From: General Counsel 

National Security Law Branch/LX Crossing Roop 5S200 

Contact: 

Approved By: 


Drafted By: 


Case ID ft ; 

bi (SJ 



27fi-Hn_-.ri^2CLXi.g_^VTn 

I Pending) 


(Pending) 


b7c 

b2 



Int elligence Oversig ht Board { lOB) 
SSA 


TFO 





IS the opinion of the Ofrice or General 


Synopsis: 

Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (lOB) and to the Inspection Division 
(INSD) f FBIHQ. OGC will prepare and deliver the necessary 
correspondence to the lOB. Our analysis follows. 


Reference 


(U) X 

=X^ 



278-HQ'C1229736-VI0 Serial 580 


Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. DATE: C6-03-20il7 

CLASSIFIED BY 55179 dmh/lssr/pns 

ALL ITIFOPHATIOM CCKTAIWED PEA^JOH: 1,4 (c) 

HEREIM 15 UWCLAS5IFIED EXCEPT DECLASSIFY OU: 06-06-2032 

WHERE SHOWN OTHERWISE 


secr: 


b2 

b7E 




To: 

Re: 


ET 


From: General Counsel 


J:&t; 278-HQ-C1229736-VIO, 04/21/2005 


bl 

b6 

b7C 

b7D 

b2 

b7E 


(S) 


(U) 

Details: By ele ctronic communi cation f E C i dated Februar y 25, 

2005 (cited below) , ‘ I 1 ni vi =:i.on I I 

reported a potential lOB error I 


1 1 A KSL was siqned by 1 1 SAC 1 — 1 

1 Z 1 

1 

1 to orovide all subscriber 


information pertaining 

Ipursuant. 

-to .18 ■ 

■ n ,S r 7'.7nq j 

-hP MST, t if:an V 

r 1 


(S) 


b6 

b7c 

b2 



1 1 

Ireturnedl 1 a CD 



bursuant to the NSL. 


Case agent 


determined th^y: — rn 

contained 1 


_1-.ie.qJ 1 

with assistance, was ahlel ■ i [ 

j ^ — hpnnrfpdl | 

information to his supervisor SSAi 

yyAl 1 


information. CDcQ 


3advised that the CD should be sealed in 


an envelope and sent to him . He t hen consulted with M5 LPTU . On 
02/16/05 Assistant General Counsel | ( advised 

that the e-mail content information should not be used for any 
purpose, even though the content information was not requested 
and sent inadvertently by the service provider. On 02/24/05 NSLB 
advised that the matter should be reported as a potential lOB 
violation . 


b2 


See EC from I 
-VIO, titled 


fU) 

278-HQ-C1229736 

Intelligence Oversight Board (ICB) Matter," hereinafter cited as 


Ipi visi on, dated G2/25/0 S, Case TO# 
J SSA I ^ \ Pot egl; 1.^1 


b7E 

EC. " 




b7C 

bl 

2 

(S) 1 


y 

(U) 


1 EC. 


4 

(U) 




5 

(U) 





b2 

b7E 


SECRET 


To: 

Re: 


From: General Counsel 


(S) 278-HQ-C1229736-VIO, 04/21/2005 


As required by Executive Order (E.O.) 12863 and 
Section 2--56 of the National Foreign Intelligence Program Manual 
( NFI PM ) , OGC was tasked to determine whether the surveillance 
errors described here are matters which must be reported to the 
lOB. They must* 


b2 

b7E 


Section 2*4 of E*0* 12863, dated 09/13/1993, 

mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the lOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 


- 



At the same time . the Act made 


used for the purpose! 

I Consequently, any viewing ot the 
"coritent ot electronically transmitted communications must be 
obtained pursuant to a court order*'’ 



bl 

bo 

b7C 


In the present case , it is cl ear that the servi ne 

provider] I erroneousl y provided] j 

1 \ ~ l and that the FBI 

unintentionally received that content information not 

contemplated by the NSl| J 

However, under these circumstances, it is OGC's opinion that the 
error, although inadvertent, must be reported to lOB. 


In accordance with the reporting requirements of 

E.O. 12863, OGC will prepare the correspondence required to 
report this matter to lOB. 


1802. 


^There are certain enumerated exceptions to this prohibition. 50 U.S.C. Section 

SECR^ 


3 


^V) 



To : l ~~l From: General Counsel 

Re-5 278-HQ-C1229736-VI0, 04/21/2005 


LEAD(S ) t 

Set Lead I: (Adm) 


(U) Read and clear. Take action consistent with this 

memorandum . 

Set Lead 2 : (Action) 

rNSPECTION 

INTERNAL INSPECTIONS SECTIOM. WASHINGTON. DC 
(LI) For action deemed appropriate 


b6 

b7C 


1 

1 

1 

1 


-Ms. Thomas 


~ lOB File 



4 


April 21, 2005 


BY COURIER 


Mr. James Uangdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D . C . 


Dear Mr. Langdon : 


b2 

b7E 


Enclosed 
enclosure entitled 
Division 


for your information is a se 
‘Inte lligen ce Oversight Board 


2005 


If -explanatory 
(lOB) Matter, 


This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to the 
Attorney General’s Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws. 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations . (U) 


Enclosure 


b6 

b7C 


1 

1 

1 

1 


-_Ms. Thomas 


- 278-HQ-C1229736-VIO 7 


ALL IMFOWIATICtN COFTAIHED 
HEREIM IS IOTCLA33IFIED EXCEPT 
¥HEPE SHOOT OTHERWISE 


UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 



SECKET 


Should you or any member of\your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 


Sincerely, 


Julie F- Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R . Gonzales 
Attorney General 
U.S. Department of Justice ' 

Room 5111 

1 - Hr. James Baker 

Counsel , Office of Intelligence Policy and Review 
U.S* Department of Justice 
Room 6150 


SRCRET 


INTELLIG EHCR 

fc ’2 [_ 

b7E 


QVERSTaHT BOARD (lOB) MATTER 
]_aiVISION 


2005 


CJ(u) 


bl 

b2 

b7E 

b7D 

b6 

b7C 


tS) 


;s) 




lOB matter has determined that , 



brined a MSL 


1 " ' 

1 The NSL specifically stated not to include 


conteiit. 1 

Ireceived a CD 


DrovidedI 

1 The CD contained non-reauested t 



r— — r ] 

1 


The CDC was contacted the 


the CDC. On Fe bruary 16, 2 005 | I contacred QGC MSLPTU. 

NSLPTU advised i [ not to use ] | 

information for any purpose. The matter was then reported as a 
potential lOB violation (S) , 


(U) 


This matter has been referred to the FBI's Inspection 
Division for action deemed appropriate 


DATE: 06-0S-2007 

CLASSIFIED BY 65179 djnlvksE/pcs 

REASOll; 1.4 {c) 

DECLASSIFY OH: 06-06-2032 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTIHE Date: 09/27/2005 

To; General Counsel Attn: NSLB 


b6 

b7c 

b2 


From; Inspection 

Internal Inv estigations Section, IPU, Room 111 02 
Contact : CRS 

Approved By; Fogle Toni Man 
Drafted By: 


(U) Case ID #: 



278-HQ-C1229736-VIO 


(Pending) 


(U) Title: 


INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KINGS 1200 
OGC/IOB# 2005 ] I ^^2 


Synopsis: (U) To report a potential Intelligence Oversight Board 

(lOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 



G-3 

XI 


<U) 


Re f e r enc e : 


278-HQ-C1229736-VIO Serial 688 
278-HQ-C1229736-VIO Serial 824 



Details; (U) The Inte rnal Investigations Section (IIS) received 
an EC from ! Division dated 2/25/2005, reporting a 

possible lOB error* Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is an error 
attributed to the Internet Company in providing unauthorized 
information relative to an NSL request and not the FBI or its 
personnel . Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate* 


♦♦ 


DECLASSIFIED BY 65179 dmh/pC3 
OU 06-06-2007 
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b2 

b7E 

b6 

b7C 




(U) 


b2 

b7E 


<U) 


Precedence: 
To: 


ROUTINE 

— 


Date: 09/28/2005 

Attn: SAC (Personal Attention) 


From: Inspection 

Internal Inv estigations Section. IPU, Room I 1102 

Contact ! CRS 


Approved By: Rosenthal Russell H 


Drafted By: 
Case ID #: 

Titles ^ 

bG ^ ^ 

b7C 

fo2 


263-HQ-O‘U - 324 (Pending) 


TFO 
SSA 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC KINGS* 1200 
OGC/IOB# 2005-1 [ 


Synopsis: (U) To advise the captioned reporting of potential 

Intelligence Oversight Board (lOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS . 


(U) 




Enclosure (s) : (U) EC from 



dated 02/25/2005 


Reference: 278-HQ-C1229736-VIO Serial 688 


278-HQ-C1229736-VIO Serial 824 


Division's captioned 
is IIS's opinion the 


Details: (U) Upon review of 

report of a potential lOB violation, Tt 

incident described therein was an error attributed to the 
Internet Company in providing unauthorized information relative 
to an NSL request and not the FBI or its personnel. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, recognize this matter was 
brought to our attention as required by the revisions 



DECLASSIFIED BY 65179 dmh/ksr/prs 
OM 06-08-2007 


b2 

b7E 


TO: I 

Re: 263-HQ-O-U - 


^2;e6rsi5 

From: Inspection 

324, 09/28/2005 


mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 



2 


U.S. Department mstice 
Office of the Inspector General 





DC 205 JO 

DATE; June 2, 2005 


TO: Charlene B. Thornton 

Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

(X 

FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 


b6 

b7C 

b2 

b7E 


SUBJECT: 


OIG Co 
Subject 


I 


Plaint No. 2005005031 

et ai. 


T 


FBI No. 278-HQ-C1229736-VIO-688 



We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or flnal action is not required by the 
OIG. 



This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 



This complaint will be investigated by the OIG. 


IMPORTANT NOTICE 


Iflenttfying informBtlon may have been redacted from the attached OIC Re port/ Referral pursuant to § 7 of the 
JG Act or because an individual has (a) requested confidentiality or (b> expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action U not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/ Referral or to the identities of complainants or witnesses, and that, in all 
cases , complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 


Attachment 


b6 

b7C 


ALL FBI IHFOWfATIOW COHTAIUFD 
HEPZIJT 13 UHCLA5?IFIEI> 

DATE 06-11-2007 BY 65179 diolT/k / c /p c S 





b2 


OIG - ItJT'ESTICATXCNS DTV.ilON - inMS 

OIG NO. 1 

□ 

1^12 -20050CS031 -K 

Received 

By: 

1 ILL 

[ Date Received : 04/18/3005 

Kow Received; A 

SUBJECT:] 
Title: S 
Componen 
MiSC : 

1 


' SSNO - 
D C . B . . 
Alien Numb 
F.E.l. No. 


SA Pay Plan: 

it : FBI EOD Date ■ 



Home 1 
Phone 
worK : 
phone 
Judico^i Action; 


SUBJECT 
Title: CT 
Component : FBI 
Mi sc : 

Home : , , 

Phonei 
Work : 

Phon e d" ” 


Judicial Action; 


COMPLAINAJ^T: 
Tide: ATTY 
Component ; FBI 
Mi sc ; 

Home : . , 
Phonei 
Work : 

Phone! 

Contact : 




..■I - ■ 

1 


LIP: 


□ 


pay Plan: 
EOD Date: 



-TTfr 


Pay Plan : GS - / 

EOD Date: / / 


□ 


ZIP: 


Conf ident ial ; N 


Revealed : 


B .0, P. No . ; 

D/L STATE: 

No . : 

Administrative Action: 

SSNO: ’ - 

D .C, E. : h‘f- 

A1 ien NuTutaer ; 

F-B.l. No. : b6 

B ,0. P. No. ; b7C 
D/L STATE: b2 

Mo . : t>7£ 

Administ rative Act ion : 
SSNO : 

D . 0 . B , : / / 

Alien Number: 

F , B , 1 . No . : 

B . 0 . P . No . r 
D/L STATE: 

No. : 

Aur horicy : 


ALLEGATIONS: Offense: 412 - Job Performance Failure 

Occurrence Date; Time: City: , State: 

Details : 

The FBI provided information reporting a potential lOB matter. 


DISPOSITION DATA: Office: Date: 04/18/200S Disposition: M Approval: GGP 

Referred To Agency: FBI INSPECTION DIVISION Component: FBI 

Patriot Act r N Civil Rights: N Priority: N 

Other Number: 2781229736 Consolidated Case Number; 

Remarks : 

Predicating material contains information that has been classified and has been 
returned to the FBI. (yht) 


REFERRAL INFORMATION: 

Agency Control No.: 2781229736 Date Sent to Component: 06/02/2005 

Last contacted on: / / Date Closed: - / / 

Status: CASE REFERRAL TO THORNTOH/FBI (YHT) 


ALL FBI IMFOPJIATIOW CONTAINED 

HEREIN IZ UNCLASSIFIED 

DATE 06-11-2007 SY 65179 dHih/k3r/pC3 


(Rev UoI-200j) 



FEDERAL BUREAU OF INVESTIGATION 


b6 

b7C 

b2 


b7E 


bl 

b7D 


Precedence: ROUTINE 

To: yinspection 

General Counsel 


Date ; 


02/25/2005 


Attn: 
Attn : 


Internal Investigations 
Sect . 

Natl. Sec, Law Branch 
Asst . Genl , Counsel 



Case ID #; (U) 

Title: (U) 


278-HQ-C1229736-VI0 


( Pending) 
b6 
b7C 


TFO 
SSA 

POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD (JOB) i^iATTER 

Synopsis; (U) To report potential lOB matter to the 
Inspection Division and to the General Counsel, 

Derivferf^rom : G - 3 

Decl^sily^n: XI 

■Enclosure (s): Cs^ Enclosed for the Inspection Division, 

Internal Investigations Section are the following : 

A CD containing material furnished by 

pursuant to a National Security Letter (NSL) . 


u- 




WARNING: THTs CD may contain a virus and should'not 'be""piaced 

in any computer until a virus scan is performed. 



iS) 2 



ALL lUFOMATIOn COMTAIMED 
HEP^IW IS UNCLASSIFIED EXCEPT 
mEPE SHOOT OTHEPtflSE 


Freedom of Information 

and 

Privacy Acts 


SUBJECT: NATIONAL SECURITY LETTERS 
FOLDER : VoWt iQ 



Federal Bureau of Investigation 



(Rev (JI..1 1.2(103) 



federal bureau of INVESTIGIATION 


Precedence : ROUTINE 

/ 

To: ' Inspection 

General Counsel 


Date : 


il ' . 

01 / 04 / 20 C 6 


Attn: 

Attn: 


From : [_ 


Internal Investigations 
Sect , 

Natl , Sec , Law Branch 
Asst ■ Gen] . 


Squad 1 , 

Leqal Unit 



Contact : 

CDCl 



Approved By: 




b2 

b7E 





b6 





b7c 

Drafted By: 






Case ID #: (U) 27 S*HQ-C 1229736 -^VI 0 

Title ; 


( Pending) 


(U) POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD ( lOB) MATTER 


b6 

b7C 


Synopsis: (U) To report potential lOB matter to the 

Inspection Division and to the General Counsel » 


(U) 

(S); (U). 

Details: This matter has rise n as the resnl r nf 

issued in an Invest i aar i nn h i ^ i > T 




ALL DTFOPIlATrOK COTTTAIHED 
HEFEIff 15 mitLASSlFIEC EXCEPT 

WHERE ^nom othefwi?;e 


U£l^ 



bi 

b6 

fo7C 



DECLASSIFY 051: 05-25-2032 


bl 

b6 

b7C 

b2 

b7E 

b7D 


Eci?S;T 


sec: 


To; Inspection From: 

Re: (U) 278-HQ-C1229736-VIC, 01/04/2006 


b2 

b7E 


(U) 



the case aoenf. in 

this matter, beaan reviewina the dnrnnipnfn 

1 

1 noted . that I 

1 had orovided two 

documents which 

were unrelated to the subieCf of' the NSL: 

\ 1 




made no use of these documents and 


(g) noti 


f led ^ 


[ 


forward the documen ts to the CPC. T 
■dTiri^manJ'-c — ^peiate’ to[ 


1— uho. 


Jwho 


iBipuested that he 
assumes the 
IS a U.S. Person, 


has secured these documents pursuant to an email 

] to all CDCs dated 11/22/2005 


from AGC 

Nothing irom tnese oocuments' has been uploaded into any 
database or stored in any file 

'“’Ml 


NSL which should have led 
detailed above. 


notes t hat there is nothing in the 
' to produce the two documents 


(S) 


bl 

b6 

b7C 

b2 

hlE 

b7D 


bl 

b7D 

b2 

b7E 


sEOif;^ 


2 



To : Inspection From: [ 


b2 

b7E 


Re: (U) 278-HQ-C122973S-VIO, 01/04/2006 

LEAD(s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review this EC and take action as appropriate. 
Set Lead 2i (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Review this EC and advise the Inspection 
Division, IIS on the referal of this matter as a potential lOB 
violation , 



j 


(Rev 01-3 t -200 .'>) 


SEcklK^ 

FEDERAL BUREAU OF INVESTIGATION 


(S) 


Precedence; ROUTINE 

r 

To; / Inspection 

General Counsel 


Attn: 

Attn: 


Date: 01/04/2006 

Internal Investigations 
Sect . 

Natl . Sec , Law Branch 
Asst . _GenI, Counse] 


From: 


Contact : CDC 



Approved By: 
Drafted By: 





b2 

b7E 

b6 

b7C 


Case ID #: (U) 278-HQ-C1229736-VIO " ‘ (Pending) 

rnpr 


Title: 


(U) 


I DIVISION 
POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD { lOB) MATTER 


Synopsis: (U) To report potential lOB matter to the 

Inspection Division and to the General Counsel. 

(ff) ■ 

(U) 

Details : 


Deriv^ 
DeeiS^ify On; 


ALL IHFOPMATION COMTAIHEt) 
HEREIN IS iniCLASSIEIED EXCEPT 
WHERE SHOMH 5THERWI3E 


investigation rir.lf^dl 


1 


S) (U) 'J;s^ As part of this 

inves t jqa tiJLon a was 

by 1 1 SAC r 


1 The NBT. 

was directed tol 


1 . , 

The NSL sought 


. ..cjiiu VUJ .1 xecoras tor teiepnone 

serv ed the HSL a nd, via an EC datedr 
returned to[^ * ' - 


d 




Ja pac kage of mate rial provided by the 

telecommunications company. I l EC includes the name 

and address of the subscriber to this telephone number. 


/t::S 



SE^^T 


-.X 


PATE: 05-25-2007 

CLASSIFIEtJ BY 65179 daih/ksi/gcl 

PBASOII: 1.4 [c) 

DECLASSir/ ON: 05-2S-2032 

# 1073946 


bl 

b6 

b7C 


bi 

b6 

b7C 

blD 

b2 

b7E 


C^l 


SECRXT 

b2 

To: Inspection From-. | 

Re: (U) 278-HQ-C12297i6-VIO, o"l/o'4/2 006 


(UJ. 


(S) 

Up on receiving the material the case agents SA 
I I noted that the telephone number subscriber 

was unknown to him. He then checked the telephone number and 




2 


bl 

b6 

b7C 

b2 

b7E 


bl 

b7D 

b2 

b6 

b7C 

b7E 


b2 

b7E 


To: Inspection From: I 1 

Re; (J) 278-HQ-C1229736-VIO, 01/04/2006 

LEAD (s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 
(U) Review this EC and take action as appropriate. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Review this EC and advise the Inspection 
Division, IIS on the referal of this matter as a potential lOB 
violation , 



D! >1-20 .3) 




SEW^^ET 

FEDERAL BUREAU OF INVESTIGATION 






1 


Precedence: ROUTINE 

To: General Counsel 


Attn! 


Ti 


Date: 12/14/2005 

National Security Law Branch 
Room 7975 


From 


= [ 


Contact : CDC 


Approved By: 




Drafted By; 



: jbk 


b2 

b7E 

b 6 

b7C 


Case ID #: (U) 278 -HQ-C122 973 6 - VIO - 1093 (Pending 

Title: (U) SPECIAL AGENT (SA) 

POSSIBLE INTELLIGENLL UVEkSlGHT tlOAkiJ 
(lOB) MATTER - INTERNATIONAL TERRORISM RELATED 

Synopsis: (U) This communication reports a possible lOB 

violation . 

(ut Deriv ^d~~gTSarmz a-^CB ir??f^ 1/97 

SssTfyOn: 12/14/2030 



Details : 


the I 

TasK Force . 


im Personnel and case background 

(U) SA 


Di^JiSldh, and 


Is aaaioj2firi to 


of 

Jo i hr— r^rrort s m 


b2 

b7E 

b6 

b7C 


(S) 


bl 

b6 

blC 


I — By electronic communicat ion (EC) dated 06/23/2005, 
i L - . Division sent materials responsive to the NSL to SA 





b6 

b7C 





secK^ 


ALL IMFORMATIOM COWTAIHED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


b6 

b7C 

b2 

b7E 


1 






DATE: 05-25-2007 

CLASSIFIED BY 65179 dmh/ksr/ycl 

PEASOH; 1.4 (e) 

DECLASSIFY ON; 05-25-2032 # 1073946 


SEC^T 

To: General Counsel From: 

Re: (U) 278-HQ-C1229736-VIO, 12/14/2005 


(5J) 


(U) 2 . Discovery and immediate corrective action 


discovered 


Upon receipt of the records, S H 
that he mi stakenly provided the wrong phone number in his 
request. ■ 3 

' (S) 

1 m 

_ After discovery, the records received from the . 

ni\f-Lj= i S^n wp>-p f ~ ■ — ~ - I 


bl 

b2 

b7E 

b6 

b7C 


By EC dated 07/01/2005, [:his was reported 

Security Law Branch and 


(U) 

to the Nat 

it was not officially reported as a possible lOB violation* 


Division * But 


b2 

b7E 


m 


fU) 3, Possible violation and SAC recommendation 

■M The "Attorney General Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection, " 
contemplates use of NSLs only for predicated subjects. 

Obviously, the mistaken target of the 03/18/2005 NSL was not a 
subj ect . 


(U) This matter appears to be a minor adp inistrati ve 
oversight. It is certainly mitigated by SA[ 
discovery of the erro p . and. hi s—j mmedi ate corrective 


Accordingly, 
action , 


the SAC, 


imi 

J immediate 
action . 

recommends no administrative 


b6 

b7C 

b2 

b7E 



2 


SteC^ET 


b2 

b7E 


To: General Counsel From: 

Re; (U) 278 -HQ-C122 9736 -VIO, 12/14/2005 

LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) The National Security Law Branch is requested to 
determine if this matter should be reported as to the lOB. 

(U) The National Security Law Branch is also requested 
to provide guidance concerning the proper disposition of 
mistakenly gathered information in cases such as these. 



3 


Freedom of Information 

and 

Privacy Acts 

SUBJECT: NATIONAL SECURITY LETTERS 
FOLDER : 



Federal Bureau of Investigation 



f.-., .-,-ALJOOpJFOFMATlON COMTAIMSIj 

HEREIH 13 WCLASSIFIED EXCEPT 
WHEPE SHOWH OTHERMISE 


SB^RET/ORCON/NOFORIT 

FEDERAL BUREAU OF INVESTICUiTION 


DATE: 06-06-2007 

CLASSIFIED EV 65179/ dmh/ksr/eaJ! 

REASOH: 1.4 (c) 

DECLASSIFY OH: 06-06-2032 


; t 


(U1 


Precedence : 
Tot 


ROUTINE 


Datei 05/17/2006 


General Counsel 

Attn: 

NSLB 

Inspection 

Operational Technology 
Counterterrorism 

Attnt 

Attn; 

Attn; 

Julie F. Thomas 

IIS 

ERF 

EOPS 



SSAl 



uc 



From; 


C-5 

Contact t 


SA 


Approved By: 
Drafted By: 


b6 

b7C 

b2 

blE 


dnv 


Case ID #t ^ 

(S) 


7 7ft-Hn-ri 




Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTERS 


bl 


Synopsis; (U) Pursuant to NFIPM, Section 2-56, the following is 
a report of an error in a FISA matter. 


(U) 







Derive&>Krtm 
DecJ-atfsify 

Reference contact between SA 


, (X) 

J Division and uc[ 


leiLiUJiiu 


Sun/.eiiianca. Operationg A Sha-r-inn Unit (EOPS) ; contact between 


sa[ 


]and EE 


(DITU) ; contact between , . , 

Jnternatinnal Te-r-ro-ri gm Ongraf T b ns Section fITOS);t 


Data, Intercept. Teohnoloav^ Unit 


L intercem 
j and SSAL 


b6 

b7C 

b2 

b7E 

bl 


b6 

b7C 

b2 

b7E 


Details: (U) SA | ^ [ of the I I Division was 

participating in a 60 -day TDY assignment (02/26/2006 - 
04/26/2006) to the Counterterrorism Division, EOPS Unit, when an 
alleged error in FISA collection occurred. 


wr 

ih'h^ 




SECRET/ ORCON/NOFORN 




b6 

blC 


9ifc»ET/ ORCON/NOPORH 

, b2 

To: General Counsel From: | | b7E 

Re: 2 78-HQ-C122 9736-VIO/""05/l7/2006 



bl 

b2 

b7E 

b7D 

b7A 



bl 

b2 

b7E 

b7A 



bl 

b2 

b7£ 

b7D 

b6 

b7C 

b7A 




seSrpt/orcon/noforn 


2 


OJ)' 


To; General Counsel From 
Re-; 278-HQ-C1229736-VI(i, Ob/'l!7/2006 


SgC^T/ ORCON/NOPORN 

m; [ I 

-vid, 05 / 1 ' 


b2 

b7E 


(S) 




bl 

b7D 

b7A 


bl 

b5 

b7C 

b7D 

b7A 


bi 

b7A 


bl 

b6 

b7C 

b7A 


3 


S9^6^ET/0RC0N/N0F0RN 


b2 

b7E 


To: General Counsel From: 1 | 

Re: C50 2 78-HQ-C1229736-VIOr''0 57l7/2 006 



SjrfqRET/ ORCON/NOFORN 


4 


S ^t^ET/ORCOH/NOFORN 

To: General Counsel From: [ "| 

Re; 278-HQ-C1229736-VIO, 057l7/2006 


LEAD (8) : 

Set Lead 1: (Action) 


OPERATIONAL TECHNOLOGY 



♦♦ 


SaCRET/ ORCON/NOFORN 


5 


0I-3!-?.003) 


.^RET 


DATE: 06-06-3007 
CLASSIFIED BY 6SI7?/<lithA5t/cak 
PEASOH: 1.4 (d 

m. m mmmmmmmmm... ^ DECLASSIFY OH: 06-06-2032 

FEDERAL BUREAU OF INVESTIGATION 


Precedence; DEADLINE 05/12/2006 


Date ! 05/09/2006 


To; General Counsel 


Attn; NS LB 



Synopsis : 
Reference ; 


Report of lOB violation for 


Division. 


b2 

b7E 


■Petal Igj 


278-HQ-C1229736-VIO Serial 355 
278-HQ-C1229736 Serial 1347 
66F-HQ-A1247863 Serial 149 
66F-HQ-A1247863 Serial 177 


bl 

b2 

b7E 

b6 

b7C 

b?A 


Contact has been made between writer and 
Counterterygr ism ITOS 1/ CONUS 2 to take corrective measures to 










-C-50\ 


b6 

b7C 


To; 
Re ; 


General Coun 


From ; 


SE^T 


278-HQ-C1229736-VIO, 05/09/20'06 


hZ 

b7E 


inclb'i'e an additional extension from FBIHQ and assurance that 
future lOB violations will not occur. 


To avo id future conflicts with pendincj paperwork 


betweenf^ ^ and FBIHQ all future requests will be submitted 
with a oeaHTine and a tickler will be set for follow-up. A 
tickler will be set 30 days prior to expiration of any Pis for 
submission of extension EC. A follow-up tickler will then be set 
for 15 days prior to expiration, and a final tickler will be set 
for five days prior to extension if no approval has been received 
from FBIHQ. 



T 


b2 

b7E 


2 


To: General Coun -1 From: | | SFJ^RFT 

Re: 278-HQ-C1229736-VIO, 0 5709/2^06 

LEAD(s); 

Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

For information and action deemed appropriate. 
Set Lead 2 ; (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

For information and action deemed appropriate. 


♦♦ 


SG^ET 


3 


(0U26/\9m 



DATE; 0§-06-2007 

CLASSIFIED BY 65i79/diah/k5r/c^^ 

PEA30U: 1.4 (c) 

DECLASSIFY OH: 06-Q6-2032 


FEDERAL BUREAU OF INVESTIGATION 


precedence s ROUTINE 


Date: 07/17/2006 


To: I 

Counterterrorism 

Inspection 


Attn: 

Attn: 

Attn: 


SAC, CDC 

AD, ;iTOS I . CQNUS 
IIS 


b2 

b7E 

b6 

b7C 


From: Office of the General Counsel 

HSLB/CTLU l/LX-1 3S100 
Contact : 


Approved By: Thomas Julie 




Drafted By: 


(U}- 




l 53 t^ 


Case ID #: 278-HQ-C1229736-VIO (Pending) 


ALL IHFOPHATIOH COWTAIWED 
HERE I M IS unclassified EXCEPT 
WERE SHOUB DTHERMISE 


b6 

b7C 


Title: INTELLIG ENCE O VERSIGHT BOARD MATTER, 

lOB 2006] 


nil Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (lOB) . Our analysis follows. 

^UJ 0-3 

Decl5»fflfy^StH.^0 6/ 2 0/2 03 1 


m 


(U) 


Reference: 


278-HQ-C1229736-VIO' 13 S’'? 


b2 

b7E 


Details : By elect ronic communication (EC) from 


9, 2 006, The I 


dated May 


Field Office reported possible lOB error in 


conjunction with a counterterrorism investigation. 


S^RET 



b2 

b7E 


SB^BT 

To: | ~ > ield Office 

FronTl Office of the General Counsel 
Re; 278-HQ-C1229736-VIO, 07/17/2006 b6 

b7C 



determine whether the errors described herein are matters that 
should be reported to the lOB- We believe that the reported 
activity does not require lOB notification. 

Section II. C. 4. of the October 31, 2003 AG 
Guidelines states in pertinent part: 



2 


SECRET 


b2 

b?E 


To;!” 
FromT 
Re : 


Field Office 
Office of the General Counsel 
278-HQ-C1229736-VIO, 07/17/2006 


(S) 

(Ul • .. 

The Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provision regarding the duration of 
Preliminary Investigations is primarily administrative in 
nature. It was designed in part to' protect the rights of 
United States persons by limiting the length of time that the 
FBI can conduct a PI without periodic oversight by the proper 
authorities . 


In this instance, OGC is not required to report the 
potentia l lOB error because the only investigative activity which 

undertook with respect to the non -US PER subject was to have 


the results of previously served HSLs analyzed.^ 


b2 

blE 

bl 


(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that any error which may have been 
committed by Atlanta need not be reported to the lOB. 

(U) OGC requests that the Inspection Division retain a record 
of the report of a potential lOB matter for three years, together 
with a copy of this opinion for possible review by the Counsel to the 
lOB. 



3 


b2 

b7E 


To; 


H Field 


Office 




ET 


From: Office of the General Counsel 

Re: 278-HQ-C1229736-VIO, 07/17/2006 


LEAD(s) : 

Set Lead 1: (Action) 


INSPECTION 

at WASHINGTON, nr 


a requests that the Inspection Division retain 

tZltl I report of a potential lOB matter for three years, 

ogether with a copy of this opinion for possible review by the 
comisel to the lOB. 


Set Lead 2i (Info) 
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Case ID #: (U) 278-HQ-C1229736-VIO'^Pending) 

Title: INTELLIGENC E OVERSI GHT BOARD 


MATTER 2006- 


Syiidpsis: (X It is the opinion of the Office of the General 

Counsel ("OGC”)that the referenced matter need not be reported to 
the Intelligence Oversight Board ( "lOB" ) . A copy of this opinion 
should be retained in the control file for review by counsel to 
the lOB. 


(U) 


Derived 
Declassify 


Reference: 


(S) 


(U) 



Details: wav of Electronic 


(the "EC"), the 


[ 




hi 

b2 

b7£ 


-ConUDUpication dated 06/07/2006 


ipic 

Jfi 


eld office 


1 ^ 

i requested that OGC review the facts of the 


b2 

b7E 


captioned matter and determine whether it warrants reporting to 
the lOB. In our opinion, it does not. Our analysis follows. 



b6 
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bi 
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b7E 
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b6 
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m 


(U) timely brought this matter to the 

attention of the FBi OGC, National Security Law Branch, and the 
FBI Inspection Division. OGC and the Inspection Division 
received the matter for review and handling on 6/28/2006. 


b2 

b7E 


YsJ Section 2-56 of the National Foreign Intelligence 
lual 

facts discussed above must be reported to the lOB. 


Policy Manual (NFIPM) requires the OGC to determine whether the 


(U) Section 2.4 of Executive Order (EO) 12863, dated 
September 13, 1993, mandates that Inspectors General and the 
General Counsel of Intelligence Community components (in the FBI, 
the Assistant Director, Inspection Division, and OGC 
respectively) , report to the lOB all information '^concerning 
intelligence activities that they have reason to believe may be 


ET 


SHtRET 




unlawful or contrary to Executive Order or Presidential 
Directive^' * 


this case, ! 

Invest igat ion prior to the 


failure to extend or close 
the Investigation prior to the date that the Investigation 
expired constitutes an administrative oversight and was not an 
attempt to circumvent the preliminary investigation process * 
Support for this position lies in the fact that the reason for 
this oversight appears to be the original agent's retirement 
combined with the subsequently assigned agent's review of the 
Investigation's f ile in orde r to become familiar with the facts 
therein. Once SA | was familiar with the Investigation, 

she was able to determine whether to resume the Investigation or 
close it. 


b2 

b7E 

b6 

b7C 


^^ItS^Cj^oreover , the late extension request was de 
minimus. No investigation too k nlace dur ing the time that the 
Investigation had expired. SA I commenced a timely 

review of the File and discovered that an NSL was outstanding in 
the Investigation, SA then waited until the requested 


extension of the Investigation was granted before collecting the 
documents pursuant to the authority under the NSh, 


b6 

b7C 


0^^ Based upon the foregoing, this matter will not be 

reported to the lOB, but will be placed in the control file for a 
period of three (3) years for review by the Counsel to the lOB. 
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(U) INSD should retain a record of the report of the 
potential lOB matter, as well as a copy of the OGC opinion 
concluding that lOB notification is not required , for three 
(3) years, for possible review by the Counsel to the lOB . 
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Set Lead 2 : (Discretionary) 

IHSPECTIOH 

AT WASHINGTON. DC 

For information and action deemed appropriate , 
♦♦iSlwcOl . ec 


S^R 


SJX^RET 

3 


/Rev, 0!-3l-:(l0J) 


DATE: 06-06-2507 
CLASSIFIED BY SS179 /dah/ksr /cak 
REASOM: 1.4 (c) 

DECLASSIFY OH: 06-06-2032 

FEDERAL BUREAU OF INVESTIGATION 



Precedence: DEADLINE 06/14/2006 

Zoi General Counsel 

Inspection Division 


Dates 07/06/2006 
Attn: NS LB 

Attn: Internal Investigations 

Section 


From: 


IT-l/JTTF 
Contact: SA 


Approved By: 


Drafted By: 



ALL IMFORMATIOH CONTAINED 
HEPIIH IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

b2 

b7E 

b6 

b7C 


Case ID #: (U) 278-HQ-C1229736-VIO (Pending)" 

(U) 278-AT-C71404 (Pending).. - 

(3) C«f 


bl 

b2 

b7E 


Title; (U) 


is: 






b6 

b7C 

b2 

b7E 


INTELLIGENCE OVERSIGHT BOARD (lOB) VIOLATION 

I I division 


Synopsis: (U) Corr ection of telephone number included in report 


of lOB violation for 


Division. 


Reference: (U) 278-HQ-C1229736-VIO Serial 1474 


b2 

b7E 

bl 


<S) 



Details: (S)l 




bl 




bl 

b7D 


S^ET 


b2 

b7E 


S> ^ET 

To; General Counsel From; 

Ret 278-HQ-C1229736-V10, 07/0672006 


bi 

b2 

b7E 

b6 

b7C 

b7D 


SE' 




2 


To: 

Re: 


SgSRET 

General Counsex From: ] 

278-HQ-C1229736-VIO, 07/06/2006 


o2 

talE 


LEAD(b) : 

Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

For information and action deemed appropriate. 
Set Lead 2 t (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

For information and action deemed appropriate. 
♦♦l87wc01 , ec 



3 


(Rt'v. 0»-3l-200J) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 7/11/2006 


To: 


Attn: [ ~ ~ 

SAC Squad 


Inspection 


Attn: Intern al Investigat ive Section 

Attn: \ ~ I Room 11865 




From: General Counsel 

National Security Law Branch/CTLU 1/LX-l 3S-100 

Contact: | ] 


^proved By; 

Drafted By; 
Case ib #: 


Thomas Julie F 

^ 

: j kf 

(><( 278-HQ-C1229736-VIO - 1500 


Title: (U) Intelligence Oversight Board 

(lOB) Hatter 2006£_n 


b2 


b2 

b7E 

b6 

b7C 
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278-HO'C1229736-VIO Serial 1474 (Pending) 
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Administrative: (U) This communication contains one or more footnotes. 

To read the footnotes, download and print the document in Corel 
WordPerfect . 


(U) Details: By ele ctronic communica tion (EC^ dated June 30, 2006 and 

referenced above, the [ | Division | reported to the OGC' s 

National Security Law Branch (NSLB) and the Inspection Division this 
potential lOB matter. 
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T:'; Counterterrorism From: General Counsel 

Re: ^ 27^-HQ-C1229736”VIO, 7/11/2006 

As required by Executive Order (E-0,) 12863 
(Sept. 13, 1993) an J Section 2-56 of the National Foreign 
Intelligence Progra.n Manual {NFIPM ) , OGC was tasked to determine 
whether the errors described here are matters that should be 
reported to the lOB. We believe that the reported activity does 
not require lOB notification. 

(U ) Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the lOB that it deems necessary to carry out its 
responsibilities . That section requires Inspectors Geheral and 
General Counsel of the Intelligence Community to report 
."intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations approved 
by the Attorney General , in accordance with E.O. 12333, if such 
provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 
they involve purely administrative matters.^ For the FBI, OGC 
submits reports to the lOB.^ 




/ NSIG 

(Introduction) at 4. Section the NFIPM identifies as 

reportable to the lOB unauthorized investigations, the use of 
unlawful methods and techniques, exceeding the authorized scope 


^ See EC from Inspection Division to All Divisions; 

Title: Revised Procedures for the Submission of Reports of 

Potential Intelligence Oversight Board (lOB) Matters, Case ID # 
66F-HQ-A1247863 Serial 172 at 5-6 (2/10/2005) . The FBI is required 
to maintain for three years records of administrative violations, 
for possible review by the Counsel to the lOB, together with a copy 
of the opinion concerning the basis for the determination that lOB 
notification was not required. Id . at 6* 


(U) • See id . at 4, 
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: 'j: Counterterrorism From: General Counsel 

Re: >§/ 278-HQ-C1229736-VIO, 7/11/2006 


cf permitted activities, and failing to adhere to minimization 
requirement s . 

In this instance, the FBI sought telephone records 

for a tef^hone number believed to be used by the investigative 
subject based on current information,® and obtained electronic 
data on a telephone number via an NSL that was properly 
authorized. Thus, the investigative method was authorized for 
purposes of E.O. 12333. See National Foreign Intelligence 
Program Manual (NFIPM) Section 2-56. G. 5. Accordingly, this need 
not be reported to the lOB" pursuant to Section 2.4 of E.O. 12863. 
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' ^ See also id . at 5, identifying reportable matters as 

including: (1) activities believed to be unlawful or contrary to 

Executive Orders or Presidential di r^o.t -vveg ; O) ^nspecred 
.i/i n1 at i nr>g the C onstitution; (3)| 


J(5) initiatTng a 


ISJ 




form of electronic surveillance or a search without authorization 
from the FISC, or failing to terminate an authorized surveillance 
at the time prescribed by the Court; and (6) failing to adhere to 
the minimization or dissemination requirements specified in a FISC 
Order ♦ 
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Synopsis: it is the opinion of the Office of General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (lOB) . Our analysis follows. 
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Inspection From: General Counsel 
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Details: By Electronic 

15, 2006 and referenced above, 
reported this potential lOB matter 


Communications 
the ] 


(EC) dated June 


Division 
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b7E 



bl 

h2 

b7E 

b6 

b7C 
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(U) 


^ Safe guards are now in place to prevent such problems in 

has disseminated 


the future. | |has disseminated a revised 

"sample" EC, to ensure that the correct items will be placed 
in the lead and attention blocks. Furthermore, FBI HQ (CTD) 
instructed the field to forebear all investigative activity 
prior to the receipt of written authorization granting 
extensions . 
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SE^BT 
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To: Inspection From: General Counsel 

Re; (V 278-HQ-C1229736-VIO, 07/10/2006 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the lOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." By 
longstanding agreement between the FBI and the lOB (and its 
predecessor, the PIOB) , this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
Attorney General Guidelines for National Security 
Investigations and Foreign Intelligence Collection (NSIG) or 
other guidelines or regulations approved by the Attorney 
General in accordance with E.O. 12333, dated 12/04/1981, if 
such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. 

Violations of provisions that are essentially administrative 
in nature need not be reported to the lOB. The FBI is 
required, however, to maintain records of such administrative 
violations so that the Counsel to the lOB may review them upon 
request . 

(0) with regard to the continuation of an FBI PI, 

Section II. c. 4 of the NSIG provides in pertinent part that: 


(S) 


Although this provision of the NSIG is 
primarily administrative in nature, it was designed in part to 
protect the rights of U.S. persons by limiting the length of 
time that the FBI can conduct a PI without periodic oversight. 
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Re; 27Q-HQ-C1229736-VIO, 07/10/2 006 



(U) OGC requests that the Inspection Division retain a 


record of the report of a potential lOB matter for three years^ 
together with a copy of this opinion for possible review by the 
Counsel to the lOB. 


MU) Section II. A. 1 of the NSIG, which is about Threat 
Assessments, provides in pertinent part that; 


The FBI may, without opening a preliminary or full 
investigation, engage in the following activities to 
investigate or collect information relating to 
threats to the national security, including 

i nfnrmat- i -i ^ 1 ,^ 4 Hn-i 1 n -. | 


In the NSIG, Section VIII, the definition of publicly 


visiting any place or attending any event that is open to the 
public." (U) 


(S) 


1 , 




available includes "information that 


is obtained by 


S^Cjl^T 
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AT WASHINGTON, DC 

(U) OGC requests that the Inspection Division 
retain a record of the report of a potential lOB matter for 
three years, together with a copy of this opinion for possible 
review by the Counsel to the lOB. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) Read and clear. 
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AT 


[U) For review and action deemed appropriate. 

Set Lead 2: (Discretionary) 

COUNTERTERRORISM 

AT ITOS1/C0NU5 2 . WASHINGTON, DC 
(U) For review and action deemed appropriate. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

( U ) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(lOB) Matters, retain a record of the report of a potential lOB 
matter for three years for possible review by the Counsel to the 
lOB, together with a copy of the OGC opinion concerning the basis 
for the determination that lOB notification is not required. 

♦♦ 



because, for whatever reason, a grand jury subpoena or a FISA Court order is 
insufficient? 


CAPRONI: 

Ajiy time I would say tliat we were at the very beginning of an investigation - say, for 
example, after the London bombings, when the British authorities provided us with 
telephone numbers of the British bombers, so we were looking to see did we have anyone 
in the United States that had telephone contact with the London bombers — in my view, 
the appropriate way to pursue that investigation is via national security letter. 

KELLER: 

Because you wouldn't have time under the other options? 

CAPRONI: 

Well, we wanted to know that very quickly. .And, again, I think the .Amei ican people 
would want us to know very quickly after the London bombings took place whether we 
had any cells or groups of people who were tightly related to the London bombers. 

So we needed to move very quickly. And, in fact, the invesligators did move very 
quickly on that to figure out who here was comiected to there and was it an innocuous 
connection or was it a dangerous connection. 


KELLER: 

Thank you. 

My time lias expired. 


CONYERS: 

The distinguished gentlelady from Los Angeles, California, Maxine Waters? 
WATERS: 

ITiank you very much, Mr. Chairman. May I ask: Were these witnesses sworn in? 

CONYERS: 

Tliey were not. 

WATERS: 

May I respectfully request that they be sworn in? 

CONYERS: 

Too late. 

WATERS: 

Then, Mr. Chairman, 1 suppose we're going to have to rely upon them, particularly the 
general counsel, continuing to tell us that they're acting within the law. 

I shall proceed with my questions. 


CONYERS: 

If the genllehidy will yield... 

WATERS: 

Yes. 

CONYERS: 

... testimony before this comminee can constitute a violation in and of itself. 
(CROSSTALK) 

CONYERS: 

A misstatement — any deliberate misstatements. 

WATERS: 

Wellj I would have preferred that they be under oath. But, however, the chair has made 
that decision and I shall proceed. 

Let me just ask about the use of these exigent letters. As I understand it, these letters 
are used basically to get around having to gel the NSL letters, is that right, Mr Fine? 

FINE: 

These letters were used in advance of or in lieu of national security letters, that’s right. 
WATERS: 

And there was information collected as a result of these letters, particularly the 
operation, I believe, that was set up with the contract with the three telephone companies 
or telecommunications companies, is that correct? 


FINE: 

Well, there were contracts with the telephone companies so that they would provide 
information to the FBI on an expedited basis. 

WATERS: 

Ms. Caproiii, do you still have contracts with those telephone companies, any other 
telephone companies, or any other private businesses to supply you information in the 
manner that those companies did? 

CAPRONI: 

We continue to have contracts with the telephone carriers that obligate us to provide 
them with appropriate process to get records. 

1 don’t - I can’t answer the balance of your question. 1 don’t know if we have other 
contracts with other private parlies. 

The telephone companies, it made sense because of the volume of our requests. 


WATERS: 


How inucli do you pay them for the service? How much are the taxpayers paying the 
telephone companies that they pay to provide them services to spy on us? 

C APRON I: 

I don't know what (he dollar value of the contracts are. 

WATERS: 

You have no idea? 

CAPRONI: 

I actually don't. 

WATERS: 

Y ou’ve never heard any discussion about it? 

CAPRONI: 

I’m sorry, I don’t. I just don't know what the amount is. 

WATERS: 

Information was collected on millions of Atnericans using this as a tool. Now that you 
know that they were innocent, they probably should not have been under investigation, 
has all of this iiifonnation been purged and gotten rid ol? 

CAPRONI: 

We did not collect records on millions of Americans through... 

WATERS: 

How did it work? 

CAPRONI: 

The exigent letters were provided to the carriers, which promised future process. That 
future process, unfortunately, it was not always promptly provided. 

WATERS: 

What did they do? What did they do? 

CAPRONI: 

What did who do? 

WATERS: 

fhe companies. How did they mine the information? And did they mine information of 
innocent people? 


CAPRONI: 


The carrier has provided us with toll billing informaliorij which was then placed into 
our databases. There is no connection between their databases and our databases. The 
information comes out electronically and moves into ours. 

But, again. weVe talking about I believe that the number of numbers at issue, 
according to the inspector general, is somewhere in the neighborhood of 3,000. 

And it is my belief, though, again, we'll have to wait and see what the special 
inspection finds, that all of those numbers were lied to authorized investigations. 

To the extent any were not, the records will be removed from our databases and 
destroyed. 

WATERS: 

When will they be removed? How long will it lake? 

CAPRONl: 

Again, 1 am anticipating that that special inspection will take a couple of weeks, at 
least, but probably — I just actually don't want to speculate. 

As I have... 


WATERS: 

Did you have a court order relative to your contracts with these telephone companies? 

CAPRONl: 

No, ma’am. 

WATERS: 

Was there a court decision relative to the manner in which information was obtained? 
CAPRONl: 

The information was obtained from the carriers pursuant to — it was supposed to be 
obtained pursuant to the laws of ECPA. 

WATERS: 

But they were not. 

CAPRONl: 

Well, again, as Mr. Fine has indicated, tliere were these exigent letters that were used. 
What weYe trying very hard to do is to unravel and to make sure that we do not have 
the records of anyone who — as to which there was not it wasn’t relevant to an 

authorized investigation. 

(CROSSTALK) 

WATERS: 

How long have you been trying to do this? 


CAPRONl: 


We began the process witli them last fall. And we are « we, within OGC, are to the 
point that if they cannot demonstrate to our satisfaction very quickly, then any of those 
records have to be removed from the database and destroyed. 

WATERS: 

Certificate letters: Are you still issuing certificate letters? 

CAPRONI: 

No. 

WATERS: 

When did you stop? 

CAPRONI: 

Shortly after OGC learned about them, that process was slopped. 

We entered into discussions with the Fed, the Federal Reserve Bank, in terms of 
whether or not it required a national security letter. There was some back and forth 
between lawyers that the decision was made that they would prefer a national security 
letter, and weVe always now provided them. 

WATERS: 

So you collected information using these certificate letters. Had that information been 
destroyed? 

CAPRONI: 

No. 

WATERS: 

When are you going to do it? 

CAPRONI: 

I doiil believe weVe going to do it. 

WATERS: 

Why are you going to keep information that was improperly collected on financial 
records of innocent people? Why would you keep it? 

CAPRONI: 

One, ifs not innocent people. And, second, it wasn’t improperly collected. 

The Federal Reserve Bank is not directly covered by the right to financial privacy. 
Ihey can ask for a national security letter, which they now have done. And because 
theyVe asking... 

WATERS: 

Well, why did you stop using certificate letters if they were legal and proper? 


CAPRONI: 

Because we thoiiglil the better process was a national security letter. And the Fed asked 
us to provide them with national security letters 


WATERS: 

How have you determined whether or not the information that you collected was on 
individuals who were suspicious, guilty, had committed a crime? 1 mean, how do you 
detennine whether or not these people are innocent and the information should be 
destroyed? 

CONYERS: 

The gentlelady's time has expired. 

Please answer the question. 

CAPRONI: 

Certainly. 

The is.sue is whether the infoimation is relevant to an investigation. There are times 
when we gather information that is relevant to an investigation but it turns out that the 
person was not engaged, for example, in terronst financing. 

Now, we don*t then destroy the infonnation, though the investigation is closed. So it's 
much like any other information that’s gathered during the course of an investigation. 

And the issue of whether that policy will continue is a matter that's under discussion by 
a group that’s being chaired by the DNI, in terms of whether we should or we .should not 
continue to retain information that's gathered via national security letters after the 
investigation is closed. 


CONYERS: 

The gentleman from Virginia, Mr. J. Randy Forbes? 

FORBES: 

Thank you, Mr. Chairman. 

Mr. Chairman, I hope I can emulate your very calm and fair manner of handling ill is 
committee. 

And I just want to tell the witnesses what I said at the beginning. 1 want to thank you 
both for being here. We know you have a tough job, and we appreciate you coming in 
here and answering our questions today. 

I’ve listened to the committee as we’ve gone through this process, and we’ve had 
te,stimony from The Washin^on Post, we've had testimony from members of the 
audience, testimony from members of this committee. You’re the only witnesses we have 
here. 

And I think that you get the message, both of you, you had it when you came in here, 
that no one on this committee condones any of these lapses or feels that it's not urgent 
that they be corrected and corrected as quickly as possible. 


We're also grateful that this committee requested this audit, because, Mr, Fine, through 
your good work we were able to find out what these problems were so that we can correct 
them. 

'Hie other thing, Ms. Caproni, you've been asked to take a lot of messages back to the 
FBI, all of which are good and valid messages. 

But another one I want to ask you to take back today is that, although the FBI messed 
up in handling the NSLs, I wanted you to take a message back to those agents in the field 
who I know are working around the clock, they're away from their families a lot of times, 
and thank them for not messing up on what Mr. Fine said was one of their key missions, 
and that was to detect and deter terrorism and espionage in this country. 

Because if you had messed up on that one, we'd have a lot more people in this room 
and we'd be a much harsher hearing than what we're having today. 

The other question I’d just like to ask either of you to respond to, do either of you have 
any evidence today that anyone in a supervisory position gave instructions, either 
expressly or impliedly, to any person under his or her supervision to misuse the NSLs? 

CAPRONI: 

Not to my knowledge. 

FORBES: 

Mr. Fine? 


FINE: 

We didn't find that evidence. We did not find that there was an intent by people who 
knew they were misusing it to misuse it. So, no. 

On the other hand, we did not do a thorough review of what people up and down the 
line knew and did. So we reported what we found. 

FORBES: 

And that's being conducted, as I understand it, now, Is that correct, Ms. Caproni? 

CAPRONI; 

Correct. 

FORBES; 

And if you find that information, you'll present that back to the committee, correct? 


C.APRONI; 

Absolutely. 

FORBES: 

Second question for either of you: Is there any evidence that any member of the FBI or 
the Justice Department provided any information, either orally or in writing, to this 
committee or to Congress which they knew to be inaccurate or false? 


CAPRONI: 

Not to my kjiowledge. 

FORBES: 

Mr Fine, you don't have that? 

FINE: 

I don't have that information, no. 

FORBES: 

Atid just the balance tliat we've talked about - we know the hami that comes from 
violation of privacy interests of our citizens. Tliat's huge. 

But I wish you would go back, Ms. Caproni, and, again, just take a minute and talk 
about what Mr. Fine has put in here about - it says that these tools are indispensable to 
the FBPs mission to detect and deter terrorism and espionage. 

We know there’s been a lot on your plate since 9/1 1 and you had to do that. Can you 
tell us w'ith as much specificity as you can exactly how these NSL letters have helped to 
do and accomplish that mission? 

CAPRONI: 

Again, national security letters provide the basic building blocks of an investigation, 
and starting with phone records. Phone records are critical to the counterterrorism agents 
to figuring out who is connected to whom. And that permits us to trace foreign terror acts 
that have occurred, obviously, since 9/1 1 and trace them in to individuals who are in the 
United States, and to determine whether those individuals are up to no good or, in fact, 
tliere's just an innocent connection. 

But for national security letters, I don’t know how we would do that. 

They’ve also been absolutely indispensable in the area of terrorist financing. WeVe 
done a tremendous amount of work of getting bank records on individuals that we believe 
were fiinneling money to foreign terrorist organizations overseas. 

And again, without national security letters, Tm not -- you know, could we go ttirough 
a FISA order? We probably could. But we certainly couldn't do that very efficiently. 

So a national security letter is an efficient way for us to get the basic building blocks of 
an investigation. 

FORBES: 

Have they stopped any terrorist attacks that you know of that could have possibly 
happened in the United States? You may not have that information. 

CAPRONI: 

Pm sorry', I don't. 

FORBES: 

OK. Thai’s good. Thank you both. 

And, Mr. Chairman, I yield back tlie balance of my time. 


CONYERS: 

I thank the genllem^m. 

The chair recognizes Stefan Cohen, the genllenian from Memphis^ Tennessee. 

COHEN: 

Thank you, Mr. Chairman. 

Stephen, yes, tliaTs all right. 

(LAUGHTER) 

But you can cad me ’’Stefan/’ 

(LAUGHTER) 

CONYERS: 

Stephen. 

COHEN: 

ITiank you, sir. 

Mr. Fine, did you do any study of the people whose records were looked at illegally for 
any similarity in demographics? 

FINE: 

No. We looked at whether they were U.S. persons or non- U.S, persons. But, within 
those categories, we did not look at the demographics of those individuals. 


COHEN: 

Ms. Caproni said tliey were all within investigations that were ongoing. Did you find 
that to be true also? 

FINE: 

We could not verify that they were all connected to an ongoing investigation. 

I know the FBI is trying to do that now. But as part of our audit, we could not do all of 
that. 

COHEN: 

Do you think it might be a good idea to look at those people, so see if there are any 
demographic consistencies, iftliere’s a group of the American public that might be looked 
at in a closer manner than others and that that might... 

FINE: 

It’s possible, lliat would be quite an undertaking. And one also has to realize a lot of 
these are not on individuals. They’re on telephone numbers and things like that. There are 
certainly consumer credit reports and other things that do relate to individuals. 

So that kind of a review is possible, but it would be incredibly intensive and require 
additional resources white we’re try ing to comply with this committee’s and the Congress' 


tliruclive lo do a review of Uic use oflliem in 2006 according to the guidelines that were 
set out here. 

COHEN: 

Thank you. 

Ms. Caproni, you said that these were all tied to investigations, is that correct? 
CAPRONl: 

I said that I believed they were all tied to investigation, and that’s what vveVe trying to 
work through with that unit now. 

COHEN: 

If you find that theyVe not tied to investigations, could you make a report to this 
committee of who those individuals were and why their records were sought when they 
weren^t tied to investigations? 

CAPRONl: 

Yes. We will provide this committee with what we find through the course of the 
special inspection. 

If I could just say, though, based on — so there's no misunderstanding « the unit at 
issue typically gets simply a telephone number. So they don't know that's part of what 
they're charged with tinding out is who belongs to this telephone number? What are the 
toll billing records for this phone number? So the name of the person associated with the 
phone number is typically not part of what C AU does. 

And for the exigent tetters, to my knowledge — though, again, the special inspection 
will reveal much more in terms of the ins and outs of what they were doing -- they were 
working otT of telephone numbers and not off of names. 

COHEN: 

In tlie report, it says that some of these violations demonstrated FBPs agents' confusion 
and unfamiliarity with tlie constraints on national security letter authorities. Other 
violations demonstrated inadequate supervision over the use of these authorities. Tliis is 
from Mr Fine's statement 

Ms. Caproni, do you think that this is, maybe, indices of a systemic problem in the 
FBI, where the agents have confusion and unfamiliarity with other policies and otlier 
laws. And if so, are you doing something about it? 

CAPRONl: 

Congressman, that is exactly what Pm concerned about. And in the discussions that 
we've had - and I can tell you that we’ve had a lot of soul searching at the FBI since then 
— this is, you know, we got an F report card when we're just not used to that. So weVe 
had a lot of discussions about this. 

.And one concern is, are we - you know, most of the agents grew up, the agents my 
age in the FBI, all grew up as criminal agents in a .system which is transparent, which, if 
they mess up in the course of an investigation, they're going to be cross-examined, theyVe 
going to have a federal district judge yelling at them. 


CAPRONI: 

Tlie national security side occurs largely without that level of transparency. 

And our concern is, and what this report has shown us, is that we have simply got to do 
a better job making sure that, although the actions that are taken in national security 
investigations are typically taken in secret and they don’t have the transparency of the 
criminal justice system, that that imposes upon us a far higher obligation to make sure 
that we have a vigorous compliance system, that we have in place the training that is 
necessary, that we retrain agents, that when agents are working in this area,., 

COHEN: 

I appreciate that, I think you're getting.,. 

CAPRONI: 

,,. we make sure they kjiow, 

COHEN: 

I think that's what we need. And I appreciate your candor. 

There’s some signage in the Capitol, and one of them’s a statement by Braiideis - 
Louis Brandeis, and something to the effect that the greatest threats to liberty come from 
insidious men of zeal, well-meaning but without knowledge or understanding. 

And I think that you'll find that if our agents, FBI agents, even though well-meaning 
and zealous, don’t kjiow what they're doing, then it's a threat to people having faith in the 
whole system. 

And I hope you1l correct that. And I feci confident you will. 

CAPRONI: 

You’re absolutely correct. And we will, 

COHEN: 

Thank you, 

CONYERS: 

I thank the gentleman^ Stephen Cohen, 

(LAUGHTER) 

And the chair recognizes now the gentleman from Virginia, Bob Goodlatte. 
GOODLATTE: 

Tliank you, Mr, Chairman. And thank you for holding this hearing. 

Ajid, Ms. Caproni and Mr. Fine, thank you for your testimony today, lliese are very 
serious concerns. And we appreciate your helping us understand how they occurred, why 
they occurred, and what is being done to correct them, 

I have several questions I’d like to ask, starting with you, Ms, Caproni, 


In Mr Fine's report, on page eight, paragraph three, he notes: ''In addition, we found 
that the FBI had no policy requiring the retention of signed copies of national security 
letters. As a result they were unable to conduct a comprehensive audit.*' 

Can you explain why something as important and serious as a national security letter 
would not have a signed copy retained in the records of the bureau? 

CAPRONI: 

I can say that there were different processes in different field offices but. no, I can't, I 
mean, there's no reason why there wasn't a policy that said, 'Tou have to keep a copy of 
the signed copy," 

WTiat we keep, which is typical of how our records are, is the carbon copy, in essence, 
which is typically initialed. 

But no. in the world of Xerox machines, there's no reason why we hadn't told people to 
hang onto a signed copy^ 

GOODLATTE: 

Mr. Fine, did you draw any further conclusions from that? *^id do you know why they 
were not retained? Or is there any.** 

FINE: 

They weren't retained because there wasn't a clear policy that was enforced* 
GOODLATTE: 

No ulterior motive that you know of? 

FINE: 

We donf believe there is an ulterior motive* But this was an example of the incredibly 
sloppy practice that was unacceptable. 

GOODLATTE: 

1 agree* 

L/et me ask you: When did you first Icam of the problem with the FBFs improper use 
of exigent letters? 

FINE: 

Well, we began our audit in, as required by the Patriot reaulhorization act, around the 
beginning of 2006* As you can see from this report, there are a lot of issues. And we did 
interviews and document request and field files. 


FINE: 

I think, son of the first indications that we learned about it were in the spring or 
summer of last year, but we had to work through those issues* 

GOODLATTE: 

And who did you learn that from? 


FINE: 

We learned it from, I believe, people in Ihe Office of General CounseL ihe National 
Security Law Branch of the FBI, about these issues, I think ihafs the first people we 
learned it from — as well as review of documents and e-mails and things like that. 

GOODLATTE: 

And what steps have you taken to ensure that the practice was stopped? 

FINE: 

And what steps have we taken? Tlie steps we've taken is to infonn the FBI about the 
imacceptability of this practice, to note it, to report it, to let the people who were in 
charge of the FBI and the general counsel's office know about if and make a 
recommendation that it do stop -- that it does slop, 

GOODLATTE: 

When did you make that recommendation? 


FINE: 

I think we made the recommendation when our report was issued to the FBI in draft, 
and I think that was in either December or January of this year -- December of last year 
or January of this year. 

GOODLATTE: 

And, Ms, Caproni, has that practice been stopped? 


CAPRONl: 

Yes, 

GOODLATTE: 

Ajid what steps have you taken to ensure that it does not persist in any of the offices of 
the FBI? 

CAPRONI: 

Well, first, we're try ing to find out w^hether it did happen in any office other than the 
unit at headquarters, Ajid we should know that answer probably by the end of this week 
or sometime next week. 

Second thing is, the practice of providing a letter with a promise of future legal process 
has been banned. And, again, we are also developing a vigorous compliance program to 
make sure that we don't simply make the rule, but we actually have in place some kind of 
process to make sure that the rules are being followed. 

GOODLATTE: 

Current law authorizes a fiill credit report request for only counterterrorism 
investigations. TTie inspector general discovered two instances in the same field office of 
a full credit report request under counterintelligence investigations. 


How is this being corrected? 

CAPRONI: 

This is being corrected by we — the deputy director ordered a fiiil audit of every 
counterintelllgeiice file that has been opened since January K 2002. Tliis authority went 
into effect in the Patriot Act. So realistically we think the earliest one could have been 
issued would have been 2002. 

So they have to review every file since then in which a Fair Credit Reporting Act NSL 
was issued and find out if they have any full credit reports. If they do, they need to 
remove tliem from their files and report it as a potential JOB violation* 

Those will, in tuni, be reported on to the lOB* 

GOODLATTE: 

One last question: In at least one instance, a national security letter issued under the 
Electronic Communications Privacy Act was determined by the inspector general to be 
seeking content* How was this remedied? 


GOODLATTE: 

And what steps do you field agents take to delineate between content and transaction 
information? 

CAPRONI: 

In that case, there was no need to remedy it because the Internet service provider 
refused to provide us with any records. So we actually did not have an overcollection. 

GOODLATTE: 

And have you remedied the.** 

CAPRONI: 

Yes. 

GOODLATTE: 

**. request? I mean, they shouldn’t be asking for that. This was a big issue when we 
wrote the Patriot Act*** 

CAPRONI: 

Correct. 

GOODLATTE: 

*. and was subject of a great deal of discussion with the administration about making 
sure that we had a clear line between what could be requested and what could not be 
requested. 


CAPRONI: 


The statute defining electronic communication transactions records actually doesn't 
define the term. And there had traditionally been the debate that says, "So we'll leave it 
up to the ISP to decide what is content and what is not." 

We think that's a trap for the unwary, it's bad for our agents, and that we do better with 
bright lines. 

And so OGC -- we're in the process of making sure that we have a list that makes 
sense; what is content and what isn't. 

In the abstract, that seems like a very clear line. In practice, it is not. There are some 
difficult issues because some of the answers revolve around how the ISP keeps their 
records. 

So we're working on it. My anticipation is that within the next week or two we will 
have out to the field, "These records you can seek; these records you cannot seek," and it 
will be a very bright line. 

GOODLATTE: 

Tliank you, Mr. Cliairnian. 

CONYERS: 

The gentleman from Georgia, Mr. Hank Johnson? 

JOHNSON: 

Thank you, Mr. Chairman. 

In these reports that I have read, it indicates that there were three phone companies that 
the FBI, particulai ly the FBI Communications Analysis Unit, the CAU, contracted with 
tliree telephone companies between May 2003 and March of 2004. 


JOHNSON: 

Who were those telephone companies? 

CAPRONI: 

Tlie telephone companies were AT&T, Verizon and MCI, which has now been 
acquired by Verizon. 

JOHNSON: 

Now, are those contracts still in force at this time? 

CAPRONI: 

Yes, they are. 

JOHNSON: 

And are there any other phone companies that are contracted with the FBI tlirough the 
Communications Analysis Unit or any other unit of the FBI? 


CAPRONI: 


Nol through the Communications .Ajialysis Unit. Broader than that, I don't know. We 
may have contracts - not for this sort of information. We may have other contracts with 
phone companies, but not like this. 

JOHNSON: 

And nobody put a gun to these telephone companies* heads and made them sign the 
contracts, did they? 

CAPRONI: 

No. 

JOHNSON: 

They were just simply agreements with the FBI and the phone company. 

CAPRONI: 

Correct. 

From our perspective, because these originated, given the volume of our requests, that 
this permitted us to get our records very quickly. 

JOHNSON: 

Well, I understand. 

And then the phone companies received compensation for engaging in this contract 
with the FBI, is that correct? 

CAPRONI: 

That's correct, 

JOHNSON: 

And these -- this compensation, was it merely for expenses or was there profit 
involved, or you have no way of knowing? 

CAPRONI: 

I don't know. 

JOHNSON: 

And, really, you don’t really care, as long as you get the information, correct? 
CAPRONI: 

Again, from our perspective, the goal was to get the information in a form that is 
readily usable for us, so that we don't have « some phone companies give us paper 
records. That requires a tot of data entry. 

JOHNSON: 

All right. I understand. 


And earlier in your LesLimony, ma'am, you staled that llie phone companies were 
responsible for a lot of the errors that are cited in the compliance with the national 
security letters, 

CAPRONI: 

We do see third-party errors, correct. 

JOHNSON: 

You saw a substantial number And so you are placing upon the phone company the 
obligation to properly document whetlier or not tliere has been a follow-up witli an 
exigent letter. 

CAPRONI: 

Oh, no, sir Tliere are two separate things. 

I do not excuse our lack of recordkeeping in connection with the exigent letters. They 
did keep the records, which was fortunate. 

JOHNSON: 

And it's important to note, Mr Fine, that your analysis of the FBPs compliance with 
the Patriot Act found that there were woe lull y inadequate mechanisms for the collection 
of data on these national security letters. 


JOHNSON: 

In other words, the recordkeeping by the FBI was w'oefully inadequate as far as the 
issuance and follow-up on these national security letters and also the exigent letters, isn't 
tliat correct? 

FINE: 

We did find serious and widespread misuse and inadequate recordkeeping, absolutely. 
JOHNSON: 

And do you have any idea, Mr Fine, how much the telecommunications companies 
were paid for their so-called contract with the government? 

FINE: 

I don*t know it, no. 

JOHNSON: 

All right. 

Which agency - can you, Ms. Caproiii, provide my office with that information, along 
with copies of the contracts between the C AU and the phone companies? 

CAPRONI: 

I have great confidence that weVe going to get a number of questions for the record 
after this, and Pm assuming that will be one of them and we will respond appropriately. 


JOHNSON: 

Will it lake a subpoena for us to get tliat infornmtion? 

CAPRONI: 

1 don't believe so. I don't know what's in the conte.M... 

JOHNSON: 

Will you provide it... 

CAPRONI: 

I don't know if there are any sensitive issues... 

JOHNSON: 

Will you provide it to my office? 

CAPRONI; 

Again, we'll respond to questions for the record as they come in. 

JOHNSON: 

All right. 

Why is it that, if the NSks are the FBI's bread-and-butter investigative technique, could 
the inspector general only identify one terrorism prosecution out of 143,074 people 
whose letters were — or who investigatory information was obtained on? 

CAPRONI: 

Again. Mr. Fine can explain his metliodology. 

But I think the issue, and the difficultly of that question is that because there was no 
congressional - we were not legally obligated to tag the data, so tracing it through is 
difficult. 

JOHNSON: 

So one out of 143,000 - how does that equate into being the bread-and-butter 
investigative technique for uncovering terrorism by the FBI? 

CAPRONI: 

Again, we disagree that in only one case did NSL data contribute to a criminal 
prosecution. 

JOHNSON: 

But would you say more tlian 10 or less than 10? 

CAPRONI: 

I don't know. It is my belief that virtually every... 


JOHNSON: 


Bui you dnni know? 

C APRON 1: 

... counterterrorism case that began in its normal course of affairs is likely to have a 
national security letter used sometime during it. 

JOHNSON: 

And it's also... 

CONYERS; 

Time has expired. 

JOHNSON; 

Jliank you. 

CONYERS: 

\ . .1. Mr Joiuisoti, any records that you request will come to the committee and then 
>ou will be advised. 

The chair is pleased now to recognize the gentleman from Florida, Mr. Tom Feeney. 


FEENEY: 

Thank you very much, Mr. Chairman. 

Ajid, earlier, Mr. Smith alluded to your illustrious basketball career. I wish. I went to 
the same high school as Mr, Fine. He graduated a few years before me. And I wish I'd 
have had a jumpshot like Mr, Fine did, but not nearly so much as I wish I would have 
been able to hit a fastball like Mr. Reggie Jackson, who graduated a few years before Mr. 
Fine did. 

But we thank you for your work. 

By the way, none of us is the most famous graduate, because Benjamin Netanyahu, 
former prime minister of Israel, is a Cheltenham High grad. 

1 had to get that plug in. 

We are very grateful for your work here, because a lot of us were supporters of the 
Patriot Act, but only with some serious restrictions. And 1 guess the first question I want 
to ask you, to remind people, is that it was the reauthorizalion of the Patriot Act that 
actually required the report that you've just completed, is that right? 

FINE: 

Yes. 

FEENEY: 

And I hope that not just your report, but the tenor of the questions from supporters of 
the Patriot Act as well as the critics is being listened to very carefiilly in the Justice 
Department and the FBI. 


FEENEY: 


We have got to gel this balance correct, 

/\jid nothing could be more critical because some of the most iinthoughtful critics of 
the Patriot Act candidly will be the first ones when there's another 9/11 and when we 
didn't get the information accurately ahead of time to stop, maybe not 3,000 or 4,000 
people, but 300,000 or 400,000 people — theyll be the first ones jumping on the 
administration, the Justice Department and the FBI for not doing its job. 

But those of us trying to strike a thoughlftil balance between civil liberties and between 
the need to protect .Ajnerica from this new tlireat are very, very concerned about what 
weVe heard. 

And if the FBI doesn't take this to heart, we will correct the problem. I don’t think 
anybody could have said it better than Jim Sensenbrenner — again, a supporter of tlie 
Patriot Act who said that the overreaching that’s apparent here within the FBI is going 
to erode support, if it hasn't already, from very important national security initiatives. 

And I would hope that everybody down at Justice is listening, because this is the 
supporters — people like Lungren and Feeney and Sensenbrenner - that are telling you 
this isn't right, and it can't continue, 

Mr, Fine, do you have an opinion as to whether or not the serious problems that you’ve 
discovered in initial compliance with the Patriot Act are largely because of ambiguities or 
poorly structured legislation? Is it statutory language that was the problem largely here, 
or is it abuses within the FBI in compliance? 

FINE: 

I don’t think it was the statutory language that was ambiguous, I think it was the 
execution of the policy by the FBI that was woefiilly inadequate. 

FEENEY: 

And just to follow up, can you identify or does your — does your report and 
investigation lead you to conclude that there are any important statutory improvements 
we could make? 

I realize it's not in your typical arena to give us advice, but are there any specific pieces 
of advice that you would give the Congress in terms of oversight or statutory reforms 
here? 

FINE: 

Well, you're correct: It is not in my arena to do that What I try and do is present the 
facts to tliis committee and Congress, and let the facts lead this committee and Congress 
to do what they believe is appropriate, 

Tliere is one section of the report that does talk about an ambiguity in the meaning of 
toll billing records. I think there ought to be something done about that, because that was 
a concern of what that meant, and it should be clarified. 

I do think in,., 

FEENEY: 

Could the A,G. do that by opinion? 


FINE: 

I don't think so. !t has to be done by Congress, 

I do think that the committee does need to strike a balance and, sort of, balance the 
need for protections and controls over civil liberties with the need for tools to prevent and 
detect and deter terrorism. 

And that's the difficulty in this task. .And that's the real concern that we have about how 
the FBI implemented this. 

FEENEY: 

You said you sampled 77 case files, your report indicates. How many case files are 
there ail together, roughly? 

FINE: 

That I couldn't tell you. 

FEENEY: 

Do you believe that the 8,850 failed reportings are systemic and that if you extrapolate 
we'd probably see that elsewhere? 

FINE: 

I do believe that the files we looked at were a fair sample and that there's no reason to 
believe that it was skewed or disproportionate. We didn't cherrypick them. 


FEENEY: 

Do you have any reason to believe that there were more abuses in the 8,850 requests 
that were not properly reported? Are they any more likely to be abuses of civil liberties or 
the law or the A.G.'s niles than the requests that were properly recorded? 

FINE: 

Well, we don't know how many requests were not recorded in the FBI's databases. 

Iliere were some problems witli the database structurally so that things weren't in there. 
There were delays in entering the database so Congress didn't get the infonnation they 
wanted. 

And when we looked at the files, there were NSLs that were in the files tliat didn't go 
into the databases — approximately, I tliink it was, 17 percent of the ones we found 
weren't in the database. Now, that's a significant number. 

.And now I know the FBI's trying to find them in the database as we speak, but we have 
no confidence in the accuracy of that database. 


FEENEY: 

Finally, if I could, Mr. Chairman, Ms, Caproni, you alluded to the culture of the FBI, 
which was traditionally a crimefighting institution. 

Some people have called for an MI5 type of intelligence agency with a different 
culture. And it might be interesting that you take back the interest that some of us in 


Congress have. If the FBI can^l change ils culture or have a separate cuUure for 
intelligence than it has had traditionally, we may very much need a different type of 
institution to get intdligence riglit to protect this country on a day-to-day basis. 

CAPRONl: 

Again, I believe that can do this, weYe going to do this, we can get this right, and 
we Ye going to get it right. 

FEENEY: 

Mr Chairnian, I yield back the balance of my time. 

CONYERS: 

Thank you. Tliere wasn't any left. 

(LAUGHTER) 

FEENEY: 

That's why I did it. 

(LAUGHTER) 

CONYERS: 

I see. 

OK. We're now going to recognize the gentleman from California, Mr. Adam SchitT 
SCHIFF. 

Thank you, Mr. Chairman. 

Inspector General Fine, you've said that you didn't tind that any of the violations were 
deliberate or intentional. 


SCHIFF: 

And yet you also report the issuance of blanket NSLs, which, to me, appear to be an 
effort to cover up what was recognized to be Hawed issuance of these exigent letters. 

Given that NSL letters are supposed to be case-specific, the NSLs were a blanket 
violation of the law, weren't they? And how can they be described as unintentional or 
anything but deliberate? 


FINE: 

I think what you Ye referring lo, Congressman Schiff, is issuance, of what we've heard 
□bout, of blanket NSLs in 2006. We haven't reviewed 2006 vet. We reviewed 2003 to 
2005. 

WeVe heard about this. It happened past the review period. And we Ye concerned about 
it, and we’ll look at lliat. 

SCHIFF: 

Well, Ms. Caproni, in your briefing on the Hill last w^eek, you acknowledged that when 
agents realized that tliey had been issuing these letters -- these exigent letters saying that 


subpoenas were forthcoming when they were never forthcoming, that blanket NSLs were 
issued as a way of basically trying to clear up or cover up or in other words make up for 
the failure to use correct processes in the past. 

Assuming tliose are the facts. Inspector, doesn't that show a level of deliberateness and 
intention that far exceeds what you describe in your report? 

FINE: 

It certainly shows us concern, and what were they thinking? They clearly were not 
following the procedures, Tliey clearly were not providing NSLs in advance or even quite 
reasonably soon thereafter .And it did give us concern. 

And there were a lot of people who did this. It was done as a sort of a routine practice, 
w'hich is in our view completely unacceptable. 

But I am — I think it is important for the FBI to look at this and to interview these 
people and find out what happened, up and down lire line, and we will be looking at it as 
well in 2006. 

SCHIFF: 

Well, even the false statements themselves, these exigent letters that said that 
subpoenas were forthcoming when they weren't — let me ask you, Ms. Caproni, if a local 
cop in the city of Burbank, in my district, wrote letters to the phone company or went out 
and served letters on the phone company saying that federal grand jury subpoenas would 
be forthcoming, because that local cop wanted to get infonnation, that maybe they 
couldn't get another way or couldn't get as quickly another way, and you learned about 
this practice, that cop would be under federal investigation, wouldn’t they? 

CAPRONI: 

Congressman, I really don't kjiow. I don't think you've given me enough facts to say 
that whether that would or wouldn't be (inaudible). 

SCHIFF: 

Well, a local police officer, acting under color of federal law, demanding records tliat - 
- claiming a federal process that's nonexistent, that wouldn't be an issue for federal 
investigation? 


CAPRONI: 

It would certainly be troubling, much as the practices that were taking place in the 
C.AU unit are troubling. 

SCHIFF: 

Well, you know, having worked in the corruptions section in the U.S. attorney's in 
L. A., 1 can tell you, it would be more than troubling. You'd liave FBI agents assigned to 
investigate that local cop. 

It doesn't seem to me any different to have FBI agents giving telecommunications 
providers letters saying tliat subpoenas are foithcoming when they're not. 


When did your office discover that these old New York form letters were being used to 
get information? 

CAPRONl: 

Sometime in '06. 

SCHIFF: 

You know, there's a report in The Washington Post indicates the head of the 
Communications Analysis Unit, the same unit that drafted most of these letters, warned 
superiors about the problems in early '05. Do you know an>1hing about that? 

CAPRONl: 

I know what IVe read in the paper. And I know that the Inspection Division is going to 
do a ftill inspection of this to see what exactly the unit chief said.., 

SCHIFF: 

Well, Pm asking you beyond what youVe read in the paper, and we all kjiow what the 
I.G?s going to do. 

When did you first learn about the fact that the head of the unit that was drafting these 
letters had warned superiors? 

Do you know who those superiors are? 

CAPRONl: 

I don't know who he says he warned. 

SCHIFF: 

Were you warned by liini? 

CAPRONl: 

No. 

SCHIFF: 

Do you know if anybody in your office was warned by him? 

CAPRONl: 

Pm not sure that I even necessarily agree that there was a warning. 

I don't - I know that there were - and I knew generally that there were some what I 
understood to be bureaucratic issues within that unit. That did not include... 

SCHIFF: 

You keep on describing these bureaucratic issues. 1 mean, I find an interesting, kind of, 
mix of acceptance of responsibility in your statement and denial of responsibility. You 
seem to accept responsibility for mistakes others made, but acknowledge very little 
responsibility on behalf of the office you run. 


It's primarily your offices that is intended to advise the agents about how to comply 
with the law, particularly in an area where the courts aren't scrutinizing it, as you pointed 
out, in a process that lacks transparency. 


SCHIFF: 

Isn't that fundamentally the job of your office? 

CAPRONI: 

That is tundanientalty the job of my office. 

CONYERS: 

The time of the gentleman has expired. 

Tile chair recognizes Louie Gohinert of Texas. 

GOHMERT: 

Thank you, Mr. Chairman. I appreciate that. 

And I am very pleased that, when we renewed the Patriot Act, we did insert the 
provision that would require this inspector general report so that we could find out this 
information that is so very importanL 

In your report, your indications, Mr. Fine, was the FBI did not provide adequate 
guidance, adequate controls, adequate training on the use of these sensitive authorities; 
oversight was incoiisisteni and insufficient. 

And Ms. Caproni, as 1 underslood Director Mueller to say last week that he took 
responsibility for the lack of training and experience. Ajid that troubled me a great deal. 

You'd indicated earlier that people of, I guess, our generation and especially those in 
the FBI have grown up with accountability, knowing that you're going to be cross- 
examined. And yet it seems that the overzealousness that Mr Cohen spoke of often is 
found in maybe new agents that don't have the time oil the ground, the experience. 

Wouldn't you agree that's sometimes found in newer agents that lack the training and 
experience? 

CAPRONI: 

I don't know in this case if this is an issue of young agents versus old agents. I just 
don't know^ the answer to that. 

GOHMERT: 

Well, are you familiar with the new personnel policy that this director instituted in the 
FBI that’s affectionately - or unatfectionately — called the up-or-out policy? 

CAPRONI: 

Y es, sir, I am. 

GOHMERT: 

And, you know, I appreciate the director last week saying that, "'We welcome more 
oversight." 1 appreciate your openness in that regard. 


But just in iny couple of years of being in Congress is it seemed to me that the FBI, at 
the very top at leasts was not interested in oversight and was set on intimidating anybody 
that really wanted to pursue that. 

I know we have one members of Congress, a fomier FBI agent who had indicated to 
me that because many of us who are very familiar with many FBI agents, weVe been 
hearing that this policy was causing the FBI to lose some of tlieir best supervisors, 

Tlie policy basically, as I understand it: Once yoif ve been a supervisor for five years, 
then you either have to move up to Washington or move out; that you can't be a 
supervisor; and that we've lost many of our best supervisors, which has put new, 
inexperienced people in supervisory capacities; and that this was something that Mike 
Rogers, a former FBI agent, a member of Congress, wanted to talk to someone about. 

Ajid when he finally was able to gel somebody to agree in a supervisory position, he goes 
back to his office, and his whole office staff is out in the hall because the FBfs come over 
and done a sweep of his office that was really unnecessary and seemed to be more about 
intimidation. 


CiOHMERT: 

One of the most outspoken critics of the FBI the last couple years has been Kirk 
Weldon, and we know that back in September and October, the FBI announces, "'Well, 
gee, he's under investigation," just at a perfect time to get him defeated. 

And so, it seems that - and then we find out there were all these 143,000 letters that 
were inappropriately requested, well, gee, somebody asks tough questions of FBI 
personnel, they may very well be the 143,001st letter in the next batch inquiring about 
their own records; that there has not been this desire for oversight, but there's been quite 
some intimidation. 

So I'm curious, has there been any revisiting of this up-or-oul policy to get rid of the 
best-trained and experienced supervisors, since this tack of training and experience and 
inadequate guidance and controls has come to light? 

CAPRONI: 

Congressman, the period of time covered by Mr Fine was at a period of time when 
tliose supervisors would have still been in place* 

What weVe seen, actually, is that the five-year tip-or-oul has encouraged people to bid 
for and seek promotion to higher positions, which has been a net positive. 

Now, I know^ that you have an interest in this, and I know that there were agents who 
were not happy about the policy. The director feels very strongly that it's an appropriate 
policy, that it does move good supervisors up in management so that they have a greater 
span of control, so that we can further benefit from the skill set that they have from their 
tenure at the bureau* 

GOHMERT: 

So the answer is no, you’re not revisiting the policy, is that your answer? 

CAPRONI: 

That is correct* 


GOHMERT; 

OK. jusl wanted to wade through and get to the answer. 

Thank you. 

Now, with regard to these letters, it is deeply troubling, because we’ve been hearing 
about how important they were in order to get this information, but, you know, we liad 
assurances from everybody, from the A.G. on down, that there was adequate oversight, 
that tliere was adequate training. 

What suggestions -- since you’re not changing any personnel policies, what actual, 
structural policies within the FBI are going to change to make sure that there would be 
adequate oversight, just in case the NSLs were allowed in the Aiture? 


CAPRONI: 

Again, we're going to do substantially more training. Agents are now being placed into 
career paths and they're going to be required, after their time at Quantico, to return to 
Quantico for, sort of, a post-graduate period. Tliat will have extensive training for those 
agents who are on the national security career track. 

We're also implementing an auditing practice that will include Department of Justice 
lawyers, inspectors in the FBI and FBI lawyers to go out and methodically audit the use 
of the national security letters. 

More generally, we are going to create a compliance program within the bureau that 
will be interdisciplinary and it will make sure that not just with national security letters — 
I mean, this is one tool, and it's a tool that, as indicated in this report, we need better 
controls on. 

Our concern is that there may be other things that we need to make sure that we've got 
better controls on; that we think we've given perfectly clear guidance but, in terms of 
execution in the field, we've got some problems. 

So again, I can't say enough that we take this report extremely seriously. We know 
we've got issues, We know we've got problems. The director and upper management is 
absolutely committed that we're going to fix tliis. 

CONYERS: 

Time has expired. 

GOHMERT: 

niankyou, Mr. Chairman. 

CONYERS: 

Mr. .Artur Davis from Alabama is recognized. 

DAVIS; 

Tliank you, Mr. Chairman. 

Ms. Caproni, give me your best legal assessment: Will the exclusionary rule apply to 
any evidence obtained from the improper issuance of these letters? 


CAPRONI: 

Probably not. But I haven’t quite, frankly, given that a great deal of thought. 

It's not a Fourth Amendment violation. Exclusionary rule clicks in usually when you've 
got a Fourth Amendment violation. These records are being held by third-party 
businesses. So it's not a... 

DAVIS: 

Why would there not be Fourth Amendment implications if information was obtained 
as a result of the improper use of federal statutory authority? 

CAPRONI: 

There would be other problems, but I don't think there’s a Fourth Amendment problem. 
DAVIS: 

Weil, do you thiirk that there would be a practical problem -- classic hypothetical -- if a 
national security letter was improperly issued and it turned out later on there were 
perhaps a valid basis for the issuance of a warrant? Wouldn’t that possibly be 
compromised, or the emergence of a valid basis later on be compromised by the misuse 
ofanNSL? 


CAPRONI: 

Again, I'm always leery of responding to hypotheticals. All I can say is there's no — we 
are not -- we're not minimizing this. We do not... 

DAVIS: 

So you’re not sure. 

Let me follow up on Mr. Schitfs questions. 

Are you familiar with Uie name Bassem Youssef? 

CAPRONI: 

Y es, sir, I am, 

DAVIS: 

Ajtd Mr. Youssef, as 1 understand it, was in charge of the Communications Analysis 
Unit at the bureau, is tliat right? 

CAPRONI: 

He was, beginning in the spring of '05. 

DAVIS; 

Ajid is it accurate that Mr, Youssef raised concerns about the misuse of the NSLs to his 
superiors? 


CAPRONI: 


That will have to be determined llirough ihe inspection. I do not know the answer to 
that question. 

DAVIS: 

Well, you know that that*s been reported. And I assume, Mr. Fine, neither you nor Ms. 
Caproni have any basis to dispute what Mr. Voussefs lawyers are saying about him 
making that report, 

CAPRONI: 

1 would note that Mr, Youssef is in litigation with the FBI, 

DAVIS: 

Tliat’s not what I asked you. I asked you if you had any basis to dispute the report. 
CAPRONI: 

I don't know one way or the other.,. 

DAVIS: 

Mr. Fine, do you have a basis to dispute that there were complaints raised by the 
former head of the Communications Analysis Unit? 

FINE: 

We didn’t review what he did.,. 

DAVIS: 

Mr Fine, how is it possible that you did not review the fact that the former head of the 
unit raised questions about the misuse of the NSLs? How is it remotely possible that was 
not reviewed? 

FINE: 

We reviewed what happened in that unit and wbat was issued, ,Ajid we did review the 
discussions that occurred between the Office of General Counsel and... 

DAVIS: 

Mr, Fine, if the head of the unit, not a secretary, not an intern, not a line officer, but the 
head of the unit raised concerns, how is it possible that you didn’t conduct an interview of 
Mr. YoussetV 

FINE: 

We did interview Mr. Youssef. Ajid he did not w^e did not hear that concern from 
him. And, in fact, from the interview of Mr, Y oussef, and also from the review of the 
records, we saw that he signed a letter. And many,., 

DAVIS: 

Are you disputing that Mr, Youssef complained about the improper issuance of NSLs? 


FINE: 

To his superiors? 

DAVIS: 

Yes. 


FINE: 

I don’t know that, I do know... 

DAVIS: 

Did you ask him? 

FINE: 

I don't believe — I don't believe — I'm not sure whether we asked that question. 

DAVIS: 

Mr. Fine, how do you po.ssibly not ask the head of the unit if he had any concerns 
about whether or not the statute was followed? How does that possibly not come up as a 
question? 

FINE; 

We did ask him and we questioned him extensively, our attorneys did, about the 
communications between the Ofl'ice of General... 

DAVIS: 

Well, did he say that he raised questions? 

FINE: 

Not that I'm told, no, 

DA\TS: 

Not that you remember or not tliat you're told, whicli one? 

FINE: 

Welt, I actually didn't -- but let me just check. 

DAVIS: 

And while you're working on the answer there, Mr, Fine, that rather obvious 
observation -* I hope that your time to get the answer is not taken out of my time - if you 
have the head of the Communications Analysis Unit raising questions about how that unit 
does its work, it's a little bit amazing to me that you're having to search your memory' as 
to what happened during the interview. 

But let me move on. 


FINE: 

Well, can.*. 

DAVIS: 

Is it true that well, my time's limited, Mr Fine - is it true that Mr, Youssef won the 
Director of Central Intelligence Award in 1995 for his work infiltrating the group that 
tried to blow up the Trade Center in 1993? 

FINE: 

I have heard that, 

DAVIS: 

Do you have any reason to dispute it? 

FINE: 

No, 

DAVIS: 

Is it tnie that Mr. Youssef was the legal attache to Saudi Arabia during the time of the 
Khobar Towers bombing was being investigated? 

FINE: 

I have no reason to dispute that. 

DAVIS: 

Is it true that Mr Youssef received outstanding personnel evaluations during the time? 
FINE: 

I have no reason to dispute that. 

DAVIS: 

So you have someone who was the head of a unit, who had won awards for his 
intelligence work, who apparently received superior evaluations, raising concerns about 
how his unit was being conducted, is that accurate? 

FINE: 

No, Tm not sure it is accurate. I am... 

DAVIS: 

What is inaccurate about it? 

FINE: 

What is inaccurate is that it is not clear what concerns he raised and what he did to stop 
this. And we did look... 


DAVIS: 

WelL again, Mr. Fine, how 1 know my time is up, but if the chair will indulge me 
one question - 1 guess Fm searching for what is opaque about this, Hiis gentleman w'as 
in a very important position. He was in charge of the unit. 

You admit that you interviewed him, but your memory seems foggy as to what you 
asked him and your memory seems foggy as to whether or not he raised concerns to his 
superiors and what the concerns were. 

I cant imagine a more important interview' that you could have conducted. 

FINE: 

We did conduct that interview, and we went over extensively what the concerns were 
between him and the General Counsel's Office and the attempts to put the exigent 
letters,,. 

DAVIS: 

Who did he register his concerns wilh? 

CONYERS: 

The gentleman's time has just about expired. What Td like to do is give the inspector 
general an opportunity to fiilly finish his answer. 


FINE: 

We did interview Mr, Youssef Congressman. And we did not find that, as a result of 
his actions, that the problems were corrected. 

We did find through review of the NSLs that he signed, one, that under his leadership 
these exigent letters continued, and we saw the efforts between the Office of General 
Counsel and the C AU to correct this, which did not occur. And we did not see that he put 
a stop to this. 

However, we did not do... 

DA\TS: 

Was he empowered to put a stop to it? 

FINE: 

He was the head of the unit. 

DAVIS: 

What if his superiors didn't consent? 

CONYERS: 

Just a moment. If my colleague will suspend. I want him to be able to complete his 
answer before we go on to the ne.xt member. 

FINE: 

We did not see that this practice was stopped during his time, 


There was an attempt, to sort of, provide NSLs reasonably soon after the exigent 
letters. But the exigent letters cojitinued. And it is important to determine who did what, 
when and how. 


FINE: 

And the FBI's going to do that. And we are going to look at that very carefully as well. 

But our review was not to look at everybody's actions up and down the line, including 
his or others', to determine what steps each one of them took, Wliat we tried to do is 
present the problem and tlie issue and make sure that it stopped as a result of it, 

CONYERS: 

The gentleman’s time has expired. 

The chair recognizes Darrell Issa, the gentlemaji from California, 

ISSA: 

Tliank you, Mr, Chairman. 

I guess rtl start off slow and just follow up on Mr, Gohmert for a second. 

It does seem amazing that an organization of excellence, as the FBI has historically 
been, would adopt a ”WeVe got you to the Peter principle achievement level” with this 
up-or-oiit policy. 

And I would strongly second Mr, GohmeiTs - what I think he was saying, which is if 
you have people who can be very good at what they do at the beat level, so to speak, of 
the FBI, in various positions, if they can, in fact, be superb leaders at a level that iheyVe 
comfortable, and, quite frankly, in a community that they're comfortable living and 
working in and building more capability, rapport and analysis capability, and you adopt 
an up-or^out progiam, what you do is, you force them either to leave because they don^ 
want to leave communities they’re attached to, or, quite fraidviy, you force them to a 
management level they may not be comfortable with. 

It's bad enough that the Army will not allow a great company commander to continue 
being a company commander and must force them to a staff position somewhere where 
they endlessly see papers in the hopes that they someday will gel a ban alien command, 
but there’s a certain amount of history there, 

I strongly suggest that the FBI shouldn’t have a history that people doing a good job at 
a given level be forced on. 


ISSA: 

Having said that, that’s a management decision that the next administration, hopetully, 
will straighten out. 

But speaking of management decisions, Mr. Fine, I am - or General Fine -- I’m a little 
shocked that, under this attorney general, this administration seems to look at violations 
of constitutional rights for limited capabilities that we have granted from this body as, as 
the general counsel said, troubling. 


If what the FBI did was done by a private-sector individual, wouldn't the FBI be 
arresting them? Wouldn't the U S. attorneys be prosecuting people who played fast and 
loose with these rules? 

FINE: 

It depends on the intents involved and what happened. 

ISSA: 

OK. Let me back up. 

If there was a pattern over time, as there is, of abuses piling up to where it was clear 
that people knew it was happening, even some people clearly made comments that it 
shouldn't be happening, that it was inconsistent with the law, but it continued, isnt that a 
poster child for the FBI and the U.S. Attorney's Office criminally prosecuting people who 
do these things? 

FINE: 

Again, if there was an intent to do that, as opposed to a pattern of negligence, and also 
a knowledge of this. 

And we went in and looked at it after the fact and found all sorts of problems and 
compiled a 126-page report which lays it out in pretty black and white. And it is a 
serious, serious abuse. 

But at the lime, were they aware of it, did they know about tliat, and what their intent 
was — that's much harder to say. 

We did not find evidence of criminal misconduct, but we certainly found evidence... 
ISSA: 

Well, wait a second Wait a second 

Piling up evidence that crosses the guidance we allow to pile up that evidence, and 
youVe saying that it's not criminal. 

FINE: 

Well, you have to look at the individual allegations as well. We looked at the files. We 
found in many files that there were no abuses. We found in others that there were 
problems with them. 

ISSA: 

But there are no prosecutions and no dismissals, is that correct? 

FINE: 

Well, there are no prosecutions. 

'fhe FBI is looking at the evidence right now to see what people knew and what they 
did. Whether it w^as because of any intentional conduct that they knew they were doing 
wrong, we didn't see that But we didn't do a review where we asked each individual, 
"What did you do and why?" we did a review of an audit of this to lay out the problems 
for the Congress. 


ISSA: 

Well, I would suspect that I join the chairman and many members on both sides of the 
aisle in saying I have serious doubts about whether or not the Congress can continue to 
extend capabilities that are not 100 percent adhered to and there arc no significant results 
when theyVe not adhered to, and then not feel that what we're doing is giving the FBI the 
ability to violate people's constitutional rights. 

And, you know, I heard today, "Well, geez, we wouldn't exclude this" —and 
Congressman Schiff brought it out — "we won't exclude this information, even thougli we 
played fast and loose. And we won't dismiss and we won't prosecute." 

Well, with all due respect, from the attorney general on down, you should be ashamed 
of yourself. 

We stretched what we could give in the Patriot Act. We stretched to try to give you the 
toots necessary to make America safe. Ajid it is very, very clear that you've abused that 
trust. 

And when the reauthorization of the Patriot Act conies up or any bill coming down tlie 
pike, if you lose some of these tools, America may be less safe, but the Constitution will 
be more secure. And it will be because of your failure to deal with this in a serious 
fashion. 

I yield back. 

CONYERS: 

Thank you very much. 

The chair recognizes Keith Ellison, the gentleman Irom Minnesota, 

ELLISON. 

Thank you, Mr. Chair 

Mr. Fine, I want to talk to you about your report recommendations, starting with the 
exigent letters. 

Wouldn't it be better, simply, to adopt the FBI's current practice of simply banning the 
use of exigent letters? I noticed that in your recommendations « or in what I believe are 
your recommendations -- your suggestion is to take steps that the FBI not improperly use 
the tetters. But why not just say: "No exigent letters"? 

FINE: 

Well, there shouldn't be an exigent letter of the sort that they use. There is a process 
under the statute to get emergency information under certain conditions. And that's the 
way they ought to do it. So that is a proper use of such a request. 

They surely should ban the way they did it in the past 

ELLISON: 

And that would be a change by statute or a rule change? 

FINE: 

Well, it doesn't need to be a statute. Tliere is a statute that allows voluntary disclosure 
if there is an imminent tlireat and danger to the safety of an individual or others. 


And if there is that exigent circumstance, they can get the information and should use 
such a letter. 

But what they shouldn't do is combine it with an NSL, the way they did in the past, 
ITiey ouglit to completely separate that and follow the statute.. 

ELLISON: 

Right. 

So what you're saying is that if the practice in which the FBI was using the exigent 
letters combined with the NSL, if the statute were properly followed, then there wouldn't 
be the problem that we see today, is that right? 

FINE: 

That’s correct. 

ELLISON: 

Now, what sort of sanctions do you think should be applied, given the way that the FBI 
did use the NSL and the exigent letters? 


FINE: 

I think the FBI ought to look at this and took at the individuals involved and find out if 
they inappropriately and knowingly misused the authorities. They ouglit to take 
appropriate action against individuals, either management individuals who allowed it to 
occur or individuals in the Held. And if they had poor performance, that ought to be 
assessed as well. 

So I think that ought to be something that the FBI is looking at. But I don't think they 
ought to say, simply because there was a misuse of the statute inadvertently, tliat that 
would necessarily require misconduct charges against them. 

ELLISON: 

Right. 

Well, you know, part of the problem here is the very nature of the act that allows for 
the expanded use of the NSL is below the radar; it's not subjected to neutral. 

.And so it by nature lacks transparency, which is why people are so upset that ihe 
abuses took place. 

But I guess my nex1 question is - another recommendation that you have made is that 
there be greater control files for the NSLs. How w'ould you envision that W'orking? 

FINE: 

ITiere should be greater controls on the use of NSLs. They ought to make sure that the 
people know when they can be used and under w'hat statute they can be used. There need 
to be signed copies of the NSLs so that there can be an audit trail. They have to be 
connected to an investigative tile, not a control tile. 

ELLISON; 

Excuse me — Tm sorry, Mr. Fine. Do you see this as essentially a training problem? 


FINE: 

I think iFs a training problem, 1 think it’s a siipenusion problem, I think it’s an oversight 
problem, /\itd 1 think it’s a lack of adequate internal controls in auditing problem as well, 

ELLISON: 

Now, that brings me to a few questions I had for Ms. Caproni, 

Ms, Caproni. do you have a staff to make all the changes that are needed in order to 
have this program work properly? 

CAPRONI: 

I would always like more resources, 

ELLISON: 

No, I’m asking you -- that’s not my point. 

My question is: In order to - we could just simply go back to the status quo ante, back 
to the pre-Patnot \ ^ where NSLs were authorized but not the expanded use of them that 
we have now. That could be one way to simply solve this problem. 

But my question is: At this lime, do you have the staff to provide the training, provide 
the controls that are called for by the recommendations? 

CAPRONI: 

1 do, WeVe going to get some more staff that we’ve already discussed. We're going to 
gel some more analytic help, because we think that some of this would have been 
detected if we had had good analytic help so that we could see trends. 

But I think that we have enough lawyers, I think we can do what needs to be done. 
We’re going to have assistance from Department of Justice lawyers for some of this, but I 
think we have sufficient resources. 

ELLISON: 

Ms, Caproni? If you have the sufficient resources, why didn’t you use them before? 


ELLISON: 

I mean, I gi*ess the question that comes up in my mind is that you either don’t have the 
resources to effectuate the changes that have been recommended, or you do; nnd if you 
do, why weren’t they applied? 

CAPRONI: 

This report told us a lot that we just didn’t now. I mean, I will fall on that sword again, 
which is, we learned a lot from this report, and we’re going to make changes. 

I think I’ve got the personnel to do it. I think we've got the resources. We’re going to 
make the resources available, Tliis is important to us. It is important to us to regain the 
confidence of the American people and to regain the confidence of this committee. 
You’re one of our oversight committees and you’re very important to us. 


So weVe not - trust me. Tin not happy that we have this report and that I'm in a 
position of saying, you know, we failed. 

ELLISON: 

Excuse me, Ms. Caproni, ifl could just go back to Mr. Fine. 

Mr. Fine, one of the changes that was made in the Patriot Act was to say, I think, 
people other than headquarters officials could issue these letters. 

Should the authority for issuance of tlie letters be retracted to what it was before the 
Patriot Act? 

FINE: 

Pm not sure of that, and I don't want to necessarily give legislation that should occur. 

I do think it's important ifthal authority is out there, that it has to be overseen. 

And bringing things back to headquarters may or may not be the answer As you recall 
in the September 1 1th attacks with the Moussaoui case, one of the concerns was 
headquarters was controlling the field too much. 

And so, there are considerations on both sides of this issue. I do think that when it does 
go out there, it has to be used appropriately and overseen appropriately. 

ELLISON: 

But if you had a narrower route through which these letters were authorized, wouldn't 
you have greater accountability? 

FINE: 

You could. You could have greater accountability. On the other hand, the effectiveness 
could be diininished significantly. 

So I think that's the balance that has to be struck. Congressman. 

CONYERS: 

Time of the gentieman has expired. 

But I would like to say to Ellison, he's raised the point that we need to try to figure 
out at this hearing: Are there in existence the resources that are required and needed to 
reveal all of these people who have been abused or violated by this system? 


CONYERS: 

For this hearing to close down with the gentleman from California, Mr, Berman, who 
will be recognized next, without us having figured out, for example, that we don't have 
anywhere near the resources, as I've been talking witli the gentleman from California, Mr. 
Lungren, about, either in the Federal Bureau of InvesUgalion or in the Office of the 
Inspector General. 

If resources don't exist here, w^e may end up very well correcting everything from this 
point on, but how many thousands of people will have been violated that will — we'll all 
be saying from now on, "Not to worry. It's all over with." 

And that is a troubling consideration, Mr. loiiigren, that we've had under discussion, 
that Pm still looking for the answer to. 


So I recognize ihe gentleman from California, Mn Berman. 

BERMAN: 

1 hank you very much, Mr. Chairman. 

Mr. Fine, Section 1 26 (a) of the Patriot Act requires that not later than one year after 
the date of enactment of this act, the attorney general shall submit to Congress a report on 
any initiative of the Department of Justice that uses or is intended to develop pattern- 
based data mining technology. 

The one-year deadline expired March 9th of this year. To my knowledge, we haven’t 
received this report. Can you give us an update on the progress of this report? 

FINE: 

From the attorney general? No, I don’t — 1 caiVt give you progress. That’s not my 
office. 

But I certainly can bring back that question to the department. 

BERMAN: 

But I tliought... 

CAPRONI: 

Congressman, I, unfoilunately, can tell you. Yes, it was not submitted on time, I think 
we sent a letter indicating that. It's still being worked on. I saw a draft going back across 
between us and DOJ. So it’s being worked on. 

BERMAN: 

OK, w^elK then, let me ask you: As 1 understand the audit that the inspector general has 
undert^eii, infcmialion from the national security letters is routinely added to the FBPs 
internal automated case system, which has about 34,000 authorized users, and then, is 
periodically downloaded into the investigative data warehou.se, which has approximately 
12,000 users. 

Is it possible that other agencies of the federal government or anywhere are using 
information in that investigative data warehouse for data mining purposes? 


CAPRONI: 

For data mining purposes — I don’t know the answer to that. 

1 mean, they could get access to it as appropriate for their agency. 

BERMAN: 

So it is possible. 

CAPRONI: 

I don't know the answer. I don't know. 

BERMAN: 

Y oil dont know if it’s possible or you don’t know if they are? 


CAPRONI: 

I don’t know what ihey're doing with il And I don’t know what rule and restrictions 
govern them, so [ just can't answer that question. 

BERMAN: 

Well, let me get one thing clear. Maybe I'm under - is the report that we are awaiting 
an inspector general's report or aji attorney general’s report? 

CAPRONI: 

It’s attorney general. 

BERMAN: 

Attorney general's report. All right. 

So will that report include data mining of information in the investigative data 
warehouse by agencies not within the Justice Department - this report that you've seen 
circulating, will it include data mining of information by other agencies from the Justice 
Department’s Investigative Data Warehouse? 

CAPRONI: 

No, it does not. But I don’t know whether that means that no such that no such 
activities are occun ing or because it's not within the scope ofthe request. 

BERMAN: 

Well, we think — since I was involved in this language -- we think that since the 
database is under the puiview of the Department of Justice, use of it by other agencies 
would be included in that report, under Section 126(a). 

CAPRONI: 

I will make sure that the people at DOJ understand that that’s your interpretation of it. I 
just, unfortunately, I've been in the world of NSL and this report, and 1 haven’t been in 
the world ofthe data tnining report, so I just haven’t read it. So that’s why I can’t answer 
your question. 

BERMAN; 

So you have not been personally involved, then, in determining whether other agencies 
are being cooperative on how they're using the data from the IDW. I take it you don’t... 

CAPRONI: 

I have not. I just haven’t been involved in it. 

BERMAN: 

If you, subsequent to this hearing, could get that information and pass it on to me. I'd 
be very gratefiik 


CAPRONI: 


Certainly.,. 


BERMAN: 

llie information about whether the report will talk about other agencies* use of the 
Justice Departments Investigative Data Warehouse for data mining purposes. 

CAPRONI: 

Again, I will make sure that the department understands your position, 

BERMAN: 

Thank you. 

(LIN KNOWN) 

Will the gentleman yield to me? 

BERMAN: 
rd be happy to. 

(LTN KNOWN) 

To ask a question. 

Ms. Capronij one question just came to my mind, and tliat is, part of this testimony 
today has talked about how agents in the field and special agents in charge in the field 
didn't get the proper legal advice from, I presume, people that report to you, that they 
were not challenged as to the legal sufficiency of the NSLs or the exigent letters. 

Is that correct? 

CAPRONI: 

Let me — I think that comment was relative to the lawyers in the field who actually do 
not report to me. 

(UNKNOWN) 

Who do they report to? 

CAPRONI: 

Tliey report to the special agents in charge. 

They report to their field office head. Tliat's one of the things that Mr. Fine has 
suggested that we look at, and that is actively under discussion at the bureau right now, 
whether that reporting stnicUire should change. 

(UNKNOWN) 

So they dont report to you at all? 

CAPRONI: 

No, sir, they do not. 


(UNKNOWN) 


So they were on their own in ihe tidvice they were giving of a legal nature to the agents 
and the special agents in charge to whom they report. 

CAPRONl: 

On a reporting basis, they do not report to me. I do not supervise them. I am in charge 
of the legal program. So we provide the CDCs -- that's their title — we provide them with 
substantial legal advice, and they frequently cal! us when they have questions. But I do 
not rate them, and tliey do not report to me. 

I don’t hire them; I don’t fire them. 

(UNKNOWN) 

1 know, but what I'm trying to figure out is if these attorneys report to the SAC, does 
that make it more difficult for them to tell the SAC that he or she's vsa-ong when they're 
asking for one of these letters? 

CAPRONl: 

That's the concern that Mr. Fine has raised. 1 mean, I... 

(UNKNOWN) 

Well, do you share that concern? 

CAPRONl: 

I do share that concern. 

(LrNKNOWN) 

And could that be one ofthe real problems we've got here? 

CAPRONl: 

I will say there are arguments both ways. Congressman. It is not -- and the reason I say 
that is because I report to the director of the FBL and I don't have any problem telling the 
director ofthe FBI iny legal advice. And if he doesn't like it, it's still my legal advice. 
Ttiafs what the CDCs should be doing. But whether they... 

(UNKNOWN) 

But at least my experience has been S ACs are pretty important people in their various 
offices and most people generally think they’re the top dog. And we have this problem 
where, apparently, good legal advice either was not given or not accepted, and maybe 
that is something we ought to look at, if you folks won't look at it 

CAPRONl: 

Again, we are actively looking at that very question, of whether the CDC reporting 
structure should change. 

(UNKNOWN) 

And 1 thank the gentleman from California for yielding, although he's not here to 
receive it back. 


CONYERS: 

I thank you all. 

'Hie gentleman from Minnesota had one last question that Fve agreed to entertain, if 
you will. 

ELLISON: 

'fhank you, Mr. Chair, 

My question is, of all the letters that have been issued and all the inaccurate and 
improper data Uiat has been sent forth, clearly some information came back. And in the 
cases where individual’s information was obtained in violation of the rules and statutes, 
what has happened? Have these individuals been notified? What recourse do they have? 
What's the story on the people? 

CAPRONI: 

I1ie people are not notified. Tile records are removed from our databases and the 
records are destroyed. 

FINE: 

That’s correct, 

CONYERS: 

Thank you very much. 

Ladies and gentlemen, this has been an excellent hearing. We thank the witnesses for a 
continued and extended period of examination. We'll all be working together. 

There are five legislative days in which members may submit additional questions to 
you, and send them back as soon as you can. 


CONYERS: 

We also want to enter into the record Caroline Fredrickson's statement on behalf of the 
American Civil Liberties Union; Congressman Coble's Department of Justice fact sheet 
release. 

We also have the New York Times, which officially alerted FBI to rules abuse two 
years ago, dated March 18. Ai^d we also have a letter being hand-delivered to the general 
counsel, dated today, March 20th, which asks her for additional information. 

The record will be open for five additional days. And without any further business 
before the committee, the hearing is adjourned. We thank you for your attendance. 


All IKFOPHATICIM CCriTAlNZD 

HEPEIH IS UNCLASSIFIED 

DATE 06-13-20fJ7 BY 65179 DIIH/KSR/JW 

ECTA NSL Definitions ProposaJ 

Section 1, Counterintelligence and counterterrorism access to electronic 
conimunication service and remote computing service records. 

Section 2709 of Title 18 is amended — 

(a) by striking the title and inserting '‘Counterintelligence and counterterrorism 
access to electronic communication service and remote computing ser\dce 
records”; 

(b) in subsection (a) by striking “A wire or electronic communication service 
provider” and inserting “A provider of electronic communication service or 
remote computing service” before “shall comply with a request for”; 

(c) in subsection (a) by striking “subscriber information and toll billing records 
information, or electronic conimunication transactional records in its custody or 
possession” and inserting “records in its possession, custody, or control” before 
“made by the Director of the Federal Bureau of Investigation”; 

(d) striking subsection (b) and inserting the following: 

“(b) Required certification- --The Director of the Federal Bureau of Investigation, or his 
designee in a position not tower than Deputy Assistant Director at Bureau headquarters or 
a Special Agent in Charge in a Bureau field office designated by the Director, may 
request the records described below if the Director (or his designee) certifies in writing to 
the provider of electronic communication service or remote computing service to which 
the request is made that the records pertaining to the subscriber to or customer of such 
service are relevant to an authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided tliat such an investigation of a 
United States person is not conducted solely on the basis of activities protected by the 
first amendment to the Constitution of the United States: 

( 1 ) name; 

(2) address; 

(3) local and long distance telephone connection records, or records of session 
times and durations; 

(4) length of service (including start date) and types of serv ice utilized; 

(5) telephone or instrument number or other subscriber number or identity, 
including any temporarily assigned network address; 


(6) means and source of payment for such service (including any credit card or 
bank account number); and, 

(7) records identifying the origin, routing or destination of electronic 
communications.”; 

(e) in subsection (c)( 1) by striking “no wire or electronic communications service 
provider,” and inserting “no provider of electronic communication service or 
remote computing service,” after “danger to the life or physical safety of any 
person,”; 

(f) in subsection (f) by striking “is not a wire or electronic communication service 
provider for purposes of this section,” and inserting “is not a provider of 
electronic communication service or remote computing service for purposes of 
this section,” after “for their use, review, examination, or circulation,”; and 

(g) in subsection (0 by inserting “or section 271 1(2) (‘remote computing service’)” 
after “section 2510(1 5) (‘electronic communication service’)”. 

Section 2 . Techitical and Conforming Changes 

(a) Tlie table of sections for chapter 121 of title 18, United States Code, is amended 

by striking “Counterintelligence access to telephone toll and transactional 
records.” and inserting “Counterintelligence and counterterrorism access to 
electronic comjiiunication service and remote computing service records.” 
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Analysis 


Section 1. Counteiintelligence ;mil counterterrorism access to electronic 

comm iinicat ions service and remote coiiuiiunkations service records 

Tliis proposed revision clarifies tlie scope of the Electronic Communications 
Privacy Act's national security letter provision, 18 U,S.C. § 2709, by specifically listing 
the types of records and information that the FBI may obtain pursuant to an ECPA 
national security letter (NSL). 

Tlie list of items contained in this proposal parallels that in 18 § 2703(cX2) 

- which identifies the records and information that may be obtained by administrative or 
grand jury subpoenas - with one exception. In addition to the records and information 
that may be obtained under section 2703(c)(2), the proposed revision would permit the 
FBI to obtain ''records identifying the origin, routing or destination of electronic 
conimuni cations” using an ECPANSL, Tliis change would not expand the categories of 
records and information that may be obtained by an ECPA NSL, but rather would clarify 
what records or information are obtainable - a change that was suggested by the 
Department of Justice's Inspector General in his recent report on the use of NSLs by the 
FBL 


Tlie proposed revision also clarifies the types of providers covered by the ECPA 
NSL statute by using the language of § 2703(c)(1) to indicate that providers of electronic 
communication services (which, under the definition contained in § 2510(1 5), also 
includes providers of wire communications services) and remote computing services are 
covered by this provision. 

Section 2. Technical and Conforming Changes 

The proposed revision changes the table of sections for chapter 121 of title 18 of 
the United States Code to account for the new title of section 2709. 
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ALL IHFORMATIOM CONTAIMEL 

HEREIH 13 U1JCLA33IFIED 

DATE C6-14-2007 BY 65179 DHH/KSR/JW 


NSL GUIDANCE BY NSLB 


DATE: 

TO: 

SUMMARY 

10-26-2001 

EC: 

All Divisions 

Sutnmari7es recent changes to FCI/IT legal authorities 
relating to NSLs, and describes implementation procedures. 

- Advises of 2001 Patriot Act signing 

- States and explains new standard predication 
’ Explains statutory delegation authority 

- includes redlme version and clean version of 3 statutes 
governing NSLs (ECPA^ RFPA, FCRA) 

10-1-2003 

EC: 

FO, CTD, CD 

Guidance on preparation, approval and seivice of NSLs to 
obtain Credit Reports in IT cases pursuant to 1 5 U.S.C. § 
3681v of FCRA. 

- Introduction to Procuring Credit Information 

- General Policy on the Use of NSL Authority 

- The Mechanics of Producing NSLs 

- NSL Preparation Assistance 

3-4-2005 

b6 

b7C 

Email to CDCs 
from 

1 

Full credit reports in Cl cases are available through grand 
jury subpoenas 

Followup to email sent 2 25-2005 which stated that full 
credit reports in PCI cases with no nexus to terrorism is 
inappropriate. Mo 168 Iv full credit report in a Ci matter 
but can get a 168lu NSL for limited credit information* 

5-27-2005 

EC: 

All FO, CTD, 
CD, CYD 

Guidance on change to NSLs to allow for a return date. 
Due to problems receiving infoimation requested through 
NSLs in a less than timely fashion, OGC opines: 

- NSLs may contain a return date which info must be 
provided* 

- Date must be reasonable & not oppressive^ but should 
also account for how quickly the info is needed, 

- Actual time allotted is an operational call. 

- Suggest date be stated in terms of time that has elapsed 
since the NSL was served upon the recipient, 

- Absent extraordinary circumstances, OGC suggests a 
recipient be given at least 10 business days to produce 

- Suggestion of where return date should be inserted until 
OGC model is updated. 


b6 

b7C 


6-29-2005 

EC; 

All FO,CTD, 
CD, CYD 

(EC also sent via 
email to CDCs 

1 

on 7/1/05) 

Provides revised guidance on service of NSLs and the use 
of approved delivery services. In t he past, OGC has 
opined that NSLs should be personally served or secure 
faxed to recipient, and responsive infonriation personally 
delivered or secure faxed (extensive discussion on security 
issues in EC). Due to delays as a result of this policy, OGC 
revises restrictions on service as follows: 

- Use of controlled delivery services (such as USPS & 
FedEx) to serve NSLs upon recipients now allowed to 
designated person. 

- Use of controlled delivery services to return responsive 
information to FBL. 

‘ Prohibition on use of non-secure fax to serve NSLs and 
return responsive information to FBI remains unchanged. 

7-22-2005 

Email to CDCs 
fi’om 

1 

Email sending out the new NSL narrative that would be 
placed on our website. 

8-22-2005 

Email to CDCs 
from 

— 1 

Regarding need to have a lead to NSLB for us to report to 
congress; do not need to reference the 66 NSL file number 
anymore. 

8-25-2005 

EC: 

FO, Legats, 
CTD, CR!M, 
CYD, CTD 

Emergency Disclosure Provision for infonnation from 
Service providers under 18 U.S.C. 5 2702(b). 

EC outlines emergency disclosure provision and provides a 
sample letter. 

Lays out approval requirements. 

11 -10-2005 

Email to CDCs 

Regarding standard that should be applied in getting NSLs 
- we generally cannot get second generation calls unless we 
know something about first generation calls. 

11-22-2005 

Email to CDCs 
from 

1 1 

Improper NSL collection 

Provides stopgap measures on how to handle infonnation 
on wiiat to do if FBI obtains infomiation improperly from 
issuance of an NSL, whether it be from FBI mistake or 
carrier mistake. 

- seal & sequester, remove any information uploaded into 

ACS. 

2-17-2006 

Email to CDCs 
from 

Advising CDCs not to hesitate in requiring more facts to 
support an NSL. EC forms on our website were changed 
to reflect that the agent had ro give a hill explanation of the 
investigation, not just a barebones explanation. 


b6 

b7C 


3-9-2006 

EC: 

Ail Divisions 
fioiTi ti^e 
Director 

3-9-2006 new 
Standard NSLs 
and ECS sent 
out via email to 
SACs 6c CDCs 

email sent to 
CDCs on 3-16- 
2006 advising 
them of new 
delegations 
under the new 
Patriot Act. 

Inform of delegation of: signature authority for NSLs; 
non-disclosure certification authority; non-disclosure 
recertification authority- 

2005 USAPA IRA enacted 3-9-06 provides for procedural 
changes in the issuance of NSLs: 

- FBI must certify that certain harm may come if the NSL 
recipient disclosed the request 

- If NSL is challenged more than one year later, FBI must 
recertify that certain harm may come if NSL request 
disclosed. 

- Recipient of NSL can challenge receipt of NSL. 

- FBI has explicit enforcement authority and contempt 
penalties that attach to unlawful noncompliancc with NSLs. 

EC includes director's delegations of authority to sign 
NSLs, make the initial non-disclosure certification and any 
necessary subsequent non-disclosure recertification. 

3-16-2006 

Email from 

Email requesting that 7 NSL forms be replaced on website. 

L- 

3-20-2006 

bLL: 

FO, CTD, CD, 
CYD 

Guidance on service of NSLs by fax, and folloW'Up EC on 
expansion of approved methods of delivering NSLs* 

Use of non-secure fax is now permissible by FBI in its 
ser\nce of an NSL upon the recipient. EC outlines 
conditions to do this. 

The same is not true of faxing of NSL return information* 

3-21-2006 

Email to CDCs 
from 

Classification guidelines regarding all NSLs* Generally all 
NSLs should be declassified automatically in 10 years. 

1 

4-5-2006 

Email to CDCs 
from 

email on lOBs and issuance of NSLs 


4-7-2006 

Email to CDCs 
from 

Email stating current I OB policy, including with respect to 
receiving information pursuant to an NSL that was not 
sought by the NSL. 

[ 

1 

4-11-2006 

EC: 

CTO, CD, CYD, 
FO 

email with EC 
sent 5-2-2006 

FBI Policy re: reimbursement of costs to recipients of 
NSLs, 

Details requirements, or lack thereof, in the 4 statutes that 
provide for issuances of NSLs* 

Touches on current variations in cost reimbursement 
policies among field offices* 

Provides policy on reimbursement costs incurred by 
recipients of NSLs under ECPA,and FCRA §§ 1681 v, 
168lu. 

4-14-2006 

Email to CDCs 
from 

Email of an example of what needs to be in an EC for 
more accuracy in Congressional reporting* 



b6 

b7C 


4-2b2006 


5-31-2006 


10-27-2006 


10-31-2006 


11-16-2006 


12-7-2006 


12-8-2006 


1-3-2007 


2-23-2007 


3-1-2007 


3-5-2007 


3-5-2007 


3-9-2007 


3-19-2007 


i 

I 


Email to CDCs 
from 


Email to CDCs 
Ixom 

— :"~~i 

I 

Email to CDCs 
From 


EC: All 
Divisions 


Email to CDCs 

from 


Email to CDCs 
from 

I behalf ot DGC 
Julie Thomas 
‘ EC: FOs, CTD, 
CD, Cyber 
' EC; FOs, CTD, 
CD, Cybec 


EC: All 
Divisions 


Email to all 
CDCs from 

CD, Cyber 


EC: Ail 

Divisions from 
RMD 

EC: Ail Field 
Offices 


Email sent out documenting a change in the standard 
attachment for telephone billing records so that it is clear 
what we consider "toll billing records;" so that we get 
additional relevant infonnation; and to obviate some 
potential lOBs w^here we get additional account 
information we didn’t ask for. 

In response to carriers giving us more than we asked for 
because of convenience, we changed the transaction record 
attachment sent wnth NSLs, 

email to change narratives on website with respect to NSLs. 


Reiterating unportance of including the following in NSL 
ECS: whether subject is USP or non-USP; nnd what kind 
of NSL is being issued. These details are important for 

Congressional reporting requirements, 

Provides revised procedures on 10Bs> Details potential 
lOBs involving NSLs and set forth procedures on 

sequestering overcollected material. 

OGC believes Congressional reporting requirements apply 
to the subject of the NSL even though it is unclear that 
NSL ECS have only been reporting the USP status of the 

target of the investigation. 

FBI should not issue NSLs m cases involving leaks to the 
media.. 


NSL-derived mfocmation should be reviewed before being 

uploaded. 

Provided guidance requiring NSL authorizing ECs to cite 
the investigative case file to which die request infonnation 
relates. 

Provided guidance on the appropriate use of 18 USC 2702 
emergency disclosure provision. Required use of ^Vxigcnt 
letters” to cease, 

Infonned CDCs of update to NSL website reflecting 
change to narrative on reporting requirements. 


168 Iv NSLs cannot be obtained for counterintelligence 
investigations, EC required a review of NSLs to determine 
whether foil credit reports were obtained through NSLs for 

countenntelligence investigations. 

Interim guidance on the retention of NSLs. 


Requirement of a monthly count of NSLs by field office. 
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Email to all 
CDCs fronj 

n 


Guidance on lOB Issues Rclalingto the Inspection 
Division's Audit 

3-28-2007 

Email to all 
CDCs from 



Additional guidance related to lOB issues. 

4-04-2007 

EC: Ali fiek 
o tTices 


r" 

Guidance on CDC handling of overcollected infonnahon 
in the context of an NSL- 

4-13-2007 

Email to all 
! CDCs from 

cz: 


Infonned CDCs of changes to the NSL website regarding 
model cover ECs, 


NATIONAL SECURITY LETTERS 
TRAINING 


What^ if any, training i$ provided to FBI personnel regarding the legal constraints 
on their authoiity? 

ALL IKFQPJUTIOM COlTTkimV 

Response; HEPEIW IS WCLASSIFIED 

* DkTE 06-14-2007 BY 6S179 DftH/KSR/JtJ 

• NSL requests must be reviewed for legal sufficiency. Ail NSLs and NSL cover 
ECs must be reviewed by CDCs/ADCs in the field or NSLB attorneys at FBIHQ. 

• OGC also provides guidance in the form of ECs, checklists, and other documents 
that are easily accessible on their internal website from any investigator or 
analyst’s desktop. 

• Additional guidance has been issued to address issues raised by the Inspector 
General’s report on the FBfs NSL usage. This new guidance: 

A Prohibits the use of “exigent letters” and sets forth procedures for 
properly obtaining ECP. A -protected information pursuant to the 
emergency disclosure provision of 18 U,S,C. § 2702, 

B, Prohibits issuance of NSLs solely from control files. 

C, Requires signed copies of NSLs to be retained. 

D, Sets forth procedures for sequestering overcollected material. 

E, Clarifies that frill credit reports cannot be obtained through an NSL 
unless there is an International Terrorism nexus, 

• At Quantico, all new agents receive training on NSLs during the National 
Security blocks of instruction. Although interspersed throughout, NSLs are 
primarily addressed during the instructional block on investigative techniques, 
Tliis training includes a practical exercise in which students draft an NSL. 

• Since publication of the IG’s Report, National Security Law Branch attorneys are 
routinely conducting training at FBI field offices. The 90-minute NSL training 
module is presented as part of all training programs, 

• NSLB conducts periodic training at FBIHQ, All HQ agents will receive NSL and 
FISA Accuracy training at one of four sessions scheduled for May 2007. 

• Since 2003, NSLB has provided training for at least 1,986 FBI employees 
involved in NSL drafting and approval. 


NSL REVIEW CHECKLIST 


All NSLs mu5?l be drafted using the appropriate pony from the OGC^^SLB Website 
Mation^ii Stscus iiv (CTRL + click to follow liitk for anytliing underlined) 

Drafting the Cover EC 

D Have you ensured you are using the most up to date pony? Periodically there are 
updates to the NSL ECs on the NSLB NSL website. You should draft your EC from the 
ponies on the website. 

n Is your SAC available to approve the NSL? A/S ACs do not have authority to sign 
NSLs. Arrangements can be made with S ACs from other divisions to sign NSLs or you 
can send an EC to NSLB requesting that the NSL be dratted, reviewed, and approved. 

n Is your CDC/ADC available to approve the NSL? There must be legal review of the 
NSL. 


D Does your EC document the approval of the NSL by the proper individuals? (SS A, 
CDC, ASAC, SAC) 

D Have you included the investigative case file number of the investigation (not a 
control file) related to the NSL? You should ensure the case was opened appropriately 
and is still open. 

□ Is the synopsis for the EC clear? It should be readily apparent from the synopsis that 
the EC pertains to an NSL request. Synopsis should read: 

Synopsis; (U) Approves the issuance of a/an (cite statute] National Security Letter (NSLjfor 
[insert type of records requested here], provides reporting data, and, if necessary, transmits the NSL for 
delivery to [NSL recipient]. 


D Does the EC specily the type of NSL requested? Docs the statute cited match the 
information sought? 


Telephone Subscriber- 1 8 USC §2709 (no content information) 

Toll Record- 18 USC §2709 (no content infonmation) 

E-mail Subscriber- 18 USC §2709 (no content information) 
Transactional Record- 1 8 USC §2709 (no content information) 
RFRA-12USC §3414 


ALL IPfFOPJtATIOH CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 06-14-2007 BY 65179 DKH/KSR/JW 


List of Financial Institutions/ Consumer Identifying Information* FCRA 15 USC §1681(u) 

Full Credit Report- FCRA 15 USC §168l(v) (Orrfy CT Renienibisr. ftill credit 

reports sought pursuant to FCRA 1681 v require must be related to international 
terrorism. CD investigations must have an international terrorism nexus in order 
for this type of NSL to be used. 


D Is the EC classified properly in accordance with the case information contained 
therein? 

D Is the NSL included as an enclosure to the EC? 

n Does the cover EC document the predication for the NSL by clearly stating why the 
information sought is relevant to an authorized investigation and that the authorized 
investigation is still lawfully predicated? 

D Is there a reporting paragraph stating the USP status of the subject of the investigation, 
as well as the USP status of the person about whom the NSL is seeking information? 

D Does the reporting paragraph specify the number of phone numbers, email addresses, 
account numbers or individual records being requested by the NSL and break down the 
numbers by recipient? 

D Does the EC provide a paragraph specifying the manner in which the NSL recipient 
should be instiucted to return the infoniialion? 

□ Is the certification of the necessity for nondisclosure (when applicable) documented? 

If a nondisclosure provision is sought (not required but used in the vast majority of casesX the EC 
must sel forth a factual predicate to require such a provision. As a general matter, the certification 
mast assert that disclosure may endanger national security, interfere with a criminal, counter 
terrorism, or counlerinldligence investigation, interfere with diplomatic relations, or endanger the 
life or physical safely of a person. A non-exhaust ive list of reasons for non-disclosure is found on 
the OGC NSL website. 5e^:uritv Letters) 

If Nondisclosure invoked, the EC should contain this language: 

(XJ) In accordance with (ale to pertinent statute} /, the senior official approving this EC, certify 
that a disclosure of the fact that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United Stales, interfere with a chminaf 
counter terrorism, or counterintelligence investigation^ interfere with diplomatic relations, or 
endanger the life or physical safety of a person. 

(S) Brief statement of the facts justifying my certification in this case: 

If Nondisclosure declined, the EC should contain this language; 


(U) I ihe ^emor offiaai (/pproving this EC. have determined that the facts of this case do not 
warrant activation of the nondisclosure requirements under the applicable N^atioml Securjfy 
Letter statute. 


D Does the EC state the dissemination rules with respect to the information received 
from the NSL? 

n Does the document provide a lead to NSLB for reporting requirements? 

Action lead should read: “(U) NSLB is requested to record Ihe appropriate information needed lo 
fulfill the Congressional reporting requirements for NSLs’' 

D Does the document provide a lead to CTD, CD or Cyber for informational purposes, 
and, in the case of personal service, to the requesting squad or delivering field division 
for delivery? 


Drafting the NSL 

D Have you ensured you are using tiie most up to date pony? Periodically there are 
updates to the NSLs on the NSLB NSL website. You must draft your NSL from the 
ponies on the NSLB website. 

D Is the NSL addressed to a specific POC? f Cont^cts t 
D Is the correct statute cited? 

1 elephonc Subscriber- 1 8 USC §2709 
Toll Record- 18USC §2709 
E-mail Subscriber- 1 8 USC §2709 
Traasaclional Record' 18 USC §2709 
RFPA- 12 USC §3414 

List of financial Institutions/ Consumer Identifying Information- fCRA 15 USC §1681(u) 

Full Credit Report- FCRA 15 USC §l68l(v) (Only CT 

D Does the requested information match the statutory language and NOT include any 
extraneous requests? 

n Does the information in the NSL match exactly the information in the EC? 


□ Is sufficient identifying information provided so that the company can process the 
request? 

□ If the NSL is for financial records, toll billing records, or ISP transactional records, 
does the NSL include an attachment suggesting the type of information that the recipient 
may consider to fall within the parameters of the request? 

D Does the NSL have the proper certification language which matches that statute - 
must include fact that records sought are relevant to an autliorized investigation of 
international terrorism or counterintelligence (except 1681 v NSL should only reference 
international terrorism investigation). 

Proper ceiljtication language by statute; 

Certirication language for 18 USC §2709- (telephone subscriber, loll record, e-tnail subscriber, 
transactional record): 

]n accordance with TUle 13, V.S.C., Section 27d9\h), / certify that the information sought is 
relevant to an authorized investigation to protect against inten^ational terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment to the Constitution of the United 
States. 

Certification language forRFPA (12 USC §3414): 

In accordance M^jth Title 12, U.S.C. Section 3414(a)(5)(D), I certify that these records are sought 
for foreign counterintelligence investigation purposes to protect against inie motional terrorism or 
clandestine intelligence activities, arid that such an investigation of a United States person is not 
conJvded solely on the basis of activities protected by the First Amendment to the Con.stitution of 
the United States. 

In accordance Title 12, U.S.C. , Section 3403(b), I certify that the FBI has complied nith all 
applicable provisions of the Right to Financial Privacy Act 

Certification language for FCRA 15 USC §16Slu (a) or (b) 

In accordance with Title 15, USC., Section 168!u [(a) or (b)], J certify that 5ucb information is 
sought for the conduct of an authorized investigation to protect against clandestine intelligence 
activities, and that such an investigation of a United States person is not conducted solely on the 
basis of activities protected by the First Amendment to the Constitution of the Untied States 

Certification language for FCRA 15 USC §1681 (v) (Full Credit Report- Only CT Cases) 

In accordance with Title 15, U.S.C. § }68Iv, I certify that the information sought i.% necessary to 
condttet an authorized uwestigation of or intelligence or counterintelligence activities or analysis 
related to, international terrorism, 

D Does the NSL have a nondisclosure provision? Is so, ensure the justification is in the 
EC. 


If yes, these tliree paragraphs must be included: 


In accordance with [cite to pertinent stamtej, I certify that a disclosure of the fact that the FBI has 
sought or obtained access to the mformation sought by this letter may endanger the national 
secuntyf of the United States, interfere with a crimmai counterterrorism, or counlenntelligence 
utvestigation, interfere with diplomatic relations, or endanger the life or physical scfety of a 
person. Accordingly, [cite pertinent statute] prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom disclosure is necessary to comply 
with the letter or to an attorney to obtain legal advice or legal assistance with respect to this letter. 

In accordance with [cite to pertinent statute], you are directed to notify any persons to whom you 
have disclosed this letter that they are also subject to the nondisclosure requirement and are 
therefore also prohibited from disclosing the letter to anyone else. 

In accordance with [ate to pertinent statute], if the FBI asks for the information, you should 
identify any person to whom such disclosure has been made or to whom such disclosure )iill be 
made. In no instance will you be required to identify any attorney to whom disclosure made 
or will be made in order to obtain legal advice or legal assistance with respect to dm request. 


D Is the recipient informed that he/slie must convey the nondisclosure requirement to 
those to whom he/she has disclosed the information, i.e,, those with need to kjiow, and 
that, if asked, he must inform the FBI of those names, excluding the name of an attorney 
to whom disclosure was made for the purpose of responding to the NSL? 

□ Does the NSL inform the recipient of his riglil to challenge the NSL? 

In accordance with [cite to pertinent statute], you have a right to challenge this request if 
compliance would be unrea.'ionahle. oppressive, or otherwise unlawful and the right to challenge 
the nondisclosure requirement set forth above. 

D Does the NSL inform the recipient of the right of the USG to enforce the NSL? 

In accordance with [ate to pertinent statute], an unlawful failure to comply with this letter, 
including any nondisclosure requirement may result in the United Stales bringing an enforcement 
action, 

□ If the letter is an RRPA NSL for financial information, ensure language is included 
indicating the FBI is not requesting a SAR be filed (see NSLB NSL website for detailed 
language), 

n Is the recipient notified that he may return the information to tlie FBI via Federal 
Express or personal delivery but not via regular mail? ( E.C dated 6/29/2QQS I 


D Ensure that no classified information is contained in the NSL, NSLs are not 
classified. 


□ Ensure the SAC has signed the letter before deliver>^ 


n Have you double-checked the information requested? Make sure names and numbers 
are typed correctly in the NSL- Typographical errors can result in the collection of 
information not relevant to a national security investigation, "fliis is a potential lOB 
violation. 

Q You must document service of the NSL. This documentation should include the dale 
of service, the type of service, and identify the person served, 

□ After the NSL is served, make sure to retain a copy of the signed NSL in the 
investigative file and upload the document under the appropriate NSL document type in 
ACS. 

Receipt of NSL-Derived Information 

n Is the company seeking to be compensated for providing the NSL-dcrived 
information? Is so, see EC dated 1! April 2006 (3I9X-HQ-A1487720-OGC. Serial 222) 
for guidance the FBLs policy on payment for NSL-derived information. 

□ Before entering the information received as a result of an NSL into any database, 
double-check to ensure the information received is relevant to your investigation and has 
not been an ovcrcol lection. 

D If the information you received is not relevant to your investigation, contact your 
CDC or NSLB for advice on how to proceed with a potential lOB report. Your CDC will 
sequester the information and determine the next appropriate action. 


Dissemination ofNSL-Pcrived Information 

0 Dissemination of NSL information is limited by the dissemination provisions of the 
NSIG, In addition, EPCA and REP A NSL-derived inlbmiation can be disseminated to 
other agencies only when the information is clearly relevant to the responsibilities of the 
recipient agency, ECRA NSL-derived information is permitted to be disseminated to 
other federal agencies ;is may be necessary for tlie approval or conduct of an EC I 
investigation. 
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Duplicate Telephone subscriber ec I 

Duplicate 

Duplicate 

Duplicate 
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Duplicate Toll record ec I 
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Duplicate 

Duplicate 

Duplicate 

Duplicate Trannsactional record ec I 
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Phone Records; 



Email Records: 

NSL declronic transactional information is typically entered into ACS upon receipt. 
ACS information is uploaded into Investigative Data Warehouse flD W't 


(S) Count erterrorisiTi email information can be manually entered into (Si^~~^^^mai 1 


information may in some cases be entered into spreadsheets and other databases for 
analysis. 


bl 



bl 


Financial and Credit Information: 

Financial and credit information is typically entered into ASC upon receipt. ACS 
information is uploaded into Investigative Data Warehouse (IDW). Financial and credit 
uifornialioii may in some cases be entered into spreadsheets and other databases for 
analysis. 
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Effect of Closing a Case in ACS: 

A case is closed when all investigative and legal activity has ceased. It is still as 
accessible as it was while it was opened. Documentation is placed in ACS to indicate 
that the case is closed. Action leads cannot be set from closed cases. Records are 
maintained according to the records disposition schedule for the particular tile 
classification or the General Records Schedule. Criminal cases are kept for a mini mum 
of 20 years and intelligence for 30 years before disposition. 
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Precedence: IMMEDIATE 


Date: 03/02/2007 


To: All Field Offices 


Counterintelligence 


Attn: ADIC 

SAC 
CDC 

FCI Supervisors 
Attn; AD Beresnay 
DADS 

Section Chiefs 


From; National 
Contact : 




202-324 
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By: Hulon Willie T 


Drafted By: 


bis 


ALL lUrCFJIATION CONTATUEL 

HEPEIW 13 UTJi:LA33IFIED 

bkTE CH5-0S-2007 BY D5179/DHHyK3R/Rl«I 


Case ID #: 319X-HQ-A1487720-OGC 


Title: GUIDANCE ON USE OF FAIR CREDIT 

REPORTING ACT NSLS IN COUNTERINTELLIGENCE INVESTIGATIONS; 
REVIEW OF FAIR CREDIT REPORTING ACT 
NSLS ISSUED IN CY 2006 IN 
COUNTERINTELLIGENCE INVESTIGATIONS 


Synopsis: Provides guidance on the statutory restrictions 

controlling the issuance of national security letters (NSLs) to 
obtain full credit reports in counterintelligence inves t igat ions . 
Directs Counterintelligence Division (CD) and Field Office 
personnel involved in counterintelligence investigations to 
review NSLs issued pursuai-it to the Fair Credit Reporting Act 
(FCRA) to determine if full credit reports were improperly 
requested or received; and to report the results of such review* 

Debails: The FCRA provides for the protection of personal 

information assembled by credit reporting agencies. Two 
provisions of the FCRA^ 1681u and 1681v, authorize the FBI to 
obtain information from credit reporting agencies in the context 
of national security investigations , Section 1681u(a) authorizes 
the FBI to obtain the identity of all financial institutions at 
which the consumer n^aintains or has maintained an account; 
1681u(b) authorizes the FBI to obtain consumer identifying 
information, that is, the name, address, former addresses, place 
of employment, and former places of employment of the consumer. 
This information can be obtained when "sought for the conduct of 
an authorized investigation to protect against in terna t ional 
terrorism or clandestine intelligence activities*" 


To: 

Re: 


All Field Offices FL”'jm: Natioi'ial Security E^ranch 

3 1 9X - H Q- A1 ^ 8 7 7 2 O-OGC , 03 / 0 2 / 2 0 07 


Section 16ylv of the FCRA was added by the USA 

PATRIOT Act. This section authorizes the FBI to obtain full 
consumer credit reports. However, NSLs can be issued pursuant to 
this section only to conduct investigations related to 
international terrorism. The FBI may not use an NSL to obtain a 
full credit report in a counterintelligence investigations 
absent an international terrorism nexus. 


b6 

b7C 
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Nonetheless, it has come to the attention of the 
National Security Branch (MSB) that in some instances full credit 
reports for counterintelligence investigations unrelated to 
international terrorism have been obtained or requested under a 
FCRA Section 1681v MSL. The request or receipt of such 
information in this context violates FCRA statutory requirements. 

Therefore, receiving offices are directed to review 
FCRA NSLs issued in CY 2006 in the context of a 
count erint elligence investigations unrelated to international 
terrorism in order to determine if any such NSLs requested full 
credit reports or resulted in the receipt of full credit reports. 
If such reports were requested or obtained, the incident should 
be reported to the National Security Law Branch (NSLB) as a 
potential Intelligence Oversight Board (lOB) violation 
(regardless of who was at fault). MSLB will determine whether in 
fact the incident should be reported to the lOB. 

Further, if such information has been obtained 
improperly, the information should be sequestered with the Chief 
Division Counsel pending the issuance of tV\e lOB opinion by NSLB. 
The EC that is issued by MSLB v/ill provide guidance as to how the 
information is to be permanently handled. Most likely, NSLB will 
suggest that the information be returned to the credit reporting 
agency. 


AN EC TO NSB AND NSLB DOCUMENTING THE RESULTS OF THIS 
SEARCH IS MANDATORY, EVEN IF THE SEARCH IS NEGATIVE. RESULTS OF 
THIS SEARCH SHOULD BE SENT WITHIN 30 DAYS FROM THE DATE OF THIS 
EC. 


NSLB attorney 


You may direct any questions concer ning this matter to 


at 202-32r^ 


2 


To; All Field Offices Frova; l^Iational Securitv Branch 
Re : 3 1 9X - HQ- A 1 ^ S 7 7 2 0 -OGC, 03/ Oz / 2 00 7 


LEAD(s) : 

Set Lead 1 : (Action) 

ALL RECEIVING OFFICES 


Receiving offices are directed to review FCRA NSLs 
Issued in CY 2006 in the context of a counterintelligence 
investigation and determine if any such NSLs requested full 
credit reports or resulted in the receipt of full credit reports. 
If such reports were requested or obtained, the incident should 
be reported to NSLB as a potential lOB violation. Further, the 
results of such review must be reported by BC to NSB and NSLB 
within 30 days of the date of this EC, 




3 


b6 

b7C 


From: 

Sent 

To: 


Cc: 

Subject: 

RECOl^.xxxx 


](OGC) (FBI) 


1 InCCWEBl); 

1 


bnm 

1 lOGC) (FBI) 


Comprehensive EC and Issue List 


All, 

In case it comes up while I'm out, attached is the latest version of the Uber EC and the 
preliminary NSL issue list. The EC definitely needs to be tightened up and certain issues will 
need to be inserted once the shorter ECs go out, Hopefully that won't need to happen until I 
come back. 



Comprehensive NSL Nattonai Security 
EC.wpd (65 K... Letter Cheat,.. 
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(k)(2) 


□ (b)(7)(E) 
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(k)(3) 
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with the other agency(ies). 

Page(s) withheld for the following reason(s): 


For your information: 


The following number is to be used for reference regarding these pages: 

CtQ- CD> Wc/lv^ywe H 


xxxxxxxxxxxxxxxxxxxxxx 

X DELETED PAGE(S) X 
X NO DUPLICATION FEE X 
X FOR THIS PAGE X 
XXXXXXXXXXXXXXXXXXXXXX 

FBKDOJ 


From: 

Sent: 

To: 
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Subject: 

M£|p 

REC^Rdx^x 


y 


|(OGC) (FBI) 

Tues day March 20 2QQj^ 9:50 AM 

^bTI 

(FBl)l 


i OGC) (FBI);L 
;OGC) {FBt)l. 
(< 


Ic 


l(OGC) (FBI) 


iOQC) 
J(OGC) 


Document for DOJ/DNl NSL Retention Working Group 


AH. 

Pat Kelley and I are in a DOJ/DNl working group examining ttie FBI's retention of NSL-derived 
rnformation. The group has asked that we provide a chart outlining how NSL-derived information 
is used and where it is stored. They also asked us for a description of what effect closing a case 
has on the accessibility of the case, Please take a look at the attached and let me know if you 
have any comments. If you would like to run this by operators, feel free. The group is composed 
of DOJ/DNt and other intelligence agencies, ard is cleared at least to the Secret level. 

If you have any comments, please get them to me by 2pm tomorrow. 

Thanks 
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Retention 
Paper.doc (42 KB) 


PERiVQjTFIfflWU-G^ FBt Classification Guide G-3. dated 1/97. Fofeiao-CetnTti^ilntelliQence 
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From: 1 ■. ■_._T fOGCWFBn 
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To: I Togo (FBI) b 7 C 

Subject: i-w; leiepnone bu and NSL 

Importance: High 


"^ SECRET/ZNOfORN 

RECORfrxjftxx 


At the bottom is the banner we added on March 9 to assure that everyone knew the changes 
were effective immediatley 


Origind 

From: I I tOGC) (FBI) 

Sent: WcrinacriaM Marrh1> 9:33 AM 

To: I ~ I qGC) (FBI) 

Subject: TelepRorieTC^nTN^T*"^^ 

Importance: High 

SECftET/a40F6^ 

RECORD xxiPC ''-^ 
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I 1 


Assistant General Counsel 

National Security Law Policy and Training Unit 

National Security Law Branch 

Office of the G^ eral Counsel, FBI, JEH, Room 7947 


I -T. 

f nngil.l 


BOV 


BOV 


J 


lOV 


This is a Phvifeged Attofney-Client/Attomey Work Product Communication 
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Subject: 

Importance: 


I. 


Original Mess age— 

From: 

Sent: 

To: 

Cc: 


Thi ir^rlaiy Mar 


i 


(OGC) (FBI) 

2006 3:2(L£U__ 

^(OGC) (FBl)t. 


JtITODXCONU 
□OGC) (FBDt 


3ogc) 


(FBI) 

RE: URGENT OGC NSLB Revisions - New/ EC and NSL ponies and Banner for posting on OGC website 
Higih 


SEGREI^NQFOT^ 

RECQRfr5tKXX 


b6 
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have it correct 


Attached are the hvo missing documents for links 1 and 2 (Telephone Subscriber EC and 
Telephone Subscriber NSL). I have also attached the EC just approved by the Director that 
delegates signature authorities for NSLs. There is no existing link for this document Please add 
it to the other 1 6. 


NS L delegation EC telephone telephone 

approved by ibscriber EC,wpd (libscriber NSL.wpd ( 


Finally, please edit the banner for this folder to delete the last sentence; "NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR HAS DELEGATED THE SIGNING 
AUTHORHTf'." — as that has now occurred in the document you are posting. 

Thanks to you both for your WONDERFUL HELP on this on such short notice, 

r 1 

1 I 

Assistant General Counsel 

National Security Law Policy and Training Unit 

National Security Law Branch 

Office of the General Counsel, FBI, JEH, Room 7947 

I 1 

UricrassiTiea ^aill l aov 

I gpv 

This IS a Privileged Attorney-Client/Attomey Work Product Communication 
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--Onginal Message-- 

From: I- ■ J fOGCUFBn 

Sent: Thursday. March 09. 2QQ6 2:38 PM 

To: I r rrODVCQNI 

Cc: I l (QGC) (FBI) 

Subiect: Revisions - New EC and NSL ponies and Banner for posting on OGC website 

Importance: High 


SECRETONOFORfi 

RECORPx^Sy--.^ 
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bo 

b7C 


Thank you. This is my best fnterpretation of what NSLS needs. 

First, please disable the links for the model EC a nd NSLs listed about threeTouh hs of the 
way down the National Security Letters webpag e| | DQ NOT 

DELETE the files on your end as I don't know if NSL^^will need them \n the future. 

At the top and bottom of the NSL webpage please post the following notation * in bdd/caps, 
etc. 


The President will be signing the USA PATRIOT 
Improvement and Reauthorization Act at approximately 3 
p.m.(EST) today, March 9, 2006. At that point, all NSLs 


must comply with the new law. FBI OGC NSLB has 
posted new NSL forms on this website. The new law 
makes adjustments to the Director's delegation authority. 
Under the new law, FBI HQ Section Chiefs do not have 
the authority to approve NSLs. NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR 
HAS DELEGATED THE SIGNING AUTHORITY. 


After that notation at the top of the page, please insert the following and link to the documents 
referenced below (feel free to modify the filenames as you deem appropriate in order to 
differentiate them from the existing filenames) These documents should all stay in the Word 
Perfect format as they are ponies/samples to be used by Field Office personnel. 


Model ECs and NSLs (as at March 9, 2006) 

1 . Telephone Subscriber EC (link to follow by separate e-mail when received from NSLB] 

2. Telephone Subscriber NSL [link to follow by separate e-mail when received from NSLB) 

3. Toll Record EC [link to toll record EC 2006.03. 09. wpd] 

4. Toil Record NSL [link to toll record NSL 2006 03.09 wpd] 

5. E-Mail Subscriber EC [link to email EC 2006. 03.09 wpd] 

6. E-Mai/ Subscriber NSL [link to email NSL 2G06.03.0S.wpd] 

7. Transactional Record EC [link to transactional record EC 2006.03 09. wpd] 
a, Transactional Record NSL [link to transactional record NSL 2006 03.09.wpd] 

9. RFPAEC [linktoRFPA EC 2006.03.09 wpd] 

10. RFPANSL [linktoRFPANSL2006 03.09.wpd] 

11. 1681u(a)EC [linkto1681u(a)EC2006.03.09.wpd] 

12. 1681u(a)NSL [link to 168lu(a) NSL 2006 03.09, wpd] 

13. 1681u(b)EC [link to 1661u(b) EC 2006.03.09. wpd] 

14. 1681u(b)NSL [link to 1661u(b) NSL 2006.03 09. wpd] 

15. 1681V EC [link to 1681V EC 2006 03.09. wpd] 

16. 1681V NSL [link to 1681V NSL 2006.03. 09.wpd] 


A thousand Thank Yous for your help with this. Please call if any of this is confusing. 
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— -Originai 

From: 

Sont: 

To: 

Cc: 






i: 


i: 




(OGC) (FBI) 

2006 1:03 PM 
W)(FBI) 

i:nGr\/FRivl 


totC 


(OGC) (FBI) 


loGC) (FBI)r 

TOTn'ErriHOMALjun 

I fOGC) (FBI)[ 



Nw EC ar>d NSL ponies and Banner for posting on OGC website 
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Subject: 



Importance: High 

SECRgtfHOf=O^N 

RECORD 


h I 1 

We have 14 documents that need to be posted to our vwbsite this afternoon if at all possibfe 
The President is signing the PATRIOT Act renewal at about 3:00 pm today and it changes 
the rules regarding NATIONAL SECURITY LETTERS. There are seven different types of 
NSLs. The attached documents are 7 ECs and the corresponding 7 NSL forms. 


Please post them under the Banner below m the email from 
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File: transactional record NSL 2006.03 09.wpd 


File: 1681u(a) NSL 


2006 03.09. wpd » 

2006 03.09. wpd » 

2006 03. 09 . wpd >> 

2006.03,09 wpd » 

2006.03. 09. wpd » 

2006. 03. 09. wpd >> 

EC 2006 03.09.wpd » 

Please let us know when they are available on the website. 


File: 1681u(b) EC 2006.03.09.vjpd » « File: 1681u(b) NSL 

File: 1681V EC 2006.03.09 v/pd» « File: 1681v NSL 

File: emait EC 2006.03 09 wpd >=■ « File: email NSL 

File: RFPA ec 2006. 03.09. wpd » « File: RFPA NSL 

File: toll record EC 2006. 03.09. wpd >> << File: toll record NSL 

File: transactional record EC 2006. 03. 09. wpd » « File: 1681 u[a) 


b2 
b6 
b7C 

Assistant General Counsel 

National Security Law Policy and Training Unit 

National Security Law Branch 

Office of the Ge neral Counsel, FBI, JEH, Room 7947 

unciassiTieg"email:r faov 

Ij^uv ^ 

This ts a Privileged Attomey-Cfient/Attomey Work Product Communicatior^ 


Many thanks 



] 


Original 

Prom: 

Sent: 

To: 

Cc: 

Subject: 




Thiifaiflu.Marrhnq 




in'ffl'n 


JoGC) (FBI) 
12:S0 PM 

dGCUEBU 

% 


fBl)J 


jJoGC) 


^GC) (FBI); 


Banner for webpage re new NSls* 


^ tlNGLASSIFJED -^ 
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The new NSL forms should be posted with this banner prominently displayed at the top and 
bottom of the page, 

The President will be signing the USA PATRIOT 
Improvement and Reauthorization Act at approximately 3 
p.m.(EST) today, March 9, 2006. At that point, all NSLs 
must comply v\/ith the new law. FBI OGC NSLB has 
posted new NSL forms on this website. The new law 
makes adjustments to the Director’s delegation authority. 
Under the new law, FBI HQ Section Chiefs do not have 
the authority to approve NSLs. NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR 
HAS DELEGATED THE SIGNING AUTHORITY. 


Assistant General Counsel 

National Security Law Policy and Training Unit 

FBI HQ Room 7(^75 

STU III: I I 

Unclassified Fax: 

Secure Fax; 


Privileged Attomey-Client/Attomey Work Product Communication 
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From: 

Sent: 

To; 

Subject; 
SECRET 
RECORD xxxx 


I If OGC^ (FBI) 

Monday. March 19 2DQ7 m AM 

1 Hrc 


l£QGC) (FBI 


|OGC) (FBI); 

inrormSion ror n&l Keieniion Group 




. (OGC)(FBI), 
OGC) (FBI) 
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Alt, 

Could you please take a quick look at the attached? The DOJ/DNI NSL Retention Working group 
has asked for a description and chart of NSL analysis/retention and a description of the effect of 
closing a case in ACS. Let me know if anything is wrong or missing. I will send this to UCs later 
today but wanted you to have a look first. 


Thanks, 
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Retention 
Paper.doc (41 KB) 
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L 


Latest Version of ECs 


JOGC) (FBI) 

J(OGC) (FBI) 


]CX3C) 


SENSITIVE BUT UNCLASSIRED 
NON.RECORD 
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All, 

Attached are the latest versions of the other ECs t’ve been working on, in case action is required 
while I'm out, You^gfob^ly already have these, but I wanted to make sure They are alsoinJhe__^ 
NSLPTU Foldeijl^^^jc Drafts. If you need to contact me, t will have my cell (703-63^^^^J 
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CD - Full Credit NSL Retention EC NSL C of S.wpd (7 
EC.wpd(lS KB... (with edits).... KB) 
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CERTIFICATE OF SERVICE OF A NATIONAL SECURITY LETTER 


Personal Semee 

Date, Time, and Place of Service 

NSL Custodian of Record (including business name) 

NSL Recipient (if different from above) 

Ser\'ed by 

Serving Office 

Originating Office (if different) 

Type of NSL Request (cite statute used) 

Delivery Service (attach return receipt) 

Dale, Time, and Place of Pickup 

Date, Time, and Place of Delivery 

NSL Custodian of Record (including business name) 

Name and Type of Delivery Service (overnight, two day, etc) 

Ser\'ed by 

Serving Office 

Type of NSL Request (cite statute used) 

Fax (attach fax cover letter and return receipt) 

Dale, Time, and Place of Fax 

Recipient of Fax 

NSL Custodian of Record (including business name) 

Type of NSL Request (cite statute used) 

Serving Office 


ALL IlirORKATICIH COlJTAIHEti 

HEPEIH IS UMCLA3SIFIED 

DATE 06-D3-IDCI7 BY 6Sa79/DriH/K3R/P.U 


DECLARATION OF SERVER 

I declare under penalty of perjury under the laws of the United States of Ameiica that the 
foregoing information contained in the Certificate of Serv'ice of a National Security Letter is line 
and correct. 


Executed on 

Date 


By: 

Signature of Server 


Inquiries Regarding Production May Be Directed to: 

[Name], Special Agent 
Federal Bureau of Investigation 
[Name of] Field Office 
[Telephone number] 


From: I l OGCl (FBI) 

Sent Monday. March 12. 2007 3:05 PM 

To: I IINSD) (FBI) 

Cc: TnnraT^'5, JCTIEF. (OGC) (FBI);| |oGC) (FBI) 

Subject: NSL Checklist for INSD ' ' 

SENSITIVE BUT UNCLASSIFIED 
NOH-RECORP 
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Attached is the checklist we discussed. As \ said, it has not been approved by the General 
Counsel I will go about putting together another checklist to meet your needs but any input on 
what you are looking for would be appreciated, 

Thanks 

II_J 
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Typical NSL Retention and Database Use 

^PhjDtie Records: 

toll billings records are ivpLCa jIv uploa ded into Telephone Applications (TA) after receipt, Most 
information in T A is u p 1 oaded inio F analysis, TA is sirred m two forms; a ‘Taw" version 

(S) 

reslncled case files, most ACS information available as a dataset in Investigative Data Warehouse (IDW). 


that, coniaiiis individual phone call events, and an "indexed" version that does not contain individual phone 
call events, Most indexed TA information is a dataset of ID W and FTTTF The information can also be 
uploaded from TA to other applications (such as^^^^J for analysis. NSL-derived information is also 
placed in Automated Case Support (ACS) with case information. With the exception of designated 


bl 

b2 


(S) 

(S) 



Entail Records: 

NSL electronic transactional information is typically entered into ACS upon receipt. With the 
Exception of designated restricted case files, most ACS information is available as a daiasei in IDW. 
CounterteiTorism email information can be manually entered into FBI ^^^^n Email information may in 
some cases be entered into spreadsheets and other databases for analysis. 


bl 


bl 



bl 


Financial and Credit Information: 

(U) Financial and credit information is typically entered into ASC upon receipt ACS information is 
uploaded into Investigative Data Warehouse (EDW). Financial and credit information may in some cases 
be entered into spreadsheets and otlier databases for analysis. 


Financial/ Credit 
Information 


A^S 


T 

' ► 
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KITect of Clojting a Case in ACS: 

(U) A case is closed when all investigative and legal activity has ceased. The closed ease is as accessible as 
It was while it was opened Documentation is placed in ACS to indicate that the case is closed, Action 
leads cannot be set IVoth closed cases. Records in ACS are maintained according to the records disposition 
schedule for the panicular file classification or the General Records Schedule Criminal cases are kepi for 
a minimum of 20 years and intelligence for 30 years before disposition. Retention can be extended if one 
of various exceptions apply. 
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From: I I fOGC) (FBI) 

Sent: Thursday, March 15, 2007 8.24 AM 

To; HQ-Div09-NSLB 


Subject: FW: Audit of NSL 

UNCLASSIFIED 

NON-RECORD 


ALL INFORKATICtH CDHTAltffilD 

HEEEIIJ 13 OTCLA33IFIED 
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1073946 

Please lelj Iknow if you are available for a quick trip next v/eek to destinations unknown 
We need lo nave a roster put together of available people by COB today, 


Thanks 


Original Message 

From: CAPRONI, VALERIE E* (OGC) (FBI) 

Sent: Wednesday, March 1^, 2007 SA9 PM 


To: HQ’DivOO'NSLB i ■ 

Cc: KAISER, KENNETH W. (INSD) (FBI);j l(INSD) (FBI) 

Subject: Audit of NSL ^ 


UNCLASSIFIED 

NON-RECORD 


As some of you may have heard, the Director has ordered a special inspection of all field offices' 
use of NSLs. Inspectors are hitting the field offices on Friday and will work through the weekend 
sampling files that are known to have NSLs and those that are not known to have NSLs, We 
need a l awyer or 2 to^ on call for any questions that might arise ] | can you get those 
names tq p 


Also, there is some likelihood that DoJ will want to send NSD lawyers out to at least a few of the 
field offices next week to observe the process. If that happens, 1 would like to pair an OGC 
attorney with each NSD attorney. So, we may need a few people to take trips next week ! will 
know more on Friday. 

Thanks, 

VC 


UNCLASSIFIED 


UNCLASSIFIED 
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From: | l OGC) (FBI) 

Sent Sunday, March iy, 2UU/ 11:i8 AM 

To; HQ-Div09-NSLB 

Subject; Inspection Division's Special NSL Audit 


UNCIASSIFIED 

NON-RECORD 
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Many of you are already aware but beginning last Friday and continuing this 
week, the Inspection Division is conducting a Special NSL Audit in all 56 field 


offices. Over the weekenc 


■ 

were 


on call to take questions from the auditors regarding NSLs. They were busy and 
we should expect a lot of question this week. Additionally, the AG has directed 
that NSD attorneys -from OIPR specifically- attend certain of these audits to 
serve as "observers," Ms. Caproni has directed that NSLB also have an attorney 
in attendance with OIPR. Currently six offices are scheduled to be visited by 
NSD/OlPR. They are; 

Monday: 

1 


OGC atti 
OGC atty 


Tuesday: 


ALL lUrORHATIOIJ CONTAINED 

HEREIN 15 U^ICLASSIFIED 

DATE 0^^-06-2007 BY 65179/D KH/KSR/RU 


1 1 

1 OGC attyl 

r— — 



OGC atty 



Wed or Thure: 


OGC ally 


■Q BE DESiGNATED 

For your info, I have attached the scope of the audit as stated by Inspection 
Division. 


Director Mueller has mandated that a National Security Letter (NSL) Audit be 
conducted within all 56 field offices beginjiing Friday, March 16, 2007. The audit 
will take approximately one week to complete in each office. 

Each ADIC/S AC is immediately requested to identity the names of AIlPs who 
currently are involved in the inspection process or who may have already been 
certified. At a minimum, small field offices are requested to identify two AlIPs, 
medium sized field offices three ,AIlPs, and larger field offices at least seven AlIPs 


b6 
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who can iravd to another field office on Friday, March 16. 2007. to conduct the audit. 
The names of these individuals should be provided to Inspectorl Iby 

close of business Tuesday, March 13, 2007. ' * 


Additionally, each ADIC/SAC should prepare for a team to arrive in hi.s/her office 
on Friday, March 16th, to begin the audit. Upon notification of the number of 
personnel assigned to each team, field offices should ensure hotel rooms are reserved 
for personnel, office space and supplies are available, and all files containing NSLs 
are available review, ADlCs/SACs are also requested to identify tlieir CDC as the 
point of contact for the Inspection Division Team Leader. 


UNCLASSIFIED 
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From: | |o GC) (FBI) 

Sent: Wednesday, March 14, 200/ Vl3 PM 

To: HOOiv09-NSLB 

Subject: Valerie Caproni tasking 


Importance: High all iHropiiATiOH ccintailjed 

UNCLASSIFIED HEEIIH IS IIWCLASSIFIED 

NON-RECORD DAH: 0*5-06-2007 BTf 6S179/riffl/KSR/RW 


If you worked one of the 22 NSL related I OS's, Valerie has requested that we 
had 3 points of consideration to our chart. Specifically, Valerie wants to know: 1 . 
did the CDC/ADC review the NSLyNSL-EC; 2. under the existing guidance 
controlling at the time, should the matter have been reported to OGC as a 
potential lOB; and 3. in the final analysis, is the matter reportable to the lOB. 

The chart has been augmented and is saved now as a Word document on the s 
drive, OGC, units, CILU as 'Valerie’s chart." Please augment the chart as soon 
as possible as Valerie needs this to prepare for her testimony. 

UNCLASSIFIED 
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FOR IMMEDIATE RELEASE 
TUESDAY, MARCH 20 , 2001 
WWW * USDO J . GOVMS D 
(202) 614-2007 
TDD (202) 514-1888 
Fact Sheet: 

Department Of Justice Corrective Actions 
on the FBI's Use of National Security Letters 

VJASHINGTOM - Nearly two weeks ago, the Attorney General comjnended the work of 
the Inspector General in uncovering serious problems in the FBI's use of 
National Security Letters (NSLs) * The Attorney General and the Director of the 
FBI agreed that that such mistakes would not be tolerated, and the Attorney 
General ordered the FBI and the Justice Department to put in place safeguards to 
ensure greater oversight and controls over the use of NSLs, 

Since that time, the FBI and Justice Department have moved expedit iously to 
implement the recommendations of the Inspector General's report and to create 
additional safeguards to ensure that NSLs are used properly. Below are some of 
the actions that the FBI and Justice Department have taken to date and will be 
taking in the near future to address these shortcomings: 

Hew Oversight and Auditing of the FBI's Use of MSLs 

'^'Initial Audit - Last Friday, the FBI's Inspection Division launched a 
retrospective audit of the use of NSLs in all 56 FBI field offices nationwide- 
The FBI consulted with and received input from the Justice Department ' s National 
Security Division (N3D) and the Department's Chief Privacy and Civil Liberties 
Officer (CPCLO) in developing its plan for the audit, which is based upon the 
Inspector General's methodology for identifying potential Intelligence Oversight 
Board (lOB) violations* Wiiile this audit is being led by the FBI's Inspection 
Division, the Justice Department's NSD and CPCLO are also participating in the 
audits at various FBI field offices, 

* Regular Audits Going Forward - Starting neKt month, the Justice Department's 
NSD, in coni unction with the CPCLO, the FBI's Inspection Division and the FBI's 
Office of General Counsel, will begin conducting comprehensi ve reviews of the 
use of NSLs at FBI headquarters and in field offices around the country, it is 
expected that the findings of the FBI's initial audit v;ill inform the process of 
these ongoing reviews. This is a new level of oversight by Department of Justice 
lawyers with years of experience in intelligence and law enforcement* 

Dr chib it ion on the Use of "Exigent" Letters 

*On March 6, 2007, the FBI issued a Bureau-wide directive prohibiting the use of 
the exigent letters described in the Inspector General's report. All FBI field 
offices have been asked to identify any use in their office of an exigent letter 
or anything akin to an exigent letter. 

*The FBI Director in February 2007 ordered an expedited review by the Inspection 
Division of the unit that issued the exigent letters described in the Inspector 
General's report, for the purpose of determining management accountability. 

*The NSL audits described above will also include a review of whether exigent 
letters described in the Inspector General's report w'ere issued in other FBI 
field offices* 

'*^The Associate Deputy Attorney General and the Justice Eiepartrnent ' s Office of 
Professional Responsibi lity are also examining the role FBI officials played in 
the use of NSLs and exigent letters. 

New Oversight of FBI-Reported lOB Violations 

^The Justice Department's NSD will now review all Intelligence Over-sight Board 
(lOE) violation .3 that the FBI reports to the JOB, When reviewing these lOB 


ieiarj;ai:5 from tl'ie FBI, the HSD will promptly notify the Attorney General if it 
appears that the incident suggests the need for a change iri policy, training or 
oversight rnechanisrns . The NSD will also report to the CPCLO any lOBs that raise 
serious civil rights or privacy issues* *The MSD will also report to the 
Attorney General every six months on all lOB referrals reported by the FBI 
during the preceding six-month period* This is^echanism will Vielp identify trends 
and potential future problems* 

Mew Measures to Address MSL Tracking 

‘*‘111 early 2006, the FBI began developing a new N$L tracking database- The 
Web-based systeiu will be piloted in the FBI's Washington Field Office in the 
sunaner of 2007 and will be deployed to four large field offices in late 2007* 

The new system will include a field that will identify whether the NSL recipient 
complied with the request and will possibly allow for entry of notes or cortmients 
on the response . 

‘*'Until the new system is deployed, FBI field offices will report montliiy on KSLs 
that have been issued* The FBI Office of General Counsel will ensure that the 
NSLs coiTiply with applicable statutes, guidelines, and policies* 

'*'To obtain a better accounting of past use of NSLs and correct inaccuracies in 
past Congressional reports, the FBI Director has ordered an intensive process to 
query other computer systems to locate files where NSLs may have been issued but 
not reported to FBI Office of General Counsel for inclusion in its tracking 
database* In addition, the FBI Office of General Counsel is correcting any data 
eh try errors in the existing database* The Attorney General has also mandated 
that the Justice Department's MSD and CPCLO advise him on additional steps that 
should be taken to correct the inaccurate nuirbers reported to Congress, 

*On March f, 2007, the FBI issued a new policy requiriiig the retention of copies 
of signed NSLs* 

New Training and Guidance on NSLs 

*The FBI will re-issue comprehensive guidelines throughout the Bureau concerning 
the proper use of NSLs* The FBI Office of General Counsel will evaluate existing 
guidance and make necessary revisions in consultation with the Department of 
Justice's National Security Division* 

'^The FBI has begun developing a new training course on the proper use of NSLs 
that will be available to FBI personnel through the Internet* After the course 
development is complete, the FBI will issue a directive mandating training for 
all Special Agent s-in -Char ge. Assistant Special Agents- in -Charge, as well as all 
appropriate FBI agents and analysts* 

*In the meantime, the FBI has ordered that anytime an FBI Office of General 
Counsel attorney is traveling in the field for any reason, the attorney must 
schedule mandatory NSL training* The FBI will consider whether attditional 
training on NSLs for new agents is needed. 

*The Justice Department's Executive Office of U.S* Attorney.s will review its 
existing training r^Yaterials and guidance for terrorism i nvestigations and 
prosecutions to ensure that MSLs are properly described in such materials* 

New Oversight of the Use and Retention of NSL- Derived Information 
+A working group co-chaired by the Office of the Director of National 
Intelligence and the Justice Department's CPCLO has been convened to examine how 
NSL-derived inforiaation is used and retained by the FBI, The FBI's Privacy 
Officer as well as a representative from the Justice Department's NSD will be 
repre.sen t ed on this working group* The working group will examine how the NSL 
records are stored and di*s semi na ted and determine the retention practices of 
other agencies with NSL authorities* 

Review of RoJe of FRI',s Division Counsel 

^The Justice Depar tment ' s NSD and the FBI have begun examining whether the FBI's 
organizational structure should be changed to have FBI's Division Counsel in 
field offices report to the FBI's Office of General Counsel in Headquarters 
rather than to field office Special-Agents-in-Charge* 


Proposed Legislation 

^The Inspector General recoiiiiTiended in its report that the term "toll K>illing 
records information'' in the Electronic Communications Privacy Act NSL statute be 
clarified, The Justice Departtnent and PBI are developing a proposal to address 
this concern. 

Future Oversight 

*T}ie Attorney General has asked the Inspector General to report to him in four 
months on the FBI's implementation of the recommendations contained iri the 
I inspector General report, 
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From: 

Sent 
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Wednesday, August 16, 2006 4:52 PM 
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Subject: 



SENSITIVE BUT UNCLASSIRED 
NON-RECORD 


Ladies and Gentlemen, 

Attached is a recent DOJ Monograph titled, Guidance on the Use of National 
Security Letters to Obtain Certain Information Relevant to an FBI National 
Security Investigation (June 2006). 

As soon as the next CD for DOJ USABOOK comes out, this will be added to the 
OGC Law Library webpage. 



ns^m^wpd (358 KB) 


Please forward to appropriate personnel, 
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Subject: UUJ liJ Reports 
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CDCs/ADCs; 


Please note that the DOJ iG Reports RE “National Security Letters" and 
"Section 215 Orders for Business Records" are now available on the OGC 
Main Law Library v^ebsite http://30.30.204.57/libraries/doj_ig_reports/ 

I believe DGC Elaine Lammert has already sent you an e-mail RE the IG report 
on NSLs. 
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I (OGC) (FBI) 

Tuesday, December 06, 2005 4:00 PM 
CAPRONI, VALERIE E. (OGC) (FBI); STEELE, CHARLES M. (DO) (FBI); 
WEISSMANN, ANDREW (DO) fOGAV WII I lAMS IFFFRY A rnOC'i fFRIV 
BOWMAN, MARION E. (Oh fFBlI I 
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Subject: DOJ's response to Congress re Wa^ington Post article on NSLs 
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Attached is the letter from William Moschella, AAG at DOJ, to the House and Senate 
Judiciary Committees, re the Washington Post article from last monthre NSLs (which I previously 
sent all of you) 



NSL_rebuttal_ letter 
.pdf {529 K... 
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From: | | (OGC) (FBI) 
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The OIG R^ort RE NSLs is now on the Main Law Libraty website under the DOJ IG 
REPORTS Category http://30.30.204 57/iibranes/doLdocuments/ig_national_security_letters. pdf 
*“"****Note that because this is such a large document, it may take a minute or two for some 
folks to open*”********* 



II post the IG Report RE section 215 of the PATRIOT Act tomorrow. 
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Wednesday March 28 . 2007 2.12 PM 

I I ^OGC^ (FBI); HQ-Div09-NSLB; FBI_ALL CDCs; 

CAPRONI, VALERIE E. (OGC) (FBI) 

Subject: RE; Further Guidance Relating to lOB Issues 
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Sent: Wednesday, March 28, 2007 11:40 AM 
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Subject: Further Guidance Relating to lOB Issues 
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March 20, 2007 


Ms. Valerie Caproni 

General Counsel all iNFOPMAiroM coijtaiwed 

Federal Bureau of Investigation herein is iiwclassified 

935 Pennsylvania Avenue. NW 0 ^- 09-2007 by 65179 lhh/ksr/jw 

Washington, DC 20535 
Dear Ms. Caproni: 

As part of our oversight regarding the Inspector General’s Review of the F.B.I.’s Use of 
National Security Letters, please provide us with the following information (by close of business 
on April 4 if possible); 

1) copies of all e-mails, memoranda, and other documents that relate to the F.B.I.’s use of 
"exigent letters," as well as transcripts of your interviews conducted on the issue. 

2) please identify all of the F.B.I. personnel who participated in the creation and issuance 
of the "exigent letters." 

3) copies of all documents, including internal memoranda, pertaining to the F.B.I.’s 
Communications Analysis Unit's contracts with the three telephone companies identified 
in the Inspector General’s Report, and identify all F.B.I. attorneys who participated in the 
review and approval of those contracts. 

4) copies of all documents pertaining to the information that the F.B.I. acquired through 
the use of National Security Letters ("NSLs) pertaining to individuals who the F.B.I. 
concluded were irrelevant to terrorism investigations. 

5) copies of all documents pertaining to the F.B.I.'s standards regarding the maintenance 
of the Office of General Counsel’s National Security Letter database. 

6) please detail the internal F.B.I. standards for the reporting of possible Intelligence 
Oversight Board violations, and provide any documents related thereto. 

7) please identify F.B.I. standards pertaining to the review of investigative files to ensure 
that supervisory review of National Security Letter approval memoranda has occurred, 
and tliat the relevant authorizing statutes are in the NSLs. 


8) copies of all internal commimi cations relating to the F.B.L’s use of Certificate Letters 
to obtain financial recoi’ds from the Fedeial Resei've Bank. 

9) please detail the F.B.l.’s reasons for the retention of data pertaining to individuals who 
the F.B.l. has concluded are kre levant to tenrorism investigations. 

10) please explain why tire F.B.l. had no policy or directive requiring tire retention of 
signed copies of NSLs, or any requirement to upload NSLs in the F.B.l.’s case 
management system. Provide any documents relating to any decisions pertaining to this 
issue. 

1 1) please detail why the F.B.I. does not have a uniform system for tracking responses to 
NSLs, either manually or electronically. Provide any documents relating to any decisions 
pertaining to this issue. 

12) please detail why tlie F.BJ.’s database was unable to filter NSL requests for the same 
person in the same investigation. 

13) please explain why the F.B.l. does not maintain records on NSL usefuhiess in 
criminal investigations and prosecutions. 


Sincerely, 



cc: Hon. Lamar S. Smith 


From: THOMAS, JULIE F, (OGC) (FBI) 

Sent: Saturday, March 24. 2007 1:44 PM 

To: HQ-DIV09-NSL8 

Subject: FW; Congressional Request for Documents relating to OIG Review of NSLs / 

CAU Use of Exigent Letters 

UNCLASSIFIED 

NON-RECORD 


Please read and begin gathering all email and other memoranda with respect to the exigent letter 
issue, 


b2 


Julie F. Thomas 

DCC, National Secunty Law Brunch 
Office of the General Counsel 
Room 7jjTT 


202 - 32 < 


202 - 32 < 




ALL ir-rroFOiATrow comAimD 

HEPZIIJ IS UNCLASSIFIED 

DATE 06 - 11-2007 BY 65179 DKK.^K 5 R/JW 


-Original Message- 


From; CAPRONI, VALERIE E. (OGC) (FBI) 

Sent: Saturday, March 24, 2007 11:11 AM 

To: THOMAS, JULIE F. (OGC) (FBI) 

Subject: FW: Congressional Request for Documents relating to OIG Review of NSLs / CAU Use of Exigent Letters 


UNCLASSIFIED 

NON-RECORD 


Please have people gather all their email and documents relative to the exigent tetter issue. Please 
interpret that broadly so all the recent email traffic on the spring audit, etc. should ba included. 


b6 

b7C 


Original Message 

From: BEERS, ELIZABETH RAE (OCA) (FBI) 

Sant: Friday. March 23 , 2007 12: 46 PM 

To: I IINSD) (FBI! 

Cc: ™B7jBMr(RMD) (FBlf 

KAUSCH, ELENI P, (OCA) (F 

Subject: 




"||](INSD) (FBI) J 

tsgc) ^f bi): cApRcnr 


Congressional Request for Docunnents relating to OIG 


[FBI); CAPROTT7 
JCX:a) (FBI) 
Review of NSLs / 


T iNSD) (FBI) 
VALERIE E. (OGC) (FBI); 


CAU Use of Exigent Letters 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


Following up on our conversations, we have two congressional oversight requests for copies of 
documents relating to Issues raised in the OIG audits on FSLs. Specifically, the Senate Judiciary 
Committee requests copies of any and ail unclassified e-mails related to the exigent letters issued 
by CAU and House Judiciary Committee requests copies of all e-mails, memoranda, and other 
documents that relate to the F.B. I use of exigent letters and copies of all documents, including 
internal memoranda, pertaining to the FBI CAU's contracts with the three telephone companies 
identified in the Inspector General's Report, 

Based on my conversation with ! | l understand that documents that may be responsive 

to these requests were provided to the UIG Dy INSD and that INSD can provide copies of this 
production to OCA. To the extent that ther e are docum ents responsive to the congressional 
request that were not produced to the QIG J l advised that the material will be gathered in 

connection with the anticipated CAU inspection and a set of the gathered material provided to OCA. 


b6 

b7C 

b2 


tVe also cc'd Dave Hardy and l It o this email as there is a pending FOIA request that 

overlaps with the requests made by congressional oversight committees. If material is gathered in 
connection with the FOIA request that would be responsive to the congressional requests, please 
provide OCA with a copies of these documents, 


Finally, IVe attached an email fro m l in ITOD responding to our query concerning the 

ability to pull backups of email. She identified individuals in ITOD who can assist in gathering 
emails that people still have. That info is offered to assist INSD, if appropnate, for the upcoming 
CAU inspection, 

Welcome further discussion and appreciate your assistance. Thanks, 

Beth Beers 

Office of Congress ional Affairs 
202-32^ I 



RE: E-Mails 



Conyers incoming 
re NSLs.pdf 



Grassley request 
for CAU email..* 


UNCLASSIFIED 


UNCLASStFIED 


UNCLASSIFIED 
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March 19, 2007 

The Honorable Robei I S, Mueller, fll 
Director 

Federal Bureau of Investigation 
935 Pennsylvania Avenue, N, W. 

WashinglODj D-C. 20535 

Dear Director MueUer: 


ALL iTJFOfiKATIOW COWTAIWED 

HEPEHJ IS UncLASSiriED 

DATE 06-11-2007 BY 65179 DMH/KSR/JW 


I am writing today in response to the Justice Department Inspector GeneraPs 
March 9, 2007, report entitled 'A Review of the Federal Biueau of Investigation’s Use of 
National Security Letters’’ and in anticipation of the Inspector General’s testimony next 
week befoi'e the Judiciary Committee- In my view, the most troubling section of flie 
report begins on p. 86 and is entitied "*Using ‘Exigent Letters’ rather tJian ECPA Hational 
Security Letters/' That section describes how an FBI headquarters division known as the 
Commimications Analysis Unit (“CAU”) obtained information on about 3,000 telephone 
numbers by issuing 739 so-called “exigent letters/’ 


In exercising oui' oversight responsibilities, it is critical for the Judiciary 
Committee to obtain a fuller understanding of who at the FBI knew what about these 
exigent letters, and when they knew it- Therefore, in order to prepaje for next week’s 
bearing, please provide copies of any and all unclassified e-mails related to the exigent 
letters issued by CAU. 


(202) 224 
PDF format td 
( 202 | 


If you hav e any questions about tliis request, please contactj" 

tzz> 


at 


copy of all coirespondence in reply s hould be sent electronically in 

Joj via facsimile to 


Sincerely, 



Charles E. Grassley 
U.S- Senator 


cc: Senator Patrick Leahy, Chairman 

Committee on the Judiciary 

Senator Arlcn Specter, Ranking Member 
Committee on the Judiciary 


From: THOMAS, JULIE F. (OGC) (FBI) 

Sent: Friday, March 09, 2007 8:59 AM 

To: HQ-Div09-NSLB 

Subject: FW: Key excerpts 

UNCLASSIFtED 

NON-RECORD 

ALL IHrOEHATrOH CONTAIKEP 
HEMIN 13 UNCLASSIFIED 

Food for thought date 06-U-2D07 by SS179 Dt-IH/KSR/JW 

Julie F. Thomas 

DCC, National Secunfy Law Branch 

Office of the General Counsel 

Room 7975 

202-324-8528 

202-324-1023 (f^j 

Julie. ThornasCm I'c. rbi.aou 


Original Message 

From: MONACO, LISA (DO) (OGA) 

Sent: Thursday, March 06, 2007 8:36 PM 

To: PISTOLE, JOHN S. (DO) (FBI); CAPRONI, VALERIE E. (OGC) (FBI); MILLER, JOHN J. (OPA) (FBI); 

KORTAN, MICHAEL P, (OPA) (FBI); SEERS, ELIZABETH RAE (OCA) (FBI); KALISCH, ELENI P. (OCA) 
(FBI); THOMAS, JULIE F. (OGC) (FBI) 

Subject; Key excerpts 


UNCLASSIFIED 

NON-RECORD 


All -- attached is a document worked up by Val's folks with a few additions by me with key quotes 


from the report, The boss will have it in the a m, 


NSL quotes undass 
report. wpd ... 


UNCLASSIFIED 


UNCLASSIFIED 


Key Excerpts from the Unclassified IG Report 

The FBI self-identified the inaccurate reporting, and told Congress a year ago 

(pg. xvii and 33) : In March 2006, the FBI acknowledged to the Attorney General 
and Congress that NSL data in the semiannual classified reports may not have 
been accurate and stated that the data entry delays affected an unspecified 
number of NSL requests. After the FBI became aware of these delays, it took 
steps to reduce the impact of the delays to negligible levels for the second half 
of CY 2005. 

The IG Found No Criminal Misconduct 

(pg, xxviii, fn.26) : In this report, we use the terms "improper or illegal use" as 
contained In the Patriot Reauthorization Act. As noted below, the improper or 
illegal uses of the national security letter authorities we found in our review did 
not involve criminal misconduct. However, as also noted below, the improper or 
illegal uses we found included serious misuses of national security letter 
authority. 

No deliberate or intentional violations; but rather, good faith mistakes; confusion 

(pg. XXX): Our examination of the 26 possible lOB violations reported to FBI 
OGC did not reveal deliberate or intentional violations of NSL statutes, the 
Attorney General Guidelines or internal FBI policy. Although the majority of the 
possible violations - 22 of 26 - arose from FBI errors, most of them occurred 
because of typographical errors or the case agent's good faith but erroneous 
belief that the information requested related to an investigative subject. 

(pg. xxxiii:) Our review did not reveal intentional violations of national security 
letter authorities, the Attorney General Guidelines or internal FBI policy. Rather, 
we found confusion about the authorities available under the various NSL 
statutes. 

IG found in most cases we sought information we were entitled to 

(pg, xlviii and 124): Finally, in evaluating the FBI’s use of national security 
letters, it is important to note the significant challenges the FBI was facing during 
the period covered by our review and the major organizational changes it was 
undergoing. Moreover, it is also important to recognize that in most cases the 
FBI was seeking to obtain information that it could have obtained properly if it 
had followed applicable statutes, guidelines, and internal policies. We also did 
not find any indication that the FBI's misuse of NSL authorities constituted 
criminal misconduct. 


FBI seeking information to which it was entitled 

(pg, 67): In evaluating this matters, it is important to recognize that in most 
cases, the FBI was seeking to obtain information that it could have obtained 
properly if it had followed applicable statutes, guidelines, and internal policies. 
We also did not find any indication that the FBI's misuse of NSL authorities 
constituted criminal misconduct. 

Errors were not deliberate attempts to circumvent statutes 

(pg. 77): While the errors resulted in the acquisition of information not relevant 
to an authorized investigation, they did not manifest deliberate attempts to 
circumvent statutory limitations or Departmental policies and appropriate 
remedial action was taken. 

(pg. 103 ) (control file issue) We believe that the CAU officials and the EOPS 
Unit. Chief concluded in good faith that the FBI had sufficient predication either 
to connect these national security letters with existing investigations or to open 
new investigations in compliance with the Attorney General’s NSI Guidelines. 


FBI has now provided the needed guidance 

(pg, 1 07): Overall, we believe that the FBI has now provided needed guidance 
and support to field personnel to facilitate production of approval documentation 
compliant with statutory requirements. Attorney General Guidelines and internal 
FBI policies. Nonetheless, we believe the FBI should improve its compliance 
with the internai controls governing its exercise of national security letter 
authorities... 

(pg. 126) We believe that these recommendations, if fully implemented, can 
improve the accuracy of the reporting of the FBI's use of national security letters 
and ensure the FBI’s compliance with the requirements governing their use. 


From: 

Sent: 

To; 

Subject: 


THOMAS, JULIE F. (OGC) (FBI) 
Wednesday, March 21 , 2007 2:24 PM 
HQ-Div09*NSLB 
Please await an all CDC email 


UNCLASSIFIED 

NON-RECORD 


We are getting a tremendous amount of questions from the CDCs reflecting confusion about the 
ongoing NSL audit in the field offices, I have met with Inspection Division and will shortly send 
out an a/i CDC email giving some additional guidance regarding the reporting of potential lOBs. 
Please wait to read that advice before answering questions that are not clearly set forth in the 
November 2006 external guidance. 

Julie F. Thomas 

DGC, National Security Law Branch 
Office of the General Counsel 



ALL INFOFIIATIOW COIJTAIHEL 

HEREIN 15 TJTTCI.AS3IFIED 

DATE 06-11-2007 BY 6517S DHH/K5R/JW 
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UNCLASSIFIED 


b6 

b7C 


From: 

Sent: 

To: 

Cc: 

Subject; 

UNCLASSIFIED 

NON.RECORD 


[ 


l (ITOD) (FBI) 

Thursday, March 22. 2007 7:45 AM 


BEERS, ELIZABETH RAE fO yA^ fFBh 
HARDY, DAVID (RMD) (FBI), 

RE’ E-Mails 


(ITOD) (FBI) 


b6 

b7C 


b6 

b7C 


Beth, 

Unfortunately, we only keep backups of emails for 90 days. There is no way that we can go 


DacK to ir 

\\s lime perfoa ana searcn ror emails ir mere is a requireir 
|e still have, the ESOC can assist in that You can contaca 

pn,,n^.nnn-„^ 

1 1 

Sorry we couldn't have helped out with this 



— Original Message 

From; BEERS, ELIZABETH RAE (OCA) (FBI) 

Sent: Wedoesdav. March 21. 2007 5:26 PM 

To; I K rrOD) (FBI) 

Cc: 

Subiect: 


ALL IMFORKATION CONTAIIilEI) 
HEPEIH IS UWCLASSIFIED 
DATE 06-11-2007 BY 65179 


HARDY, DAVID (RMD) (FBI) 
FW: E-Mails 


UNCLASSIFIED 

NON-RECORD 


I I - Per our conversation, we have two congressional requests seeking copies of any 

and all unclassified e-mails related to the exigent letters issued by the Communications 
Analysis Unit (CAU), Counterterrorism Division. Copies of the letters are attached. For your 
background, the DOJ OIG Rpt referenced in the letters reviewed the use of ‘exigent letters' by 
1 P CAU during the 2003 - 2005 timeframe. I've provided a link to the OIG Rpt in the event it can 

assist in determining ability to retrieve potentially responsive records. 

b6 I - ~i 

b7C In addition, I'm aware that FOIA is in receipt of a request seeking emails TO, FROM and CC'd 

t( 3 ~~T in topics addressed in recent NY Times and Wash Post articles regarding 

NSLs. I've CC'd Dave Hardy of the FOIA Section. 

I look forward to talking with you tomorrow re whether ITOD can assist in retrieving 
responsive records Thanks, 

<< File: Conyers incoming re NSLs pdf >> << File: Grassley request for CAU emails pdf >> 


b2 


Beth Beers 

Office oLCoaaiesaiflnal Affairs 
202 - 324 -T I 


b6 

b7C 


Original Message 

From: KALISCH, ELENI P. (OCA) (FBI) 

Sent; Wednesday, March 21, 2007 5:01 PM 


To: 

1 _tlttt^rroD)(FBi) 


Cc: 

1 frTYoDVFBni 

jrrOD)(FBI); BEERS, ELIZABETH RAE 




Subject: RE: E-Mails 


UNCLASSIFIED 



NON-RECORD 


Thanks so much for the response OCA wil! be in touch to follow up on the requests. 


b6 

b7C 


From: f l UODKFBn 

Soot: vTeSnesSav^arcTTl, 2007 4:54 PM 

To; KAUSCH. EL£NIJ> , (OCA) (FSI) 

Cc: I I MTODVFBIV. 

Subject: RE: E-Mails 


(rTOD)(FBl) 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 

b2 


Elent, 


nnnp Afti=.rnnnn Yni irnnn|ar't regarding Congressional requests for copies of FBI E- 
maiis ij IShe is the ITOD Unit Chief over the E-Mail Unit. 


Orrgirtal Me: 

From: 


t 


(FBI) 


3(rTOD)(FBI) 


On DehaK i 


](rroD) 


Sei 
To 
Subject: 


:£ 


Jiifidnesday, 
^IrrOD) (F6I)J 


FW: E-M®|£ 


} 


;iroDKFBi) 


UNCLASSIFIED 

NON-RECORD 


b6 

b7C 


i talked to | "I regarding this email and he asks that you respond back to Eleni 

Kaiisch soon. He thinks this is time sensitive. 

thanks 

Original Message — 

from: KALISCH, ELENI P. (OCA) (FBI) 

Sent; Wednesdav. March 21, 2007 2:16 PM 

To \ t rroD) (FBI) 

Cc: A/Mt, ZALMAl (iTO) (FBI) 

Subject: E- Mails 

UNCLASSIFIED 

NON-RECORD 


^/e are receiving Congressional requests for copies of FBI e-mails by the 
Communications Analysis Unit and others regarding the use of exigent letters in lieu 
of Natlona/ Security Letters. Rease let me know who the ITOD contact will be for my 
office to work with in ensuring that these requests are addressed expediliousty. 
Thanks, 

Eleni 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


b6 

b7C 


From: 

Sent: 

To: 

Cc: C 

Subject: 
UNCLASSIFIED 
NON-RECORD 


THOMAS, JULIE F. (OGC) (FBI) 

Thursday, March 22, 2007 9:07 AM 
FBI ALL CDCs; HQ-Div09-NSLB 

" "n ONSDl (FBI), CAPRONI, VALERIE E. (OGC) (FBI) 

Receipt of Information in Response to NSLs 


As the current NSL inspection continues, NSLB continues to receive numerous questions, Of 
particular note, in response to an NSL for subscriber information only, certain carriers are 
providing information in excess of that which is requested. NSLB/OGC is determining the 
appropriate manner in which to proceed. In the interim, r egarding NSLs for subscriber 
information only - if you receive information from a phone carrier in response to a subscriber-only 
NSL, and it contains ANY information other than the customer's name, address, length of service, 
and/or account/telephone number subscribed to, please notify your CDC/ADC as soon as 
practical DO NOT enter or upload that information into any file system or database, especially 
Social Security Numbers and dates of birth. CDCs and ADCs are instructed to sequester this 
information and await forthcoming guidance. 


Julie F. Thomas 

DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 


202-324 

202-324 


fax} 

1 1 


ALL INFCRIIATIOW COmkimU 

HEREIM IS UTTCLASSIFIED 

DATE 11-2007 BY 6S179 DMH/KSR/JU 


UNCLASSrFlEP 


From: THOMAS, JULIE F. (OGC) (FBI) 

Sent: Thursday, March 22, 2007 1 2:27 PM 

To: FBI_ALL CDCs 

Cc: CAPRONI, VALERIE E, (OGC) (FBI), HQ-Div09-NSLB 

Subject: Response to Guidance 

UNCLASSIFIED 

NON-RECORD 


Thank you to all for the responses we have been receiving to interim guidance we have been 
giving. I look forward to those responses but, unfortunately, the press of business will not allow 
me to respond individually to each, They are being reviewed and will assist us as we craft 
permanent guidance going forward. 


I know this is an extremely difficult and uncertain time. OGC/NSLB is doing everything humanly 
possible to respond to Congress, the OIG, and the field's concerns about the use of NSLs and 
our other national security tools. 


Thank you for your patience, 


Julie F. Thomas 

IXXJ, Nationa.1 Security Law Branch 
Office of the GenemI Counsel 
Room 7 C7S 


202-324 

202 - 324 - 



1 1 


ALL IWrOKHATION COOTADJED 

HEREIM IS UNCLASSIFIED 

DATE 06-11-2007 BY 6S17S DUH/KSR/JM 
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Jtxt 




/link 2 ; 34 ,(M. 




-- 1 

7cid) (eeiIj man tggri 


Subject: RE: Drafat Letter re: 

UNCLASSIFIED 
NON- RECORD 


COGCj cfbiT 

n 


The letter for the most part looks fine to me> 


b5 

b2 

b7E 


As^TstaritGeneraT Counsel 
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Assistant General Counsel 

National Security Law Policy and Training Unit 
FBI HQ Room 7975 

STU III: (202) 3241 

Unclassified Fax: f?0?i 3241 

secure Fax: (202)f 


[ 


-Original Message- 


1073946 
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b6 

b7C 

b5 


From: [ 
Sent 
To 

(OGC) 

CC 


[ 






?gF nrflfflT I pTTpr re l 

J(o5n^ETEfTT 

2i 

i 


Tuesday. October 25, 2005 1:56 PM 

^COGC) (FBI)J. 

- .(OGC) (£6 


uC 


Subject: re: Dratat Letter re 


C 


UNCLASSIFIED 
MON -RECORD 


Assi St ant Gene ra1 Coun sel 
Policy & Training unit 
National Securj^ y Branch 
(202) 32 


j ^^curuY y 


Message 

From: ! 

Senp Tuesday. October Zb. 

Tn- I lfiv:r^fFRT'i- f 

(OGC) (FB I) I 

Cc: | I 

Subject: re: urarat Letter re: 


UNCLASSIFIED 
NON -RECORD 


] 


tXT 


rOGTl { 


[ 


LI£BI): 

- I (OGC) (FBI) 

1(0GC1 (FBI) ^ 



](OGC) (FBI) 
2ll05 1:53 PM 


Troc) 


](OGC) (FBI);[ 



b6 

b7C 

b5 


OGC) (FBI) 


\ZJ 


F romi f 
iTo;I 


(OG C) (fbiT 
Cc;[ 


age 
JOGi 
■Mr 

J (OGC) (FBI) 




PM 


Sub j ect : FW : Dra fat Letter re 


3 roGCl fFRTl:r 


"2 (OGC) (FBI) ; jj 




IfOGC^ (FBp 


UNCLASSIFIED 


Page 2 


2RE Drafat Letter re 
NON -RECORD 


1 


txt 


b5 

b6 

b7C 


b6 

b7C 

b5 


I have no experience w/ or knowledge 
looks fine to me. 


so being ignorant, the letter 


I’ve forwarded this to 

b/c she knows everything, to se^TJRa?~i:ii^7^^nougnts are. 


* * * - 

From ! L OGO (FBI) 

S«>n t-i iScjQhpj! A .~^005 12 : 54 , 

To:^ COGC) (FBi):^ KogOCfbi); f 

(OGC) (FBI)* ' I ■ I 1 

Subject: FW: Drafat Letter re: 


UNCLASSIFIED 

NCW-RECORD 


Would you mind taking a look at this D03 letter? Let me know if you have any 
comments/objections. 

Thank you, 


b6 

b7C 

b2 


b6 

b7C 

b5 


Assistant General Counsel 

National Security Law Policy and Training Unit 
FBI HQ ROMTI 7975 
STU III: (202) 32^ 

Unclassified Fax: (2Q2 

Secure Fax: (202) 32^ 

Irioinal 


From: 

Con|; «. Tiiaeri 

,JQ. 


SCOCA) CFBO 


r t rfnh a r 2005 9:33 AM 
rrxirl rcftTl-r** 


(FBI) I ~ 
(CID) LFBi; J, 
rrx:rl rpuTi P 


1 fCTnl rcRTi.^ " 

XiXlD) (FBIJ;| 

I fciD) CfIYTT 


3tt 


I 


rct:c«i 


Lg I 

SuDject: Dratat Letter re 


j°f^Al rFBil 


z 




Trrml fFUTi 


L 


. (CID) fFBI... 

yyiMAs, julte'f. (ogo (FBitri 
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